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Cisco 0S4, v54f+4f 4, 4, §3, ¢5€ 53, 3€°Cisco 10S

XE3,1,af+af"3, | 3,83,C 3@ ®afzaf«af€a,af£3,"af DNS(MDNS)3,2af1%af "4, | 4,83, ne©Yefa@®e, T4Vt

43O ®e,Ta%+x€85€@ AE@MDNS
afaraffaf a@®a @O Ta@ rrcee %A@« d IQP—IQPUIO™IE " »R'fEE..8Q IEQPI QXLIE

84,8183 J@"'a@®e,Tal+te€’a@«ad 3t a@™45,«4,%afaf4, ) 4,838,Ca, caffaf—astasnas a, asrarasy
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a8 1Y/4820158" 32608 252e—¥a€@ ®Cisco

10S5€53,"a€°XES, 1,334, 5,83,¢8,»3,aF¥aF5f13,£3,Caf%0af @3, 03, 33 @35 %0af«S...~é—F @«
Security

Advisoryd @ Ed@«3@%3,E3@ | 5,3 Q%AQ™AE, "3, ES, %0d @®F,Caf%0af@a,nd Nafa€

Cisco I0S &,1,af+af"5,!4,85,¢3€53,"3€° Cisco I0OS XE
a,%af-af"a,13,83,Ca@®e,1a%+e€83, %0 +tiQLIQ | 3@, 3 @%NIQ™EE, IE€FE..3QBA...~6—3fEFE, 3@
Event Response: Semiannual Cisco IOS & XE Software Security Advisory Bundled
Publicationf€ 3@ «3€,3,55© %39 ™3E,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP mar15.html
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60237 a@™a,«Cisco 10S3,%2afaf"a, | §,85,Ca€©%3€Ya€ Cisco IOS
XE3,2af3f°3,13,84,C3,4@Ye|Fa@—3€@ | 5€,3,3,3,'3,35f1af 3,13, 3@ «3€@ &, 13%+€83€ES™AC

mDNS&,24f1%af "4, | 4,83,0e0Yefa€ a€€Cisco 1053, 1af-4f"3,!5,84,¢5€53,3€>Cisco 10S

XE&,%afaf"3,! 4,85,¢5€@85€ aftaf-3,05f«af 5€980e%0dS 3@ «31Q°FQL3€ | 5€,39%IO™FE ML

Cisco |0Saftaf €a,13,'a€ %39 Y3€ Cisco I10S

XEaftaf@a,na,'a@EmMDNSAfa,+affaf"a,'at | (@13 @™« 3 @A QOIQP T3, (O’ QIO™E 3P«

show ip socketa€@show udpé€®§0%§0?é®_show control-plane host open-

portsi@®®i@,3 €33, E3 Q<39 B®3,°af7a53af%0afOA,nafa,nafa,caf1hasf+5,83,08, " (CL)E, > af2a53af %03,

2 AP RIUAQP IEQIO"IQOB®, TaV+trE83HPB®EV18Y; 3,860 —3€'3,<Cisco

I0Saftaf@a,nd, s, 'cn°d@—i@ | 8€,3 Q%A Q™€ 8,%3,+3ffaf a@EUDPIf@af1hdf 53535 @86-2 @

<#root>

Router#show ip socket

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --listen-- 192.168.0.1 67 0 0 1 @

17 --listen-- 192.168.0.1 68 0 0 1 @

17 --listen-- 224.0.0.251 5353 0010

Router#

Router#sho udp

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 224.0.0. 251 5353 --any-- 5353 0 0 1000021 0

17(v6) FFO2::FB 5353 --any-- 5353 0 0 1020021 0

Router#

Router#sho control-plane host open-ports
Active internet connections (servers and established)

Prot Local Address Foreign Address
tcp *:22 *:0
tcp *:23 *:0
udp *: 53583 224.0.0.251: 0

Router#

Service
SSH-Server
Telnet

| S host service

State
LISTEN
LISTEN

LI STEN
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XE&,%af+35°3,13,83,C3@®aca%0ed@ a€Qaftafa,0af«af a€98MDNSxOYef)43,'3,2aP € «39™a
Bug ID

CSCuM510283 9«3 %43;e3@—a€@ | dn%oe> 3€+3, EFEQ QU 3@ aftaf3,0af«af 3€8¢,i35'a

Cisco Bug ID CSCum510283€ ®3; ®r£3@ Ea@«a @343, ES€@ | 8€,3,<Cisco

10S3,14f-3°4,! 5,83,C5€53,"3€°Cisco I0S XE3,1.af+4f°4, ! 5,83,Caf2af514a, 59839 €€
service-routing mdns-sd

CLI13, °afafv.af @af«a,2af*af-a,£3,®af¥af-afaa, afsafa, afzaf’af%od, e " a®@3a@—ai€ | SE@MDNSE,?
service-routing mdns-

S04, 38f 28f 38 %o 3@ Ee " ARSI @ «a @ «a @3, EI@ | 3€@,3,<3 A@ 3€Qaftaf@a,na,'a@«e,1dl+x€85 €

8, -8,18, %Ly @A @ 8¢ haf@ie9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

afeafeafa,'a, el QaeMNi I Q«3@ I€Q@aftafeara,'ae«afa, °a,raffae9—ae ! show

version a,3afzaf3af%.a,’ a2 A Ea € | a€@a,-a,'aftas

af©aFSafsa, e (a9 —aQ%AO™AE S 415 Taf af @AFSafhA@«FEECisco Internetwork
Operating System Softwarea€€3,,a€&ECisco 10S

Softwared€ @33 QOIQ®Ift3,3,'af 3@ EFe| (1°3¢+3,FiQPYa 3@ 3@ I€Qaftafes na, '3eCE
Cisco IOS

3,%,3f3f°3,14,84,C3,4®VFi@—3€ | 30,3 @%IQ™IE,3,«aff5,331..3€«3,pafi3f 13, S @ QIO TS
Cisco IOS
a,%.af-af"a,!3,83,Ca@®afafrasiaa,'c-2a¢ 3@ affafrafa, ' c @ @i@ECYSE QO QPIPNIP™MIE, -3
3fiaf€3,03,'3¢853€ 3€@show version

8,%8f78f3af %A@ EA"de " 3P —AQ3 P« AQL£AHVA,SACHI YO BRI 3 Q ER; "¢n°a 3, EIQYS
2 a@®auaQ a€@Cisco I0S 3,%%af-af"a, | 3,83,¢ affafasria,'a@

15.2(4)M53€ 3,033, af afhaf«3 €3, E3Q Y3, nafiaf1d, 3 @3€E C3900-UNIVERSALKO-

M 3@83€,3,<4,3,'3,°€£113"93, (3 @—3Q | 3,3 QNIG™IE,

<#root>

Router>

show ver si on

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.2(4)M5, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
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I--- output truncated

Cisco

|OS3, Vo8f+af "4, '8, 83, Cafeafaf 18, 5@ B3P 9| @a%0ta@®;158S &f...4 +3@ FEQ@IEZWhite
Paper: Cisco I10OS and NX-OS Software Reference

Guide3€3,'3€,C..809—3@ QO QIQ 3©°39,3€,

8, T&V/teE88, 49 «a,"3983€,30%3€,30"39 39 EC(°e* 993, EaQ VL@
Cisco I0S
XRE,58f+8f 5,15, 84, 05@ € QI Q"3@®L,13%+x€839B®E21EY,;3,' 09— Q'GQ%IY>3,"3E,
—a@®3, 5,313 QIP«31953Q, 30 | I£HIQ TOB®E, Caf%af Q5,05 1539 ®I+éEY;E, a9 —3
eO©3¢ °
Cisco Service Discovery

Gatewayivs mDNS, 28f VAf 4, 3, 83, 0i/%6ea€ FEQ 3, Uaf-af@AFFAF3... 41, 383, pafuafs, 3653, 5034
10533353 @ 3f%af @3 aF 395IO™IE,L 403595, FIOVIO™MIO 50 | 5O®IFQAFFaf af 5f%a, 5»

Cisco |OS3, 4Af 84, |4, 83, ¢4€53,"3€°Cisco I10S
XE3,%afaf"8,! &,83,C3@®af7af«af€a,af£3,'aFf DNS(MDNS)3,25f%af 3, ! 5,83, ne©Yefr3 @ ®&, T4Vt

dQ"aQ@®e,Ta%+r€83€@ EGMDNS
afaraffaf a@®a @EQOIA ta@ rree %A@« d dQP—IQPUIO™IE, " »R'fEE..8Q I€QI QXLIE

5Q"53Q®,13%+2€55@ 3€QIPVA 3F5,+affaf 59%39Vi€ IPV6
58,1355 3R, 5933, E5@E, 8% 5O—3@ ' 8 @RELOC 5+5,E3, 3@ efhxeesi@ T3,

GQ"3Q®e,Ta%+r€83@ a€Qe03"af1af@a,03,'a®>3 @ | QRIS AfOES5,£3ff3, 3€«3,"3QLIQ | 3¢
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&, Ta/+af8a@®I€,5, " a®33Y°® -5, e €3 QYaQ™Maftaf@a, 05, 3@ 83€@ @3 @xLIHUDP
mMDNS&fa,raffaf a@«a,"3@La@ | 8@ "3@®e,T13%+r€83 Q9 EdW 3 QO 3O "30+3,(ES Q@ f/20€88

d@"3@®e,TaV%+x€85€¢ d€@Cisco Bug ID CSCup70579(

C™M»&E2Af 1af VA, 8°,¢" )4 A9 —a€ | 2T, dE-3 @3, EGEQCommon Vulnerabilities and
Exposures(CVE)IDad€@ "a@—a€ | CVE-2015-

06503 € E&%0°3,53%:"5€ 13,%03, Ed€@ | 3€,dQHAQ™IE,

ST

¢, 78, »4, 1 & 3A[Af AfAfYAf« A, 1A

[e]

i)

Cisco |0S3, Y44f+af "4, 13, 84, ¢5€p 53,3 €3Cisco 10S XES, %saf+af "4, | 4,83,¢ 455 %3,"5€«Cisco Bug
ID
CSCuM5102839®4;P@LiQPEIQT@,8 39 FEQ QA 3fQ@IfhAF 5, E%0E3PEE-Y03 @ QY3

4@"3,E3, %03 @®afafES1E,' 3983 €@ F€QUDPASf@af14AF"535348,a®>3..."3€ " a@ ™3, «af afOaf-a,£aff

Q" 3Q®e,1a%+2E853Q@®MDNSEOYefLi@ af afOafs, 'af@afhaf 3@ 3@ —a@ | UDPE, a%ic" 3@
1053, 145353, 5,88,C 3@ ®3,»3,4f¥af 313, £0Ye 3@ 83€,3,55€Qe» (€ QI +3,(EA, AfE,+affAF E4

& 8@ PACLIQB®AIKIQ 3€Q@UDPIf@afhaf 53533,'a®>3..." 8@ a@™a «af afOaf-a,£affa, 3€<a,%0a:

I--- Deny IPv4 nDNS traffic to a device
l---

access-list 150 deny udp any any eq 5353

I--- Pernmit/deny all other Layer 3 and Layer 4 IPv4 traffic in
I--- accordance with existing security policies and

I--- configurations. Permt all other traffic to transit the
I--- device.

access-list 150 permit ip any any

I--- Deny IPv6 nDNS traffic to a device
[

ipv6 access-1list v6_list


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup70579
https://sec.cloudapps.cisco.comRPF/register/register.do

deny udp any any eq 5353

I--- Pernmit/deny all other Layer 3 and Layer 4 IPv6 traffic in
I--- accordance with existing security policies and

I--- configurations. Permt all other traffic to transit the
I--- device.

permit ipv6 any any

l--- Apply access list to all interfaces (only one exanple
I--- shown)

interface fastEthernet 2/0
ip access-group 150 in
ipv6e traffic-filter v6_list in

8, %8f3Af Afafvaf« Af—Aaf-afvAf: Af @asa, aFa,°

5 3824 AfAfVAf «Bf—af ~AfVAf8f @&f3,-3f°3,°(COPP)3, 4% (" 3@ —3€ | 36 @aftaf@3,03,'50 3O ®E]
10S3,1.5f-35°8, ! 5,85,C3faf255143,12.0S5€ € 12.2SX3€ 9 12.255€€ 12.3T5€ 9 12.45€ 95053, 56312.41

289 ®COPPIQ®3%<E, GEP3°73.. Y593, E5QYCOPPIQ®E €65 5@ 5@ —30 | 39«3, 03,8..8 ! 93

I--- Match IPv4 nDNS traffic with pernit statenent

access-list 150 permit udp any any eq 5353

I--- Permit (police or drop)/Deny (allow) all other Layer 3 and

I--- Layer 4 |Pv4 traffic in accordance with existing security policies
I--- and configurations for traffic that is authorized to be sent

I--- to infrastructure devices

access-list 150 deny ip any any

l--- Create a Class-Map for traffic to be policed by
I--- the CoPP feature

class-map match-all drop-udp-class
match access-group 150

l--- Create a policy map that will be applied to the
I--- control plane of the device.

policy-map drop-udp-traffic class drop-udp-class drop



I--- Apply the policy map to the
I--- control plane of the device

control-plane service-policy
input drop-udp-traffic

o @l "3QB®COPPIHB®IKIP /IO €O

permitd, ¢3, &, -4f8af%5,’ @ «d,€xrV0edce ¢S, 408,748, 4,'af—afa,paf afa raffaf a@ a €et’aO™a a,¢ca
dropaOY efa@p«3," a QL@ | anfef, i@ 3, EdQHIOMIOEF€O

denya, ¢3, &, -8f8af3Vs 3@ «a@ (r°3@+3,ESQ |3, dQNI 3, T1h%03€ 3 €61 3Q™A af3,1affaf 8@
dropasY efA@®a%+6Y:3,' 4 @—a @ a3 €>3,"3€,af @afa, af1haf7affaf—a@®x8@-139 3€@12.2
10S3,%af+af"a,!4,83,Caf"af-3,033 @839 (°a@3, 39 "39Q i@«x’ 2, Q9i090—3i@ iQQIQP 193¢

policy-map drop-udp-traffic
class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop

CoPPEOY &f /A9 ®e "3RI "% C" 39 «3QuiQ, 50  5ORRO 5@ F€QFELA 2aaf aFafhaf«af—:

Cisco Bug ID CSCum51028549 ®3; ®ae£3, 8€«3,€Cisco 1054, 1.af-4f°4, ! 4,85,¢3€53,"a€>Cisco

IOS

XE&,V2af+af"a, 4,83, caffafafia,'a@83€@ ac@CLIA afafhaf@af«d,affaf-a,£a ®arf¥asf-afa, afsasra,
no service-routing mdns-

s, & 4RO ™A, 3O 3@ 39SMDNSS 2afkaf 3, 4,83,ne0Yefa,'c,id5 4@ «3985 QP QIO UIQ™IE,

af@affafaf afna, at...a€®a,-a,'a>

aftaf@a,na,'a@«QOC" 3@ efLi@Pa»-3Q@®A 343, 00¢-3@ IEQPIQ OB, Caf%afQa,na, N33 C
Applied Mitigation
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Technical Assistance
Centeri%a"TACi%%o03, 3@ —3@ Q3@ a¥'(,30—3€@ 3€,3,afafaftafSafra,'af—afaf@a,nafeaf14a @

Cisco |OS & WAAfaf 4, '3, 83, ¢

5 -8,15,%5€ 83 3€OIOSA®C2E" 3O E Cisco IOS
3,434, 4,83,Ca@®8, 13%+2€83€«3€°3,%03€+3,E3® ' 56,3, 3QEQPOIQTIO A, 'd ne-3™4 <
|OS Software Checker 5€0«3,"3,53€@x-i3@®3,;3,"3, 5,/3@Ye|EiQ83Q @I QUIO™IE,

* &f%oafaf faf—af€a, af
Af jAf AfYafvaea,%oafaf af1a, s, 6 @ ,eS75@™a A @ AEQAfaf1Ad, «af«
3,8, 'aftaf 5€<3,%0af4,ia, 08«3, '8, Caffaf—afaf1haf%oa Q™3 AP 3@ 39«3, APLIQ I Prnc
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First Fixed"i%%o03,'¢%0'a®33 €83 € @3 €343 ™a€,Cisco | OS Software Checker
4'a€.C..88@™a,« 3@« €Q@r-a@®Af3,£afNaf«af%od @« Cisco IOS a,%af-af"a, | a,8a,¢
3f2af3143,'4,/8..¥85>3@—3€ | 3£ 93€.3033,FiQEO®S...~6—3€+3,EF@Y Cisco I0S

a,%af-af"a,  a,8a,¢

3,€af%03f@a,n3,93f° 3 @ «e©* 3% "3 @™« @3 QO0IQPTI€<3,'a re-3 Q3 @ QIQNIO™IE,

(89815 1(4)M2)3E,

Check

Cisco |0S &, V48f+4f "4, '3, 83, ¢ af2afeafy.4, 15€ 3€® Cisco 10S XE &,1,3f+3f°4,'4,84,¢
afeafeafa, a@®afzaffafafs, 3@ «39rie, i€ 4@ 3€QIEE Cisco |0S XE 2 Release
Notes3€€ 3€@3E€E Cisco 10S XE 3S Release NotesAE@ 3€ @36 53,"3€@>3€E Cisco |0S XE 3SG
Release Notes36€3,'8€,C..839—3€ | 39 93 3€:39,3€,



http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
https://sec.cloudapps.cisco.com/security/center/selectIOSVersion.x
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
http://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

Cisco |OS XE 3, Y:8f+8f"4,'a,84,¢
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Cisco IOS XE
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afearaafya, L a
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3.3.xSE &, TaY/ctaeE 8593 @ — e,
3.3.xSG 8, T&Y o859 @ — e,
3.3.xX0 &, 1aY/c-aeE859 3 @ — e,
3.3xSQ 8, T8Y/st o853 @ — e,
3.4.xS 8, 18/ ceE859°3 @ — e,
3.4.xSG &, 1&Y/c-aeE 859 3 @ — &,
3.4.xSQ &, TaVat L8593 @ — e,
3.5.xS &, T&Y/c-aeE 859 3 @ — e,
35.xE 8, T&/caeE859° 3 @ — e,
3.6.xS &, 1aY/c-aeE 859 3 @ — e,




3.6.xE 3.6.1E 3.
3.7xS 8, TaY/taE8539 3@ — &,
3.7.xE 8, T8V 8593 @ — 3.
3.8xS &, Ta/ o859 3 @ — e,
3.9.xS &, T8 §5€p,3,55€,3.10.4S4 ¥é™M QAP «(8» | FIP—3@ 3O VIO 3939 ,3€, | &,
3.10.xS 3.10.4S e,
3.11.xS 3.11.3S &,
3.12.xS 3.12.2S e,
3.13.xS 3.13.1S 3.
3.14.xS e, T&/aeL83e 3 @ — e,
3.15xS 8, T&/caeE859 3 @ — e,

3, @RrE£EA"OC" " a%a%<aQ "a...~ava@c™Mog;”

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p € @ece-a,caf%oaf@a,nd affa@«e "e%%od @3, E3Q | 3,8, TaVtr€85€¢

59 3@ @8, 131+ 2€55Q 5, uaf@IFUAF
5,+35143, 3@ ®EEEE1E 3@ «C™MOR | G5, EIQUIO—aQVIE,

URL

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20150325-mdns

o' 1g", at¥ee

af @afna, afsas
1.4 EQLA/»3Q«d..~6- 393, FIQPYIO™IQ '3 | 3€® Cisco 1055, %af-af5,15,85,¢ &
13 Cisco IOS XE
' 3.6.0E4,’ 802814" Afeafaif 1,8, 15@ " 3@ —3@ | &,143S 3€,3F @35 %0af«3 @ ES...~6-E
1.2 HEED76QiC-IEQIQO®E ..aQ®F, caffaf—aftaflas
11 2015 & 3 a6 &@® Cisco IOS a,%%af-af 3, a,8a,¢ a,»3,af¥afeasta, £ a,caf%oaf@a,né
' Releaseils"d;®efIQP—3@YreEsd @I ®IF A a3, 114%03 @ B®C®TR%0ES, &>



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150325-mdns

af @aF%a, 355

10 ¥ QD74...~6—afaFE5 13,

dO¢"ele¢

aae-3, CAf %oBf 3,73, 359 ¢, 18; 08 %IO®3,IORIQ 10—i0 i9 29PINIO—ie 555 556
ee-d,Caf%0af 3,05, 95 3@®af...8 +t3953, 3@%aFa3, 3@ ®EY (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€HS,3,"3,°3€ 20e-df%0d,af¥af;afaf a@®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
aae-4, Caf %oaf € 3,03, 94 a@®e " "¢;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL
3,/CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1IP—3QYE 49 FE€QI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3°eL13"QAQP®A, afaf%0af| 3f143,93,3 344



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



