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<#root>

Router#show ip socket   
Proto Remote Port Local Port In Out Stat TTY OutputIF  
17 --listen-- 192.168.0.1 67 0 0 1 0  
17 --listen-- 192.168.0.1 68 0 0 1 0  

17 --listen-- 224.0.0.251 5353 0 0 1 0 
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Router#sho udp  
Proto        Remote      Port      Local       Port  In Out  Stat TTY OutputIF 

17     224.0.0.251      5353 --any--          5353   0   0 1000021   0  

17(v6) FF02::FB         5353 --any--          5353   0   0 1020021   0

  
Router# 
 
Router#sho control-plane host open-ports  
Active internet connections (servers and established) 
Prot               Local Address             Foreign Address                  Service    State 
 tcp                        *:22                         *:0               SSH-Server   LISTEN 
 tcp                        *:23                         *:0                   Telnet   LISTEN 

 udp                      *:5353               224.0.0.251:0         IOS host service   LISTEN 

Router# 



 

 

æ³¨ï¼šCisco Bug ID CSCum51028ã�®ä¿®æ£å‰�ã�®Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³Cisco IOS 
XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å‹•ä½œã�¯ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§mDNSæ©Ÿèƒ½ã‚’ã‚ªãƒ³ã�«ã�™ã‚‹ã�“ã�¨ã�§ã�™ã€‚ã�“ã�®å‹•ä½œã�¯Cisco
Bug ID 
CSCum51028ã�«å¯¾å¿œã�—ã�¦å¤‰æ›´ã�•ã‚Œã€�ç�¾åœ¨ã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ç„¡åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚ç®¡ç�†è€…ã�ŒmDNSæ©Ÿèƒ½ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹å ´å�ˆã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§æ‰‹å‹•ã�§è¨å®šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

Cisco Bug ID CSCum51028ã�®ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³Cisco IOS XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€� 
service-routing mdns-sd 

CLIã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰ã‚’è¨å®šã�—ã�¦ã€�mDNSã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤æ©Ÿèƒ½ã‚’æ˜Žç¤ºçš„ã�«æœ‰åŠ¹ã�«ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�
service-routing mdns-

sdã‚³ãƒžãƒ³ãƒ‰ã�Œè¨å®šã�«å�«ã�¾ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã‚·ã‚¹ã‚³è£½å“�ã�§ç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ show 

version ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ã�£ã�¦ã€�ã‚·ã‚¹ãƒ†ãƒ  
ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚ã‚·ã‚¹ãƒ†ãƒ  ãƒ�ãƒŠãƒ¼ã�«ã€ŒCisco Internetwork 
Operating System Softwareã€�ã‚„ã€ŒCisco IOS 
Softwareã€�ã�ªã�©ã�®ãƒ†ã‚ã‚¹ãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿå ´å�ˆã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ
Cisco IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã�¾ã�™ã€‚ã‚«ãƒƒã‚³å†…ã�«ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œè¡¨ç¤ºã�•ã‚Œã€�ã��ã�®å¾Œã‚�ã�«
Cisco IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ç•ªå�·ã�¨ãƒªãƒªãƒ¼ã‚¹å��ã�Œç¶šã��ã�¾ã�™ã€‚ä»–ã�®ã‚·ã‚¹ã‚³
ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ã€�show version 

ã‚³ãƒžãƒ³ãƒ‰ã�Œå˜åœ¨ã�—ã�ªã�‹ã�£ã�Ÿã‚Šã€�åˆ¥ã�®å‡ºåŠ›ã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿã‚Šã�—ã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ã€�Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ã�Œ 
15.2(4)M5ã€�ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�Ÿã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œ C3900-UNIVERSALK9-
M ã�§ã�‚ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

Router> 

show version  
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ãƒ‘ã‚±ãƒƒãƒˆã�®ã�„ã�šã‚Œã�‹ã‚’ä½¿ç”¨ã�—ã�¦ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è¨å®šã�•ã‚Œã�Ÿä»»æ„�ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®IPv4ã�¾ã�Ÿã�¯IPv6ãƒ¦ãƒ‹ã‚ãƒ£ã‚¹ãƒˆã‚¢ãƒ‰ãƒ¬ã‚¹ã€�IPv4ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆã‚¢ãƒ‰ãƒ¬ã‚¹224.0.0.251ã€�ã�¾ã�Ÿã�¯IPv6ãƒžãƒ«ãƒ�ã‚ãƒ£ã‚¹ãƒˆã‚¢ãƒ‰ãƒ¬ã‚¹FF02::FBã‚’ä½¿ç”¨ã�—ã�¦ã€�UDPãƒ�ãƒ¼ãƒˆ5353å®›ã�¦ã�®ä¸�æ£ã�ªãƒ‘ã‚±ãƒƒãƒˆã�«ã‚ˆã�£ã�¦å¼•ã��èµ·ã�“ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹å®›ã�¦ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã‚ˆã�£ã�¦ã�®ã�¿ãƒˆãƒªã‚¬ãƒ¼ã�•ã‚Œã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’é€šé�Žã�™ã‚‹ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ä½¿ç”¨ã�—ã�¦ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
 

 

http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html


è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šåŸºæº–ã‚’æº€ã�Ÿã�™ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ã€�ä¸�æ£ã�ªUDP 
mDNSãƒ‘ã‚±ãƒƒãƒˆã�«ã‚ˆã�£ã�¦ã�“ã�®è„†å¼±æ€§ã�Œå¼•ã��èµ·ã�“ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã�«é–¢ã�™ã‚‹çŸ¥è˜ã‚’æŒ�ã�¤æ”»æ’ƒè€…ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«ã€�è¨å®šã�•ã‚Œã�Ÿæ�¡ä»¶ã‚’æŒ�ã�¤mDNSãƒ‘ã‚±ãƒƒãƒˆã‚’ä½œæˆ�ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒãƒ¼ãƒ‰ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCup70579( 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2015-
0650ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–
ã‚¢ã‚¯ã‚»ã‚¹ ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒªã‚¹ãƒˆ  

 

Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³Cisco IOS XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�«Cisco Bug 
ID 
CSCum51028ã�®ä¿®æ£ã�Œã�ªã�„å ´å�ˆã€�ç�¾åœ¨ãƒ�ãƒ¼ãƒˆã‚’æ‰‹å‹•ã�§é–‰ã�˜ã�Ÿã‚Šã€�ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�—ã�Ÿã‚Šã�™ã‚‹æ–¹æ³•ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
 

 

ã�“ã‚Œã‚‰ã�®ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�UDPãƒ�ãƒ¼ãƒˆ5353ã‚’å®›å…ˆã�¨ã�™ã‚‹ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ–ãƒãƒƒã‚¯ã�™ã‚‹ã�Ÿã‚�ã�«ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦ä½œæˆ�ã�Šã‚ˆã�³é�©ç”¨ã�§ã��ã‚‹æ‹¡å¼µã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ(ACL)ã‚’è¨å®šã�™ã‚‹ã�“ã�¨ã�Œã€�å�¯èƒ½ã�ªå›žé�¿ç–ã�«ã�ªã‚Šã�¾ã�™ã€‚
 

 

ã�“ã�®è„†å¼±æ€§ã�®mDNSæ©Ÿèƒ½ã�¯ãƒˆãƒ©ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�¨ã�—ã�¦UDPã‚’ä½¿ç”¨ã�™ã‚‹ã�Ÿã‚�ã€�é€�ä¿¡å…ƒã�®IPã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã€�ä¿¡é ¼ã�§ã��ã‚‹IPã‚¢ãƒ‰ãƒ¬ã‚¹ã�‹ã‚‰ã�“ã‚Œã‚‰ã�®ãƒ�ãƒ¼ãƒˆã�¸ã�®é€šä¿¡ã‚’è¨±å�¯ã�™ã‚‹ACLã‚’ç„¡åŠ¹ã�«ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ACLã�«åŠ ã�ˆã�¦ã€�ç®¡ç�†è€…ã�¯uRPFã‚’æœ‰åŠ¹ã�«ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ©Ÿèƒ½ã�§ã�‚ã‚Šã€�è»¢é€�ã�•ã‚Œã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�®é€�ä¿¡å…ƒã‚¢ãƒ‰ãƒ¬ã‚¹ã�®åˆ°é�”å�¯èƒ½æ€§ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ã�“ã‚Œã‚‰2ã�¤ã�®ãƒ†ã‚¯ãƒŽãƒã‚¸ãƒ¼ã‚’çµ„ã�¿å�ˆã‚�ã�›ã‚‹ã�¨ã€�ACLå�˜ç‹¬ã‚ˆã‚Šã‚‚å¼·åŠ›ã�ªå›žé�¿ç–ã�Œæ��ä¾›ã�•ã‚Œã�¾ã�™ã€‚
 

 

æ¬¡ã�®ACLã�®ä¾‹ã�¯ã€�UDPãƒ�ãƒ¼ãƒˆ5353ã‚’å®›å…ˆã�¨ã�™ã‚‹ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�‹ã‚‰ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ä¿�è·ã�™ã‚‹ã�Ÿã‚�ã�«å°Žå…¥ã�•ã‚Œã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã�®ä¸€éƒ¨ã�¨ã�—ã�¦å�«ã‚�ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 

 

!--- 

!--- Deny IPv4 mDNS traffic to a device 

!---  
 
access-list 150 deny udp any any eq 5353   
 
!--- Permit/deny all other Layer 3 and Layer 4 IPv4 traffic in 

!--- accordance with existing security policies and 

!--- configurations. Permit all other traffic to transit the 

!--- device.   
 
access-list 150 permit ip any any   
 
!--- 

!--- Deny IPv6 mDNS traffic to a device 

!---  
 
ipv6 access-list v6_list 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup70579
https://sec.cloudapps.cisco.comRPF/register/register.do


  deny udp any any eq 5353   
 
!--- Permit/deny all other Layer 3 and Layer 4 IPv6 traffic in 

!--- accordance with existing security policies and 

!--- configurations. Permit all other traffic to transit the 

!--- device.   
 
permit ipv6 any any   
 
!--- Apply access list to all interfaces (only one example 

!--- shown)   
 
interface fastEthernet 2/0  
ip access-group 150 in 
  ipv6 traffic-filter v6_list in 
 

 

 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒ—ãƒ¬ãƒ¼ãƒ³ ãƒ�ãƒªã‚·ãƒ³ã‚°  

 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°(CoPP)ã‚’ä½¿ç”¨ã�—ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®ä¿¡é ¼ã�§ã��ã�ªã�„UDPãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ–ãƒãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚CoPPæ©Ÿèƒ½ã�¯ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹12.0Sã€�12.2SXã€�12.2Sã€�12.3Tã€�12.4ã€�ã�Šã‚ˆã�³12.4Tã�§ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚CoPPã�¯ã€�æ—¢å˜ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ�ãƒªã‚·ãƒ¼ã�¨è¨å®šã�«å¾“ã�£ã�¦ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�•ã‚Œã‚‹æ‰¿èª�æ¸ˆã�¿ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®ã�¿ã‚’æ˜Žç¤ºçš„ã�«è¨±å�¯ã�™ã‚‹ã�“ã�¨ã�§ã€�ç®¡ç�†ãƒ—ãƒ¬ãƒ¼ãƒ³ã�¨ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ã‚’ä¿�è·ã�—ã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã�¸ã�®ç›´æŽ¥æ”»æ’ƒã�®ãƒªã‚¹ã‚¯ã�¨åŠ¹æžœã‚’æœ€å°�é™�ã�«æŠ‘ã�ˆã‚‹ã‚ˆã�†ã�«ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è¨å®šã�§ã��ã�¾ã�™ã€‚
 

 

æ¬¡ã�®CoPPã�®ä¾‹ã‚’ã€�å°Žå…¥ã�•ã‚Œã�ŸCoPPã�®ä¸€éƒ¨ã�¨ã�—ã�¦å�«ã‚�ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�UDPãƒ�ãƒ¼ãƒˆ5353å®›ã�¦ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�‹ã‚‰ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ä¿�è·ã�™ã‚‹ã�®ã�«å½¹ç«‹ã�¡ã�¾ã�™ã€‚
 

 

!--- 

!--- Match IPv4 mDNS traffic with permit statement 

!---  
 
access-list 150 permit udp any any eq 5353   
 
!--- Permit (police or drop)/Deny (allow) all other Layer 3 and 

!--- Layer 4 IPv4 traffic in accordance with existing security policies 

!--- and configurations for traffic that is authorized to be sent 

!--- to infrastructure devices 

!---  

 
access-list 150 deny ip any any   
 
!--- Create a Class-Map for traffic to be policed by 

!--- the CoPP feature 

!--- 

 
class-map match-all drop-udp-class  
match access-group 150 
 
!--- Create a policy map that will be applied to the 

!--- control plane of the device.   
 
policy-map drop-udp-traffic class drop-udp-class drop   
 



!--- Apply the policy map to the 

!--- control plane of the device   
 
control-plane service-policy  
input drop-udp-traffic 

 

 

å‰�è¨˜ã�®CoPPã�®ä¾‹ã�§ã�¯ã€� 
permitã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�«ã‚€æ½œåœ¨çš„ã�ªã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆãƒ‘ã‚±ãƒƒãƒˆã�¨ä¸€è‡´ã�™ã‚‹ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆã‚¨ãƒ³ãƒˆãƒª(ACE)ã�«ã‚ˆã�£ã�¦ã€�ã�“ã‚Œã‚‰ã�®ãƒ‘ã‚±ãƒƒãƒˆã�Œãƒ�ãƒªã‚·ãƒ¼ãƒžãƒƒãƒ—ã�®
dropæ©Ÿèƒ½ã�«ã‚ˆã�£ã�¦å»ƒæ£„ã�•ã‚Œã�¾ã�™ã�Œã€� 
denyã‚¢ã‚¯ã‚·ãƒ§ãƒ³ï¼ˆå›³ã�«ã�¯ç¤ºã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ï¼‰ã�¨ä¸€è‡´ã�™ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�ãƒ�ãƒªã‚·ãƒ¼ãƒžãƒƒãƒ—ã�®
dropæ©Ÿèƒ½ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚ãƒ�ãƒªã‚·ãƒ¼ãƒžãƒƒãƒ—ã�®æ§‹æ–‡ã�¯ã€�12.2Sã�¨12.0Sã�®Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒˆãƒ¬ã‚¤ãƒ³ã�§ã�¯ç•°ã�ªã‚‹ã�“ã�¨ã�«æ³¨æ„�ã�—ã�¦ã��ã� ã�•ã�„ã€‚
 

 

policy-map drop-udp-traffic  
  class drop-udp-class  
  police 32000 1500 1500 conform-action drop exceed-action drop 

 

 

CoPPæ©Ÿèƒ½ã�®è¨å®šã�¨ä½¿ç”¨ã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�ã€Žã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°ã�®å®Ÿè£…ã�®ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã€�ã�Šã‚ˆã�³ã€Žã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
 

 

Cisco Bug ID CSCum51028ã�®ä¿®æ£ã‚’å�«ã‚€Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Šã‚ˆã�³Cisco 
IOS 
XEã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ã€�CLIã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰
no service-routing mdns-

sdã‚’è¨å®šã�™ã‚‹ã�“ã�¨ã�§mDNSã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤æ©Ÿèƒ½ã‚’ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚
 

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�®ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é�©ç”¨å�¯èƒ½ã�ªä»–ã�®å¯¾å¿œç–ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä»˜å±žãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�‚ã‚‹ã€ŽCisco
Applied Mitigation 
Bulletinã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä»¥ä¸‹ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚
 

https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=37485

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€� 
http://www.cisco.com/go/psirt ã�® Cisco Security Advisories, Responses, and Alerts 
ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„ã€�å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ä¾µå®³ã�®å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰

https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=37485
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt


ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚  
 

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚
 

 

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�Šå®¢æ§˜ã�Œ Cisco IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�«ã�•ã‚‰ã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’åˆ¤æ–ã�™ã‚‹ã�Ÿã‚�ã�®ãƒ„ãƒ¼ãƒ«ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ Cisco
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