Cisco Prime Central Hosted Collaboration
Solution® VO AY A NAODVTT 1420 DS
{3

T R)NA 1) —ID : Cisco-SA-20150730- CVE-2015-
Mediu VE-2015-4292 4292

J/~B8 B : 2015-07-30 20:07

/N—>32 1.0 : Final

CVSSAO7 :4.3

538 %K : No Workarounds available

Cisco /N% ID : CSCuv45818

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco Prime Central for Hosted Collaboration Solution(PC4HCS)MHTTP WebX—AEE A > X —
T7IAAZHBTDRBHICKY, FBAIETATVEVDE-—RNOKREEN, BRI AT LDWebA
VE—TIAADI—HFIRULTIORG A NRI VT T 42T (XSS)KWEZEITT S A REML
HVET,

COEEMERE. I—YHIEELLEOAIRIAENI T T THEIZEICERALET, REEGF, 1
—HICRBEDOIVZEIIYIIBRLSICMHAITRZET, COMBUEZTERAT S AREMES
HWERT,

SATDRCOMRBUZREL TVERIN, YVIRNIITTPYTTF—REREZATVEEA,
COMBEMEZFTERNAIZLOIC, RBER, BEEOHZITYA NI 2FEITZLONO)>
VEBEHLLY, RBSELISTECEREZEAL T, BEHE ALV JCEC LS ICI—Y2R
FHBEMEAN BN T,

S AOECVSSAOATZBLU T, BENBZIVATOA NI—RAIFETZIZEZRLTVET
B ZOOD—RA—MRICAAEND ZERFBEEENATLERE A,

ST

SAOREFI—HYMEITICBug ID CSCuv45818% 1) 1) —ALEL L, CDIDICIE, HllEFER
ZHAAHGN—3aCOEHIAMEENTVET,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv45818
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:N/I:P/A:N/E:F/RL:U/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv45818
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4292
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4292

fesEtnH2HRm

COTZ—MAFRUICAFEENIZER/ATE, Cisco PC4HCSY U —R10.6(2)I eSS FEL
TW&EL 7z, Cisco PCAHCSDFL WU U —RAICEMEMUNFET D AEMEA B KT,

EEHEZEATVEV ENEREhLERR

O ATRHBIZEVWTZOT RN FUOKEZ2ZTHE0R. BERETNTLREA,
EIpi
SEBOTYTTF—RPUI—RAICO2LWTR., RVF—ICEHAVEDLER ZLZHHOLET,
JI—HE, FEFB IV INRLICERTED L ZRABIDIHEN HYET,

XSSHESLVCNMBEHEBERIDLHICERAETNDHEOFMIC OVWTIE, CiscolBE AXE
B T OOAYA BRIV TTAIXSSYOEBARIZ NILICDOWTy #SHBLTLEETL,

HEEZTRVATLZERTD L EZHELET,
BERKITRNIIT

V7RO ITOEFHT7OATZLEFATERE A
WMREER
$propertyAndFields.get("recommendations")
FTEFNASH ENXRER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RNAHFUIZEBEEhTWVLS
EHEEOTEFAEFPTOLAREEEL TLERE A,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-
20150730-CVE-2015-4292

iG] B
{\—73 =4 5 :lz'?*zEl AT—24 a4
> ~ A

1.0 #MAkJ D) [EAS |Final 20155 7H



http://www.cisco.com/c/en/us/support/docs/cmb/cisco-amb-20060922-understanding-xss.html
http://www.cisco.com/c/en/us/support/docs/cmb/cisco-amb-20060922-understanding-xss.html
http://www.cisco.com/c/en/us/support/docs/cmb/cisco-amb-20060922-understanding-xss.html
http://www.cisco.com/c/en/us/support/docs/cmb/cisco-amb-20060922-understanding-xss.html
http://www.cisco.com/c/en/us/support/docs/cmb/cisco-amb-20060922-understanding-xss.html
http://www.cisco.com/c/en/us/support/docs/cmb/cisco-amb-20060922-understanding-xss.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150730-CVE-2015-4292
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150730-CVE-2015-4292

\‘_:“3 _ <, 3 —— -
N—=2 5 o O3 | AT—X a4

X
m

X

N

—A 30H

AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HB2ENELERT, Fh, DATRBAERFIXNOABRZFESLICEELLY, EFLLEY
TRENEBLET,

AT RNAF)DORRNBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE, ATIRHAOIVR
A—HZXHRELTLVET,




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



