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IN—2 32 14.0 : Final

CVSSA7F7: 50

B3 % : No Workarounds available

Cisco /Y7 ID : CSCus43003 CSCus42791
CSCus43000 CSCus42792 CSCus42753
CSCus42710 CSCus42754 CSCus42831
CSCus42952 CSCus42996 CSCus42751
CSCus42752 CSCus42713 CSCus42834
CSCus42758 CSCus42879 CSCus42711
CSCus42755 CSCus42712 CSCus42833
CSCus42954 CSCus42836 CSCus42958
CSCus77211 CSCus42917 CSCut14256
CSCus43052 CSCus42721 CSCus42883
CSCus43015 CSCus42763 CSCus42840
CSCus43016 CSCus42724 CSCus42768
CSCus42801 CSCus42966 CSCus42967
CSCut82321 CSCus42766 CSCus42723
CSCus42800 CSCus42726 CSCus42968
CSCus42727 CSCus42804 CSCus43020
CSCus42772 CSCus43022 CSCus42775
CSCus42699 CSCus42732 CSCus42853
CSCus42850 CSCus44478 CSCus42851
CSCus42972 CSCus42812 CSCus42739
CSCus42816 CSCus42737 CSCus42814
CSCus42738 CSCus42818 CSCus61884
CSCus60116 CSCum57065 CSCus42781
CSCus42742 CSCus42786 CSCus42787
CSCus42982 CSCus42785 CSCus42983
CSCus42702 CSCus42900 CSCus42901
CSCus42821 CSCus42701 CSCus42706
CSCus42827 CSCus42904 CSCus42828
CSCus42748 CSCus42705 CSCus42749
CSCus42908 CSCus42829 CSCus42906
CSCus42709 CSCus43041

HAERICIPEHE, RBRCRDPEXDIFLATHBRTHY, RBEFEXLOMTRH


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:P/A:N/E:F/RL:OF/RC:C
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:P/A:N/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43003
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42791
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43000
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42753
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42710
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42754
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42831
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42952
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42996
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42751
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42752
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42713
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42834
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42758
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42879
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42711
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42755
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42712
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42833
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42954
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42836
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42958
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus77211
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42917
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut14256
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43052
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42721
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42883
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43015
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42763
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42840
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43016
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42724
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42768
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42801
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42966
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42967
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut82321
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42766
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42723
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42800
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42726
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42968
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42727
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42804
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43020
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42772
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43022
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42775
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42699
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42853
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42850
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus44478
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42851
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42972
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42812
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42739
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42816
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42737
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42814
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42818
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus61884
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus60116
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum57065
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42781
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42786
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42787
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42982
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42983
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42702
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42900
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42901
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42821
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42701
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42706
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42827
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42904
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42748
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42705
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42908
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42829
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42906
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus42709
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus43041
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0204
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0204
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FreeBSDIIXD ) D% TVUXMLRFIX N Z2 AL TVWET, OpenSSL — multiple
vulnerabilities

HPE. %117 1 1E#c04604357, c04635715, c0467933, c04765169, c04762744,
c04773241, c04765115, c04774021, & & Vc04805275(HPSBGN03299 SSRT101987,
HPSBOV03318, HPSBUX03334 SSRT10200000, ZTUUJ—ALTWXTF, HPSBMUO03397
SSRT102192, HPSBMUO03394 SSRT102187, HPSBMUO03345 SSRT102095,
HPSBMUO03413, HPSBMUO03396. & & U*HPSBMU(03422 SSRT101438
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https://www.openssl.org/news/secadv_20150108.txt
http://btsc.webapps.blackberry.com/btsc/viewdocument.do?noCount=true&externalId=KB36811&sliceId=1&cmd=&forward=nonthreadedKC&command=show&kcId=KB36811&ViewedDocsListHelper=com.kanisa.apps.common.BaseViewedDocsListHelperImpl
http://btsc.webapps.blackberry.com/btsc/viewdocument.do?noCount=true&externalId=KB36811&sliceId=1&cmd=&forward=nonthreadedKC&command=show&kcId=KB36811&ViewedDocsListHelper=com.kanisa.apps.common.BaseViewedDocsListHelperImpl
http://www.vuxml.org/freebsd/4e536c14-9791-11e4-977d-d050992ecde8.html
http://www.vuxml.org/freebsd/4e536c14-9791-11e4-977d-d050992ecde8.html
http://h20564.www2.hp.com/hpsc/doc/public/display?docId=emr_na-c04635715
http://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04762744
http://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04773241
http://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04774021
http://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04762744
h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04765115
http://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04762744
http://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c04805275
http://aix.software.ibm.com/aix/efixes/security/openssl_advisory12.asc
https://access.redhat.com/security/cve/CVE-2015-0204
https://rhn.redhat.com/errata/RHSA-2015-0066.html
http://www.splunk.com/view/SP-CAAANZ7
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https://www.openssl.org/source/
https://www.openssl.org/source/
https://www.openssl.org/source/
http://www.freebsd.org/ports/master-index.html
http://www.hp.com/swpublishing/MTX-676ddad17a06423589ee8889d0
http://www.hp.com/swpublishing/MTX-72d53359c85340f899e81986a7
http://www.hp.com/swpublishing/MTX-c54de3da8602433283d55e7369
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BEHTEERT,

Splunk Enterpriseld, XDV O TEHENEVYIRNIITZI)I)—ALTLVET,

. Splunk Enterprise 6.2.3
- Splunk Light 6.2.3
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Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HFUIZEBEEhTWVLS
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-
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http://h20566.www2.hpe.com/hpsc/doc/public/display?calledBy=Search_Result&docId=emr_na-c04771934&docLocale=en_US
http://h20566.www2.hpe.com/hpsc/doc/public/display?calledBy=Search_Result&docId=emr_na-c04770834&docLocale=en_US
      http://www.hp.com/swpublishing/MTX-20861d704bc04221a1518b7cb6
http://h20566.www2.hpe.com/hpsc/doc/public/display?calledBy=Search_Result&docId=emr_na-c04771934&docLocale=en_US
http://www.hp.com/go/smh
http://www.splunk.com/en_us/download/splunk-enterprise.html
http://www.splunk.com/en_us/download/splunk-light.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150113-CVE-2015-0204
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20150113-CVE-2015-0204
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