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Router> show version

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), 15.2(4)M5, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Fri 13-Sep-13 16:44 by prod_rel_teamRouter> show version

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), 15.2(4)M5, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Fri 13-Sep-13 16:44 by prod_rel_team
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V7N ITOEEEBORMAERTE
Major _ .
Release Availability of Repaired Releases .
Affected . . e
. . First Fixed Release for All Advisories in the March
12.0-Based|First Fixed Release 2014 Bundled Publication
Releases
B There are no affected 12.0 based releases |
':‘g ezctBed dlFirst Fixed Rel First Fixed Release for All Advisories in the March
-c-pasedjrirst Fixed release 2014 Bundled Publication
Releases
| There are no affected 12.2-based releases |
':‘g%cg*d alFirst Fixed Rl First Fixed Release for All Advisories in the March
->-pasedjrirst Fixed release 2014 Bundled Publication
Releases _
| There are no affected 12.3 based releases |
':‘gi";fd alFist Fixed Reloase First Fixed Release for All Advisories in the March
~+-based|First Fixed Relea 2014 Bundled Publication
Releases
There are no affected 12.4 based releases
Affected First Fixed Release First Fixed Release for All Advisories in the March
15.0-Based|" ™ot F'xe 2014 Bundled Publication
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Releases |

There are no affected 15.0 based releases

':‘g_‘:‘f:;:se dlFirst Fixed Release First Fixed Release for All Advisories in the March
2014 Bundled Publication
Releases
[15.1EY Not vulnerable Vulnerable; First fixed in Release 15.2S
15.1GC Vulnerable; First fixed in Release 15.1M [Vulnerable; First fixed in Release 15.1M
[15. 1M 15.1(4)M7 15.1(4)M8; Available on 26-MAR-14
Vulnerable; contact your support organization per
15.1MR Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
15.1MRA |Not vulnerable 15.1(3)MRA3
Not vulnerable Vulnerable; First fixed in Release 15.2S
15.1S Cisco |IOS XE devices: Please see Cisco |[Cisco IOS XE devices: Please see Cisco 10S XE
|IOS XE Software Availability Software Availability
Not vulnerable 15.1(2)SG4; Available on 04-JUN-14
15.1SG Cisco |IOS XE devices: Please see Cisco [Cisco IOS XE devices: Please see Cisco 10S XE
IOS XE Software Availability Software Availability
Vulnerable; contact your support organization per
15.1SNG |Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
Vulnerable; contact your support organization per
15.1SNH |[Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
Vulnerable; contact your support organization per
15.1SNI Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
15.1(1)SY3; Available on 28-MAR-14
15.1SY Not vulnerable 15.1(2)SY2
Vulnerable; First fixed in Release 15.1M
15.1T Releases up to and including 15.1(1)T5 [Vulnerable; First fixed in Release 15.1M
are not vulnerable.
Vulnerable; contact your support organization per
15.1X0O Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory. |
':‘g e;tg:se dlFirst Fixed Release First Fixed Release_ for.AII Advisories in the March
2014 Bundled Publication
Releases
15.2E Not vulnerable 15.2(1)E2
Vulnerable; contact your support organization per
15.2EX Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
15.2EY Not vulnerable Vulnerable; First fixed in Release 15.2E
[15.2GC [15.2(4)GC1 15.2(4)GC1
Vulnerable; contact your support organization per
15.2JA Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
Vulnerable; contact your support organization per
15.2JAX |Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
15.2(4)JB3s
15.2JB Not vulnerable 15.2(4)JB4
152JBX  INot vulnerable Vulnerable; contact your support organization per




the instructions in Obtaining Fixed Software
section of this advisory.

Vulnerable; contact your support organization per

15.2JN Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
15.2M 15.2(4)M6; Available on 26-MAR-14 15.2(4)M6; Available on 26-MAR-14
Not vulnerable 15.2(4)S5
15.2S Cisco I0S XE devices: Please see Cisco |Cisco IOS XE devices: Please see Cisco I0OS XE
IOS XE Software Availability Software Availability
15.2SA Not vulnerable Not vulnerable |
Vulnerable; contact your support organization per
15.2SNG |Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory. |
Vulnerable; contact your support organization per
15.2SNH |Not vulnerable the instructions in Obtaining Fixed Software
section of this advisory.
1_5.28NI Not vulnerable Vulnerable; First fixed in Release 15.3S
15.2T Vulnerable; First fixed in Release 15.2M [Vulnerable; First fixed in Release 15.2M
Affected . . . |
15.3-Based|First Fixed Release First Fixed Release_ for.AII Advisories in the March
2014 Bundled Publication
Eeleases _ ~
15.3M 15.3(3)M2 15.3(3)M2
Not vulnerable 15.3(3)S2
15.3S Cisco I0S XE devices: Please see Cisco |Cisco IOS XE devices: Please see Cisco I0S XE
I0S XE Software Availability Software Availability
15.3(1)T4; Available on 30-MAY-14
1_5.3T 15.3(2)T3 15.3(2)T3 .
Affected . . .
. . First Fixed Release for All Advisories in the March
15.4-Based|First Fixed Release .
2014 Bundled Publication
Releases
15.4CG Not vulnerable _ Not vulnerable
Releases Prlor to 15.4(1)S1 are Releases prior to 15.4(1)S2 are vulnerable;
vulnerable; Releases 15.4(1)S1 and later
Releases 15.4(1)S2 and later are not vulnerable.
15.4S are not vulnerable. . . .
, L . Cisco I0S XE devices: Please see Cisco |I0S XE
Cisco I0S XE devices: Please see Cisco Software Availabilit
oS XE Software Availability - .
15.4T 15.4(1)T1 15.4(1)T1
CiscolOSXE Y7 DI

Cisco IOS XE V7 NI T T &, 2014 £ 3 A® Cisco |0S Software Security Advisory /N> RJL &
MICEENTVIMBEHOXEZZITEE A,

Cisco I0S

XRYZKIZIF
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