Multiple Vulnerabilities in Cisco IPS Software
Advisory ID: cisco-sa-20140219-ips

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140219-ips
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ROBEIE, CiscolPS OIS D DoS e BN HER®FZ(TET,

. Cisco ASA 5500-X ¥ U—X IPS £+ 1UF 4 —ER 7O+t YH (IPSSSP) V7
ROITERT/N—RIJIT7 ED1-)

. Cisco ASA 5500 </ ') —X Advanced Inspection and Prevention ¥ 1157 4 H—E R
F¥1—)L (AIP SSM )

. Cisco IPS 4200 ) —X = #%—

. Cisco IPS 4300 > —X &> #—
- Cisco IPS 4500 ) —X &> #—

COMEEBEMIE, 7.14)E4 KV EBID CiscolPSYTZRIIT7 VU—RIZEFELEL A,

: DHEBHENELEZZ (TS Dk, produce-verbose-alert 7 7> 3 A EBMCBE>TVWBR T ZF
TREENKECiscolPSYTZRIITH, Elld, COTIAVZEMTRDEHICARI B
'7/3/7f N—Z4 R (EAO ) A"REENTVBR I ATLETTY,

produce-verbose-alert 77> a KT O T 147 U ZF v EiF EAORETHEAETATVLS A
ESH &R TSIk, show configuration INX > REFEHAL £,

RDOBIE, produce-verbose-alert 77’2 3> ZBMICIT B EHICEEENES T ZF ¥ ID
1475/0 2 RLTWVWET,

sensor# show configuration

! Current configuration last modified Wed Feb 05 16:21:00 2014
Il

! Version 7.1(8)

! Host:

I Realm Keys keyl.O0
[...]

variables WEBPORTS web-ports 24326-24326,3128-3128,80-80,8000-8000,8010-
8010,8080-8080,8888-8888

signatures 1475 0

engine string-tcp

event-action produce—alert|produce—verbose—a1ert
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exit
[...]

RO FIE. produce-verbose-alert 77> 3> TH—=/N—F 4 RABMZBE>TVBRARINTY
2arv )=l RIZ—rulesO 2 RLTWVWET,

sensor# show configuration
| e e e e e e

! Current configuration last modified Wed Feb 05 16:21:00 2014
| e e e e e e

! Version 7.1(8) ! Host: ! Realm Keys keyl.0 [...] ! ————-—mmmmm——
———————— service event-action-rules rulesO overrides deny-packet-inline
override-item-status Enabled risk-rating-range 90-100 exit overrides
produce-verbose-alert override-item-status Enabled risk-rating-range 90-100
exit exit ! -

[...]

T, WIFhAOTF7OF 17 24 ZF ¥ T produce-verbose-alert 7> 3 > AFEMICE > TL
IHESH BT SIIE. Cisco IPS Device Manager ( IDM ) ZfEF L T Cisco IPS (C3#E#: L

. [Configuration], [Policies]. [Signature Definitions], [-Sig-Definition-Name-]. [Active
Signatures] M JE(Z# & L T. Filter: Action Produce Verbose Alert ZfFEAL T7 1BV I L&
CP

Ui
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. Cisco IPS 4500 1) —X &> % —
EFHROYVTINIDITFT/N\—>2a e dsE

feS5ttEDHB/N—>32 D CiscoIPS Y7 RNIITHTTZAT UV ATRITENATVRAES Y
MR I BICIE. showversion IN RZRITLET, ROBIFE, Y7 RhTTT7 N—=23>



71(3)E4 ZE1TL TWS Cisco IPS 4345 2 RLTWET,

sensor# show version
Application Partition:

Cisco Intrusion Prevention System, Version 7.1(3)E4

Host:

Realm Keys keyl.0

Signature Definition:

Signature Update S605.0 2011-10-25
0OS Version: 2.6.29.1

Platform: IPS-4345-K9

Cisco Intrusion Prevention System Device Manager ( IDM ) Z#EAL TF/N/ AZ2EEL TV
‘e, OJA4>2 D142 RUODFKRA, £l Cisco DM A1 RODELEIZVYTRNIITON—
TaAVHRRENTT,

RESEHAR S s VRG

O ATHBIEESVWTZOMBEHEOXEZ2ZTHE0R. BEEITNTLREA,

CiscoIPS &, XY RD—IOR—ADERB LY —ERZREEHETZIZYNTD—D X1 UFT1 F
NAATT7EVTE, CiscolPSYTZRIITICR, SATALANECERETEBRRAIERITITD I
HICERTEITTVT—2a o FEENTVET, 512 MainApp 7O A, BREDFEHIAKXP
TZTVT—2 VB RVRAY—EAORRBREFLBE, BROEEBRAVZRELET,
—7%. Analysis Engine 7Ot AWk, L—2ZBBIBARNT 71V IO MEREZRTLET,

MainApp 7’0+t A & Analysis Engine 77O ADOEMBERICOV TR, BEOFREHA RO T
ATLT—FT0F v, 0232 &2SBLTLKEETL,
http://www.cisco.com/en/US/docs/security/ips/7.1/configuration/quide/idm/idm_system_architectur
e.html#wp1126061

Cisco IPS 9#f I > <> M DoS 551

Cisco Intrusion Prevention System ( IPS ) VY 7 h"J T 7 ® produce-verbose-alert _1— R Mg 551
IC&kV), BEETATOVWEVWYE—RNKEZHIZ&K 2T Analysis Engine 7O AN BETRREICETH
Sha UMl HYET,

C DORESEHIE. produce-verbose-alert 7 V2 3 2 ABRIC% > TW S & & IZ Analysis Engine 7°
OEANTSI 75X MEENENTY NOLRBATEY THACEICERLET, REER
 ITIAXANMEENTENT Y REZHATLAZENLTEEITSDET, CORBEEZTER
B33l HYET, COMRFBUEESIERTLEHIC, BEEE produce-verbose-alert 77 2
2aVTIIZFr2EH TSN, produce-verbose-alert K1 X N o> a2 #A—N—54
RELTEREETENTVRARYNZERNUH—F2A8EMN BV ET. COFTERAICKY), KE
#FIZ K 2 T Analysis Engine 7O AN ICETEICEESNBARMENI HYET, Ik,
ZUATLAN NS T4V OOREZELLET,

CORBME. BEVATAEBRTADISIX Y MEEAEIP/N—232 4 (IPv4 ) BETIP
N—326(IPB)NTY Nk D TBIERIENDALERN B ET, Cisco IPS DEHE IP
TFRLAZBHRETDRNT T4V O, COHEMESIZEEZLERA.

C OIESEHEE. Cisco Bug ID CSCui91266 ( B 1—HHA ) & LTXE{LE N, Common
Vulnerabilities and Exposures ( CVE ) ID & L T CVE-2014-0718 A&l H TSN TVET,
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o

COMEEME., XU ATLADEEIP 7P RLACEEEAEFRELE TCPNTY NEBIICAE
TERVIEIZBALET., HEER, HRICHILAETCPNTY N ZBBA( 2 Z—T IA1AD
IP7RLA®DTCPR—KN 7000 ICEETRHET, COMBUEEFEFRAITDUEMEN HYET
o COREFAICKY), WBEF MainApp 7O AZISETREICTEDAREMN BV ET, D
=%, Cisco IPS £ H—TRELFOBEH., /RN ANTOERE, £ —0RiBmE, W<
DHADNDEBBRRAAINRITTERLIY), Denial of Service ( DoS ) RENRETDENHYF
T £, MainApp 7O AN BCEFEEICE > TWVWS EE K, Cisco IPS O Web H—/NEEFH
TEBLKBYWET, 812, COEMHIBEI AT AEEIZK 2T, Analysis Engine B E DD T
OEANELKEEL L BDZENBYET,

CDiESEME., EBA U XA—TIAADIPT7RLAD TCPR—K 7000 Z3%& TS TCP KT
TAVIICE2>TOHE|IERCENET, BT AV B—TI(REBBIDIRNZT 71V
&, COMESEMZESIZERLUEB A, CiscolPSHAEEZERT—RICREETIATVWSHEEIE. shun
X rate-limit 7% £ M MainApp DB E X BE THREMT Va2 FMEATERBRLIBRZENHY)
FT9, CiscolPSH12T42 E—RICBREET N TVWBEEIE, Analysis Engine 7OEAANEL
<HELBWZENHBDL®H, B —TAARIIIAVBICBEMT V3 N ELLSELST
EThBEVAIBEMA B ET,

COMFHENDHEEZ(TDNDIE. Cisco ASA 5500 1) —XH KT Cisco ASA 5500-X = U—XH
N—=—RIOIF7 ED2-)INEVTINIIT TD2—)INLTEHTS CiscolPSYTNIITFTEFT
9,

Z OIS, Cisco Bug ID CSCui67394 ( 2B 1—HHM ) & LTXE{LEh, CVEID &L
T CVE-2014-0719 AEY TS hTLWET,

CiscoIPS O ¥ >R 7L —A® DoS st

Sy R TL—L%NIET S Cisco IPS I— ROMEHEMEICKY), FBEEhTWEVWUE—NKRE
#IZ &k 2 T Analysis Engine 7O AN RETRREICEESNBDAREMEN B ET,

COMEHEERE. SRTEBENZID YR JL—LOLBAFTEYNEECERLET., REH
&, BETNAADEI VT AVR—TIARAENLTI YR IL—LZREETD LT,
COBEMEZTERAIZARMENI HVET, CORERAICKY, WBEEICK 2T Analysis
Engine 7O AN CEFRICEESNB AN BN ET, ChiCLY, REZATLNNTT
1Y IODBREEZFLELET,

CORHEMER., REATLAZEBRTS IPVABEIT IPV6 R—ADT ¥R 7L—LALICK D TH
ERENET, CiscolPSOEEIP 7 RLAZEEREETEDRT 71V U, COREMZSIE
BILEEA.

C OiESEHEE. Cisco Bug ID CSCuh94944 ( & 1—HHMH ) & LTXE{LEh, CVEID &L
T CVE-2014-0720 AEY ¥ TS hTLWET,

Hes5 1 A 7
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SAAFZOT RINAH) TOREEEM I L T Common Vulnerability Scoring
System (CVSS) ICETVWAEROT7E#RHELTVWET, AEF+a1UF 14 7RNACHFUTO CVSS
A7k, CVSS/N\—23a v 20 IC&EVWTVET,

CVSS &, MBHOTELETRTHELNOT, BAES KCMSOBERERET 2 BAOFH
& BB BER—ZOTHIET T,

AT, BEXRFFMATT ( Base Score ) $ KU BIRFEM AT 7 ( Temporal Score ) Z2#tL
TVET, BFREFE s ZAVTREFTMAITT ( Environmental Score ) ZEHL., BEDOX
YRD—DICETRMBUEOTEEEMD _ENTEERT,

SAARFRROVOTCVSS ICHATREMERZRHELTVET,

http://www.cisco.com/web/about/security/intelligence/cvss-gandas.html

REDZAOTR, BERYRNT—VCHETIRELEEZEHTS CVSSFHEY I ZRD VD
TRHELTLET,

http://tools.cisco.com/security/center/cvssCalculator.x/

CSCui91266 - Cisco IPS Analysis Engine Denial of
Service Vulnerability
Calculate the environmental score of

CVSS Base Score - 7.1
Acces Access , Confidenti I ntegr Availabi
S Authentica | . ity .

Comple |.. ality lity
Vecto | . tion Impa

xity Impact Impact
r ct
Netw Medium |[[None None None Comple
ork te
CVSS Temporal Score - 5.9

I _ Report

Exploitability Remediation Level Confidence
Functional Official-Fix Confirmed

CSCui67394 - Cisco IPS Control-Plane MainApp Denial
of Service Vulnerability
Calculate the environmental score of

CVSS Base Score - 7.8

Acces . . [[Integr _—
Access . Confidenti |. 9 Availabi
S Authentica | _,. ity .
Comple |.. ality lity
Vecto | . tion Impa
Xity Impact Impact
r ct
Netw Comple
Low None None None P
ork te
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CVSS Temporal Score - 6.8

s _ Report
Exploitability Remediation Level Confidence
High Official-Fix Confirmed

CSCuh94944 - Cisco IPS Jumbo Frame Denial of
Service Vulnerability
Calculate the environmental score of

CVSS Base Score - 7.1

A , . [ Integr I
CCCS | Access , Confidenti |. teg Availabi
S Authentica || . ity .
Comple |.. ality lity
Vecto | . tion Impa
xity Impact Impact
r ct
Netw . mpl
et Medium |[None None None Comple
ork te

CVSS Temporal Score - 5.9

N . Report
Exploitability Remediation Level Confidence
Functional Official-Fix Confirmed

Cisco IPS % *)TI//'/(D DoS g5 # KU Cisco IPS O v 7R 7L —A® DoS festnF
ERAICKIIL 28BS, Analysis Engine 7O AZRETREICTE D AREMEN HYET, <O
MOARETDE, CiscolPSERTZ 71V IONDKREZEFEILELET,

Cisco IPS Control-Plane @ MainApp ® Dos IESSHEARIERIAE hd &, MainApp 7’ Ot AN >

BEREEICEY), P2—RBHA, AIXRVNARNTOEE, EoH—ORABENDRAVERTTE
BLLBBDAEMEN DY ET, £io. MainApp 7O AN ISEREEICE > TVWBHEE Cisco IPS
D Web H—NEFEHATERL KV, £ Analysis Engine Z7OEABEOMHO7OELAEELL
BELEWVEENf&YET,

Cisco IPS "B EZRIT— RICREET N TVWBIHEERE. shun X rate-limit 7% & D MainApp D32 %
MBBEETDBEMTIAVBENNATELBLIBRZEN B ET, CiscolPSHAF4> E—R
ICEREENTWBE A, Analysis Engine 7OEANELKBEL BV N HBD LD, 22
—TAVARIVDVIAVERVBNT VAN ELKETEABVARESEF GV ET, ZHZR
TLANEHEEETITDEHICKVO—RFIBETT,

TSI, HEEZWHAIN—32 0OV RIITZERITLTVS CiscoIPS ED 21— )L ZEAL

7= Cisco ASA N'\NA FRAZEUT 4 (HA) E—RICREET N TWVWBBAE. MainApp N I5%&
FEICBBZDETI—INFA—N—ARRNEIERENDIE®NI BYET,

V7RO ITF7 N—=23 B LCELE

V7RI ITOTY7TIL—RERTTHEEE. hitp://www.cisco. com/qo/psirt/ @ Cisco
Security Advisories, Responses, and Notices 7 —H 4 7%, #HEOT7 RN/ HFUESBL T, &£
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CHSZEEZHML, TRICHISTERTYTIL—RVYVI-23aVERBLTLKEEL,

WFhDBEE., TYTIL—RIBTFNAALHIBAXEIN BB, REOD/N—RIIT
EVIRNTITOBEANFRI ) —ATEEMEELSYR—RENTVWBR L Z+5ICHFR

TLEEW, THBZAIC

W\

WBXADTFATONAME—ZEBLVEDELEZ L,

DWW T, Cisco Technical Assistance Center (TAC ) £ L < IEZ2#L T

RDFIE, BMRBEORIDEE) ) —REXDY— V) —ZAN=—J322XEHZENTT,
REOTICE., COEFIVUTA TRNAMUICRBEETNTVRINTOMRBUEZFERT DHE
V) —AICHTBIBEHREZRLTVET,

| I 6.x I 7.0 | 741 | 72 || 7.3 |

Cisco IPS Analysis Engine Denial of 1 Not

Service Vulnerability - CSCui91266 || Not Affected || NOtAffected || 7.1(@8)E4" || 7-2(2)B4 | \gco ieg

Cisco IPS Control-Plane MainApp

Denial of Service Vulnerability - /t*;f‘;":e:r’ movs Atge;tfg’r move 17.1(8p2)E4| 7.2(2)E4 Aﬁggtte .

CSCui67394 ' '

Cisco IPS Jumbo Frame Denial of Not

Service Vulnerability - CSCuhg4944 || NotAffected || Not Affected | 71(@)B4 17 5 o) 4 IAfrected

Recommended Release Affected, move || Affected, move 7.1(8p2)E4) 7.2(2)E4 |  Not
or later | or later |Affected

to 7.1 or later || to 7.1 or later
TZOMEME. 7TAQ)EL KYEFO CiscolPSY 7 RITIT N—2 3V ICREELER A,

2 Cisco ASA 5505 Advanced Inspection and Prevention ¥ 115 4 H—E 2 1— K (AIP
SSC) AHAR—KLTWB®DIF, CiscolPSYTRDIFT N—232 62 LBINOHK T, Cisco
ASA 5505 A Advanced Inspection and Prevention ¥ 11514 HY—EX A—R (AIPSSC) &
IUTRNIDIT AVTF O ARTEBRDTVWET,

138 5

Cisco IPS 2T T <> M DoS fEsstEZ RE 92 - -, EEE(F produce-verbose-alert 7 7
IEEMCTRDENTEET,

~

P

show configuration 1Y > RZEH L T, produce-verbose-alert 77’2 3 A BMICHE>TWD
U ZF v =ML =), produce-verbose-alert 77> 3 A EAO ELTEMICEZ>TWS D
ZWFELET,

produce-verbose-alert /"> U —F v LRI THREENTWBRBEERE. TV ZF+EE7OVT K
ZEADLT, BENMVELBES T _FYDARINT VAV ZEETSHET, produce-
verbose-alert O X1 V) IZ produce-alert ZFERATHLSEETEET, ROHF, T ZF+
1475/0 DA R N 72 < 3> % produce-verbose-alert ' S produce-alert ICZE T3 F)EERL
TVWET,

sensor
sensor
sensor
sensor

config)# service signature-definition sig0
config-sig)# signatures 1475 0

config-sig-sig)# engine string-tcp
config-sig-sig-str)# event-action produce-alert
sensor (config-sig-sig-str)# exit

sensor (config-sig-sig)# exit

sensor (config-sig)# exit

Apply Changes?[yes]: yes

~ o~ o~~~ —~




sensor (config) #

£/, EEEF produce-verbose-alert 7 7> a N BMICBE>TVWBRTFTIOT AT BT _Fr 5
W9 B =®HIZ, Cisco Intrusion Prevention System Device Manager ( IDM ) Z £ L T Cisco
IPS ([C##: L. [Configuration], [Policies], [Signature Definitions], [-Sig-Definition-Name-],
[Active Signatures] M JE(Z#E L . Filter: Action Produce Verbose Alert ZfFER L T7 1 LR >
JTEET,

DOZFv e, HV'JY UL T[EditAction] Z2#IRLET, /\=RILH S [Produce Verbose
Aet] FTIv I RYORAZFT7ICL, [OK| 20U YO LTEEZERALET,

produce-verbose-alert 7 7> 3 A" EAO E L TEMICE2>TWB BRI, IRVYNTOZaY
L= RV —DREEZELT, EMCITDENTEET,

ROBlE, ARVYNTOa2 )L—IL RS — rulesO TEREE 1T W5 produce-verbose-alert
THA—N—FA4A RZENCTZHEERLTVWET,

sensor (config)# service event-action-rules rules0
sensor (config-eve) # no overrides produce-verbose-alert
sensor (config-eve) # exit

Apply Changes?[yes]: yes

sensor (config) #

Cisco IPS Control-Plane ® MainApp @ Dos S5 ZE# T2 5EEHV EEAN . FFEEID
RANDHEHBRIZDZET, COMBUICIIBEOREEZ RIS I ENTEXT,

HBRENBFRANOBEFIRTDEHICIE, BEEF access-list IV REFEHITIHENHY)
F£F9, JANDSHKRARNRIRY NDO—U%HIBRT S (Z1E. noaccess-list 1N REFEHT D24
ENfoVUEY,
ROPlE, T2 192.168.1.0/24 XY RD—IOANDT I AMEZHIBRL T, IP 7 RL AN
192.168.1.1 DRARNANDT VL ADIKZFHUTHI AN RO =T AZRLTVWET,
. network-setting 82 E— K T show settings 1Y > RZFEAL T, BEFAEThTWDS
RARRZRY RD—0ZHRLET, XOHIE, 192.168.1.0/24 XY RT—IVHDO TN
THORANEHFATDELDIZ Cisco IDSM-2 ARREENTVWBRZEZRLTVET,

sensor (config-hos-net)# show settings
network-settings

[...]

network-address: 192.168.1.0/24

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

[...]

. network-setting % E— KR T access-list 1Y RZFEHL T, 192.168.1.1 FANZ&
mULEv,
A INAFTENTVEIHE—DKRANTHRIEEE. DTEORANNDSI T4
Fi1L—23> AN REXR{TTSH&LSIZLT, Cisco IDSM-2 2 1 — )L N DIEk:
FrRONBDEZERLTSEEL,



sensor (config-hos-net) #access-1ist 192.168.1.1/32

. network-setting X EE— R T no access-list N> REFHAL T, FAEhTVWBHKRA
NUARN®192.168.1.0/32 XY RO —U ZHIBRL T,

sensor (config-hos-net) #no access-1list 192.168.1.0/24

- network-setting %% E— R T show settings IN¥ > REFEAL T, FAEHTVWBKRA
ROVARNFELWC EZHERRLET,

sensor (config-hos-net) # show settings
network-settings

[...]

network-address: 192.168.1.1/32

ftp-timeout: 300 seconds <defaulted>
login-banner-text: <defaulted>

[...]

- REERTL, BALEY,
sensor (config-hos-net)# exit
sensor (config-hos)# exit
Apply Changes:?[yes]:

CiscolPS D> ¥ >R 7L —AL® DoS esaMEnEEEKEH Y £ A,

ZYRND—=OROIRAD FINAAIZCERAURESRMOFSEREE, COT7 RNAHFUORERF I X
>~ N T®H% TCisco Applied Intelligencea I TSR TEET,
http://tools.cisco.com/security/center/viewAMBAlert.x?alertld=32605

BERKYTRNIIFTDODAF

SAARZOT RNA BV ICRBE GBI THI2EENDY JRNIIT FYTF—hER
BHLTVET, VIRNIITOEAZTSEIC, BEEROXTFORA 7ONA X —IZZHHKWV
ERELSA, V7RI ITO714—F+% Y NOBBRUEBIUOBEENOXRY NTD—VREOEED
Bz CHER<EEL,

BEENMVAN=ILEYVYR—REZTEYTEDORF, CEBAVEEVWET7 A —Fv &Y
NCRLULTORERY)ET, TOKSIBYIYTNIIT TYTIL—REBEACAN=I, FO>O
—R, PORRFERETOMOAFETHERAL 54, BFEE
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .html ICE2EO A0 Y 7
RIOIT7 SAEVAOKEBEICHS CEICABRLECEICBYET,

H—EARNEZCRRAOHER

H—EAZHNEZFNAOBEREE, BEOT7Y7TF—N FYyXIDLSTYTIL—RYTRNDI
TEAFLTLKEEV, BEALEDBERIE. Cisco.com ® Software Navigator A 57 v 7°J L
—RZAFITRENTEET, http://www.cisco.com/cisco/software/navigator.html

Y—=RN=F 1 OYR—b 2t ZFAOSER
YA N=hF—, ERREREE, Y—EX 7ONAA—BE, ¥—RN—F 1 OHKR—K~&
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