Cisco Secure ACSRMIICB T2 FEENDT771M4I)
e HUY) DR

Medi F R)S4 51 —ID : Cisco-SA- CVE-
ediu 20140116-CVE-2014-0667 2014-
m 12388 H : 2014-01-16 19:18 0667

IN—>32/1.0: Final
CVSSA7F7: 6.3

[B13# € : No Workarounds available
Cisco /X% ID : CSCud75169

BEBCLIEHRE, RBCLIRNOFLABZBRTHY, XBREXEOMTH
BAOMBYF$2B8 1L, BRI EELEKT,

B

Cisco Secure Access Control System(ACS)® Remote Method Invocation(RMI) 1 > X —7 T 4 A
DiEFEMHEICRY) ., RIEE i) E— NKREH H Cisco Secure ACSH—/NEDEFEND T 7 1L ZF
KD AIREMEA BV E T,

COESEMEE. RAOEAN T T THRIEICERLTVET, REEGFE, RMIf>&X—7 I
4 A% 4L TCisco Secure ACSICT IV EZATRZET, COMBHEEFERNATHAHEENH V)
F9. COFEFABICKY), KEHIFCisco Secure ACSICHBDEEN T 7 A I &5 HED TAE

AHYVETS,

AR, EF¥F1UT A BAITHRSEMZREREL., VI NIDITTFYTTF—r2))—-ALELE

o

COMRBEZFENATZICE, REEFZ—TY MTFNAALCKHL TRAZITOILEN B R
Fo COTIVERABHICKY, FERRANIRSTDAREIES BN TT,

S ATRCVSSATFREU T, MEFERAI—KABETBEERLTOETH, 0]
— kA~ ABERTVBH LS ABRTATT,

— ]

& Hm

FEEZSIRRIN—3>ORLHYANIDVWTIE, Cisco Bug ID CSCud75169% 28 L T
<EEV,

fesstEn &2 Hm


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:S/C:C/I:N/A:N/E:F/RL:OF/RC:C
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:S/C:C/I:N/A:N/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCud75169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0667
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0667
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0667
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCud75169

COTFS— MBI ABENEEBATE, Cisco ACS/N— 325.4(.0.46.3)LHTIC [ ABES 1
AEFEELTVWELE, CiscoACSOF LW U—RICEMRBUENFETIHEEN DY ET,

REBHEESEATVWEVWC EfREEh B8R

O AIHRBIBSVWTCOT RNMFUOEBEZT2E0E, RERREATVELA,
[=] 52 3%
BYRT Y 7PN EBRIR L EHELET,
BRETERI—FLEFCRY NIV TV AEHAT B EHRLET,

PR—ZOF 2 £AIY FO—LURNACLEEAL T, FETEDY AT AL FCRYSRT
LAOT I ARHTTHEERHMTHELTEST,

FEEZIRVATLZER TR L EZHERLET,

BERRYTNIIT

BWBEWNEZZATVWRAIOBEEKEF., PAODOHYR—MF—ALICEKL T, CORBEHED
BEZECYTIRNIITN=—23AN0T7YTIL—REHR—KRNLTESSHBENBYET,
BHEFZATOWEWVWSERIE. Cisco Technical Assistance Center(TAC)IZ1-800-553-2447 F 7= (&

1-408-526-7209 TEME T B A, tac@cisco.comTEFA—I)ILZENLTHR—KEZHBZENT
XTI,

FENABHE ARARER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HUIZREBEEhTWVS
MO EFAEHRTOLNKREERZLTVEEA,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-
20140116-CVE-2014-0667

o RT R

=53, T5v3 [A5—F 4.

>, =t B S 2 =ER)
R ) —]., . 2014%1H

1.0 2 BAS  |Final 168

NARK


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20140116-CVE-2014-0667
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20140116-CVE-2014-0667

AT RNAFVIERILEDEDELTIRELTHY, WABIBEORIAERERIZDENDTE
HYEEBA, ETRNABVOBHBB LTV IVOERICETZEEO IR ThSOERELC
HBDENELERT, Ty DAORBRAERFIXVNORABRZFERLICEELLEY ., EFLLEY
THRENEBLET,

AT RNAHFUORRARICEL THEHREFEO URL ZEHL . BIHOEHEPEREZREL 258,
HSHANEEBELIEEREGRBEENETEA, TS LLEHRIE, BRR[FzsgRILEY, EELR
BEHARZBLTVWEY TR BN ERT. CORFIXDMOBERE., SATHMOIV R
A—H2ZXHRELTVLET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



