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- Cisco Emergency Responder

- Cisco Unified Contact Center Express

- Cisco Unified Customer Voice Portal

- Cisco Unified Presence Server/Cisco IM and Presence Service

- Cisco Unity Connection

COMEEMERE. TF7FIBNOEERR—N (TCPR—HI8080K /218443 ) TRIEFAE B AR
FHYNERT,

oMM

JAEFBugIDOEFIVFTA T RINAHFUZIJIJ)—ALEL = CSCuh81766(') > U 5& : cisco-
sa-20130717-cucm)

MesSEn s 2 Hm

Cisco Unified CM/N—2 3 29 12) A BI A ZE L £ T,
RBHEESATVEVC L BREThESSR

O ADAHBIEESVWTZOT RN FUDOKEEZTHEDE, BERBEIATLREA,
CIpia
SEROTYTTF—RPVU—RIIO2VWTR, RUFA—ICERTDEZHRELET,

Cisco Applied IntelligenceF—Ald, EHE VI NI T ZERITSEIIC. CORHBEHEZER
LESETHHAZEBINLTEMIBDAZECODVWTEREEZNA RTIDROEERFIXME
ERR L E L 7=, Identifying and Mitigating Exploitation of the Multiple Vulnerabilities in Cisco
Unified Communications Manager

SQALA DTV aVHRBEHBOFMCOVTR, "TSQLA2 T 92322V T) 25K
LTL<EZL,

BETEDDAHVEOGFO-HNIIZATLALT I EATEDLSICTR L ZHRLET,
BETED D HVEDLRYRND)—ITVERAZHATD L ZHRLET,

EEER, BEER O I—YEGICEEATAREREERS ATANDOT IV EAZHATSEC
EEERLET,

IPR—ADOT7 V€AY MO—ILJANACL)ZEAL T, EBETEDZZATLEFICRIT AT


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuh81766
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130717-cucm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130717-cucm
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=29846
https://sec.cloudapps.cisco.com/security/center/viewAMBAlert.x?alertId=29846
http://www.cisco.com/web/about/security/intelligence/sql_injection.html

LANDT 7 EAZH A IR EZRTTAIEETEERT,

HEEZTRVATLZERTD L EZHELET,

BEEXRYVTINIIT

VI7RNDITOEH7OATZLEFATEERE A

FENABHE ARARER

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ HUIZREBEEhTWVS
ESEMHDOTEFAEHRTOLNKREERZLTVEEA,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-
20130717-CVE-2013-3412

T R

N—>3 . Lo a3 [A5—A&

>, i BF S 2 B

1.0 *7)3&&') J~lsRsA  |Final ?31535;7)3
NARKY

BT RNAFVRIERILEDEDELTIRELTHY, WABZIBEORILEERELIZENDTI
HYUERBA, ETRNABVOBHBB LTV IVOERICETZIEEN IR TNhSOEREC
HBDENELERT, T, DAORBRERFIXNORABRZFERLICEELLEY, EFLLEY
THREMNEZBLET,

AT RNAHFUOZRARICEL THEHREFEO URL ZEHL . BHMOEEHEPEREZREL 258,
HSHANEEBELEEREGREENIELEA, TS LLEHRIE, BRR[FzsgRI LY, BEELR
BHARZBLTVWEY ITRAREMEAN BN ERT. CORFIXDMNOBERE., SATHMOIV R
A—HZXHRELTVLET,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20130717-CVE-2013-3412
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20130717-CVE-2013-3412

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



