Multiple Vulnerabilities in Cisco TelePresence
Multipoint Switch

Advisory ID: cisco-sa-20120711-ctms

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120711-ctms
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Product Affected
Cisco TelePresence Manager YES
Cisco TelePresence Recording Server YES
Cisco TelePresence Multipoint Switch YES

Cisco TelePresence Immersive Endpoint
System

NO
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Product Affected
Cisco TelePresence Manager YES
Cisco TelePresence Recording Server YES
Cisco TelePresence Multipoint Switch YES
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System

YES
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admin: show wversion active
Active Master Version: 1.7.0.0-471

Active Version Installed Software Options:
No Installed Software Options Found.

admin: show wversion inactive
Inactive Master Version: 1.6.0.0-342

Inactive Version Installed Software Options:
No Installed Software Options Found.
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Version First Fixed In
Prior to 1.6 1.8.1

1.6 1.8.1

1.7 1.8.1

1.8 1.8.1

1.9 Not Vulnerable
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Version First Fixed In
Prior to 1.6 1.9.0

1.6 1.9.0
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1.9 Not Vulnerable
BEREIU—-A

RKORIZ, COTRNAFUTHAOH D IXNTOMBEANDBENEEFIIZVU—-RICETS
BHRERHLET,

Version Recommended Release
Prior to 1.6 Upgrade to 1.9.0
1.6 Upgrade to 1.9.0
1.7 Upgrade to 1.9.0
1.8 Upgrade to 1.9.0

V7RDITOTY7TIL—RZEHRNTBHEE. hitp//www.cisco.com/go/psirt/ ® Cisco
Security Advisories and Responses 77—/ 4 7%, K7 RINAHFULRIZABROT R)N1H1) &
ZRLT, BIYWSPEEELERLABTY7TIL—RVYV1I-23 zHHLT<EZVL,

WFhDIFEE, TYTIL—RIDFNA AT BAEII BB &, BRVRED/\—R



http://www.cisco.com/go/psirt

DITEVIRNIITOBENIHLVWID—ATEEHREFBICHR—FENTVSE Z EDHER
Z+oICT2>TLKEETV, BHRATHBEKIZS K, Cisco Technical Assistance Center ( TAC ) &
LKEEHLTWBR X TFHFA7T7ONMA—ICEBVEDELSEE L,

[0 58 5%
CNSORBHEERT BEBEEHY Ft A,

BIEEXYTINIITFTOAF

AR ZOT RNAFVICRBE N ZRBECHLTIEEOY T RNIIT FYTTF—NER
HLTVET, YVIRTITOEAZTSEIC, BFROXTFA7AONAF—IC TRV
EESA, V7RI ITOT74—F% Y FOEBRUEBLTBEHRORY ND—IORBIIEED
FEICBL TS EZ L,

BEENAM VAN =IULEYYHR—NEZFEYTEDZORK, CBAVEEVWET 1 —F+ &Y
RCHLTOREBYET, TORDIBYTIRNIIT FYTIL—RZAAN=I, X020
— R, PORRFERZETOMOAFETHERAL 54, BFEKE
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN .htm! [CEEEO AIDY 7
ROIT7 SAEAORBICRS CEICRAELEZEILBYET,

H—EAZWERRAOEER

H—EAZWZFAOBER R, BEOT7YTF—KNFyXILHLPSTYTIL—RYTRDI
TEAFLTLKEEW, BEAEDBERIE. Cisco.com ) Software Navigator A5 F7 Y 7J'L
—REAFITDENTEET, http://www.cisco.com/cisco/software/navigator.html

H—RN—TF 1 DHR—b L ZFHOSER

A N—bF—, ERRFERERE, Y—EA7ONAM KX —BE, Y—RN—TFT1OHYR—-—K&
HEMFNCZHLTVWEDL, FEEREZVWLTHY., TO2UHA ST ATHRORMELER

FTEZFTVAHEKE, ZHFITB2TR—F2ECEHL, BUSLREBEICODVWTXEZZTTL

2EW,

EEROMRE., FARR. XY RND—U MROZ—, RZT714YJOHEREBOBNEED
BERORACKELRT, FERRBIOTIVI—ANSEZETHD O, BBRZERICE
FIBRIC, MRETBDRY NIV TERATIEABRILFIEENTETHDD., HEKROY
—ERAZ7ONAME =P HR—N2HICTHHKSEE L,

H—EARNECHATEVSER
AN SEEBALLADAIOY—EAZNECHAVLEVTOWEWEE, £, H—K

N=—TFT A REA—NDSEBALLENFEEBERY T RNIVITZBAENSAFTELRVEEGE,
Cisco Technical Assistance Center ( TAC ) ICE#HLTT7 Y7L —RZAFLTLEEY,

. +1800553 2447 (LXKAAL SO TV —H ALV )

. +1 408 526 7209 ( LKA S DEEESE )

. BFX—)L : tac@cisco.com
BETYTIL—RORRTHBDCEZIAMPAVLEELSEHIC, RO UTILESE, COTF


http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
http://Cisco.com
http://www.cisco.com/cisco/software/navigator.html

RNAHUDOURL ZCABKEE VY, Y—ERAZWZIRMATHEVSELKE TAC ZBL THEE
TYv7IL—REHEROEE,

TRTXLBSHEOTOBRMWNEBRERES., 3H. EFX—I TRLABED, ZOMD TAC DE

BEBRICOVWTE., A0 D=ILRIJARBEAVEDEEESBLTLSEZL,
http://www.cisco.com/en/US/support/tsd _cisco_worldwide contacts.html

FENAEH E AAFRK

Cisco Product Security Incident Response Team ( PSIRT ) Tld, A7 RNAHFUILEBHEEh TV
PEBEHEOFERNAEFETOLRIEERELTEYEREA,

ChSDRSEER, SAODHATARNTRREEAELEELENDTY,

CDBBADAT—2A : FINAL

A7 RNAHF)IERIDEDELTIRHELTEY, WALDIEEORIAEREBTZENDTE
HYWVEBA. X7 RNAHFUOBEBRELT IV IOOFEARICET 2EEN—IETNSOFEREIC
HBDENDELET, FEAODAVATALAREVWODTERARFIXINOEEXEFH 2 EHT DIE
FEBHLET,

AT HHEMED URL EEML, A7 K\ HUORBHALCHL TEROGRLERERIE
LEBaCE, BREREV UEBSEROREE SORHT TR EROERITD 1D ThE
HA BN ET,

EREE

DT RNAHFIEEXRD) > IIZ8H % Cisco Security Intelligence Operations R—Z JLICIBEHE 1
£9,

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120711-ctms

T, SOTRNAFVDOTFARNMAY Cisco PSIRTPGP F—IZ&B TV TEEDETRDE
FAXA-LTEEEIhTVWET,

- cust-security-announce@cisco.com

- first-bulletins@lists.first.org

- bugtrag@securityfocus.com

- vulnwatch@vulnwatch.org

- cisco@spot.colorado.edu

. cisco-nsp@puck.nether.net

- full-disclosure@lists.grok.org.uk

COT RNAHFVIZHTRZSEOEF A SN, Cisco.com ICBEEhFETH, X—U2VT UR
RTHEEENDERFRYELA. COT R/NAHFU O URL TEHZE ZHERR L\T-f- KZENTER
EE


http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120711-ctms

SE 51 A P

Initial public

Revision 1.0 2012-July-11
release.

A tEFIVTA1FE

DAARBICHETHAEF 1T A ORBHEORE. EF1VF A ERCEITIZE. BRUPTRA
NS tEFIVT A BREAFIDEOOEEFEZICOVTEHELSHBIZE, Cisco.com D
http://www.cisco.com/en/US/products/products _security vulnerability policy.html IC 72t AL T
<EELV, O WebR—2DIZIEF, AA0EF21)T4 PRNAHFVICBELTXF4THARBV
ELEBIBOBRIBHEHEINTVET, IXTOIAOEFI1UT14 FRNAMHFURE,
http://www.cisco.com/qgo/psirt/ THEFRTDENTEET,



http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/go/psirt

