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12. 2L B D Cisco IOSY 7RI T T V) —ZANBEEBL., HTTPEEZIFHTTPSH—/ANEREE T
WBF/NA Ak, AAARBEENERENTVRBE, COMRBUENHEEZITET,

HTTPE EEHTTPY — /A HTTPE L IFHTTPSH —/NTERET N TVWAB A ESH ZHEIRTDIC
l&. show ip http server status | include status <X > RZFERAL ET, XOHFlIE, HTTPSH—
NABRTHTTPY —/\AEMIZ & 2 TWBCisco IOST/NA AZRLTVET,

<ttroot>

Router>
show ip http server status | include status

HTTP server status: Disabled
HTTP secure server status: Enabled

AAASREEN EAHE N TVRAESH RERTZICE. BEENFNAAICOYT A4 L T show
run | include aaa authorization 1Y > RZ4FHEXECE—RTHEALET, ROBFIICRITKSIC
. aaa authorization commandsZRIIL NI A HBHFEEF. AAARRAIANREET N TVET,

<ttroot>

Router#
show run | include aaa authorization conmands

aaa authorization commands 0 default Tocal group tacacs+
aaa authorization commands 1 default group tacacs+
aaa authorization commands 15 default Tocal

DADAHBTHEBL TVWS CiscolOS Y7 VI T VDI—RAZHERITDICE. /N1 AICOY
4> LT showversion AN RZEFE>T, PATL/NFT—ZRTULET, "Internetwork
Operating System Software", "Cisco I0S Software" 5 Wk hSICELUTH I AT L NT
— &K 2TFNALATCiscolOS Y7 RNIJITHBEBL TVBR L ZHRETEERT, TORS
CAX—=DZNEIMOBICRRE N, LT "Version" & CiscolOS Y7 RIOIT7 VIU—RAA
FRRIENET, O A F/NA1 AT, showversion AN RFFELEA 2LV, Bl
ODEANFRTENLEYLET,

ROBNE, > ADARmMA Cisco IOSY 7RI T T I U—AR15.0(1)M1Z2ETL. 1 AR—I)L&E



NTVWBD A X—JF A C3900-UNIVERSALKO-MTH B CEZRLTVWET,

<f#froot>

Router>

show ver si on

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

CompiTled Wed 02-Dec-09 17:17 by prod_rel_team
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C MOAESEMIE. Cisco Bug ID CSCtr91106( B2& 1—HHA)E L TXEILE ., Common
Vulnerabilities and Exposures(CVE)ID& U TCVE-2012-0384 25|V HTSNhTWVWE T,

2] 38 R

HTTPH —/NEHTTPSH—NAFTELFZ S, noip http server 1Y > R & no ip http secure-
serverAN > RZFEALTEMICTDENTEET,

L, WebY—EZANBRERFEK, 12.3(14)TEET, BBIRWHTTPE KTFHTTPSY—E R %
BEWELEEMDCTEDHEN BEATAhTVET, WEB_EXECH—E AR, /N1 RAZEREL,
VDE—RNIZATURDESTFNAAOBREOREZMB I HeEEERHTELET,

OHTTPY —EREZTIOT A7 RBEFRICLEEE, WEB EXECH—ERAZEMIZTRENT
EEXT, 1 AN—)TWEB_EXECH—ERZFERITIHENZVFEEK. XOFIEEZFERAL T
W TDENTEEXET,

1. IXTOEY2AVEIZI-IIOVANZ#FELET,

<#root>
Router#
show i p http server session-nodul e

HTTP server application session modules:
Session module Name Handle Status Secure-status Description

HTTP_IFS 1 Active Active HTTP based IOS File Server
HOME_PAGE 2 Active Active I0S Homepage Server

QDM 3 Active Active QOS Device Manager Server

QDM_SA 4 Active Active QOS Device Manager Signed Applet Server
WEB_EXEC 5 Active Active HTTP based IOS EXEC Server

IXI 6 Active Active I0S XML Infra Application Server
IDCONF 7 Active Active IDCONF HTTP(S) Server

XSM 8 Active Active XML Session Manager

VDM 9 Active Active VPN Device Manager Server
XML_Api 10 Active Active XML Api

ITS 11 Active Active I0S Telephony Service

ITS_LOCDIR 12 Active Active ITS Local Directory Search
CME_SERVICE_URL 13 Active Active CME Service URL

CME_AUTH_SRV_LOGIN 14 Active Active CME Authentication Server
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IPS_SDEE 15 Active Active I0OS IPS SDEE Server
tti-petitioner 16 Active Active TTI Petitioner

2. HEREYIIAVEII-INDOIVARNEZERLE T, cOPITIE, WEB_EXECHAAD I N
THRRIZBYNET,

<#root>
Router#
configuration term na

Router(config)#

ip http session-nodul e-1ist exclude_webexec

HTTP_IFS,HOME_PAGE,QDM,QDM_SA, IXI,IDCONF,XSM,VDM,XML_Api,
ITS,ITS_LOCDIR,CME_SERVICE_URL,CME_AUTH_SRV_LOGIN,IPS_SDEE,tti-petitioner

BUVE—RIZATURASOBBHTTPERICHSTBHTTPHTTPST 77U r—> 3> %238
ROICBEMIILET,

<#root>
Router(config)#
ip http active-session-nodul es excl ude_webexec

Router(config)#

ip http secure-active-session-nodul es excl ude_webexec

Router(config)#

exit

4. FRXTOEY2IaVEDI1I-IILOVANEREL, WEB_EXECHTIVT17 TR\l L%
BELET,

<#root>
Router#
show i p http server session-nodul e

HTTP server application session modules:
Session module Name Handle Status  Secure-status Description

HTTP_IFS 1 Active Active HTTP based IOS File Server

HOME_PAGE 2 Active Active I0S Homepage Server

QDM 3 Active Active QOS Device Manager Server

QDM_SA 4 Active Active QOS Device Manager Signed Applet Server
WEB_EXEC 5 Inactive Inactive HTTP based IOS EXEC Server

IXI 6 Active Active I0S XML Infra Application Server

IDCONF 7 Active Active IDCONF HTTP(S) Server

XSM 8 Active Active XML Session Manager



VDM 9 Active Active VPN Device Manager Server

XML_Api 10 Active Active XML Api

ITS 11 Active Active I0S Telephony Service
ITS_LOCDIR 12 Active Active ITS Local Directory Search
CME_SERVICE_URL 13 Active Active CME Service URL
CME_AUTH_SRV_LOGIN 14 Active Active CME Authentication Server
IPS_SDEE 15 Active Active I0OS IPS SDEE Server
tti-petitioner 16 Active Active TTI Petitioner
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—NICHEALT, PORRAZHTITRIRANZFRTEERT, 7oAV ARNZHTTPY—/NIC
BATSICE, JO0-N)ILd>714F 1L —232F— RT ip http access-class {access-list-
number | access-list-name}Z AL TIP7 RL AZEEBTEEXT,

ROPIE, FEETEDRANEFACisco IOSHTTPH—NIZT IV ATERRSICTRTIEAR
VARNZRLTVERT,

ip access-Tlist standard 20
permit 192.168.1.0 0.0.0.255
remark "Above is a trusted subnet"
remark "Add further trusted subnets or hosts below"

! (Note: all other access implicitly denied) ! (Apply the access-1ist to the http server

ip http access-class 20

Cisco IOS HTTPH —/NOREDFHMIC OV T, § CiscoWeb7 SIHIA—HA R —TI LA
DER, ZZRLTSEZ L,

BEZRYVYTRNDIT

V7RIITOTY7IL—RE®RFTTSESF. http://www.cisco.com/go/psirt @ Cisco
Security Advisories and Responses 7—H A 7XEHDOD T RNA BV ESBL T, BEE2Z I3
AEEME LB TYTIL—RYJI—=>3 2 #BRBLTILKEEY,
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