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C7600#show module

Mod Ports Card Type Model Serial No.
2 Supervisor Engine 720 (Active) WS-SUP720-3BXL JAF1226ARQS
1 SAMTI Module (csgk9) WS-SVC-SAMI-BB-K9 SAD113906P1
48 CEF720 48 port 10/100/1000mb Ethernet WS-X6748-GE-TX SAL1127T6XY

Mod MAC addresses Hw Fw Sw Status

00le.bebe.all8 to 00le.bebe.allb 5.6 8.5(2) 12.2(33)SRC5 Ok
001d.45£8.£f3dc to 001d.45f8.f3e3 2.1 8.7(0.22)FW1 12.4(2010040 Ok
001lc.587a.ef20 to 001lc.587a.ef4df 2.6 12.2(14r)s5 12.2(33)SRC5 Ok

Mod Sub-Module Model Serial Hw Status
1 Policy Feature Card 3 WS-F6K-PFC3BXL JAF1226BNQM 1.8 Ok
1 MSFC3 Daughterboard WS-SUP720 JAF1226BNMC 3.1 Ok
2 SAMI Daughterboard 1 SAMI-DC-BB SAD114400L9 1.1 Other
2 SAMI Daughterboard 2 SAMI-DC-BB SAD114207FU 1.1 Other
4 Centralized Forwarding Card WS-F6700-CFC SAL1029VGFK 2.0 Ok

Mod Online Diag Status

1 Pass

2 Pass

4 Pass
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CSG2#show version

Cisco IOS Software, SAMI Software (SAMI-CSGK9-M), Version 12.4(24)MD1, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
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ip access-1list extended Infrastructure-ACL-Policy

l-— Include explicit permit statements for trusted sources

I-- that require access on the vulnerable protocol
1

permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 echo

permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 echo-reply
permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 host-unreachable
permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 traceroute
permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 packet-too-big
permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 time-exceeded
permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 unreachable

1
I-— The following vulnerability-specific access control entries

l-— (ACEs) can aid in identification of attacks
1

deny icmp any 192.168.60.0 0.0.0.255 echo

deny icmp any 192.168.60.0 0.0.0.255 echo-reply

deny icmp any 192.168.60.0 0.0.0.255 host-unreachable
deny icmp any 192.168.60.0 0.0.0.255 traceroute

deny icmp any 192.168.60.0 0.0.0.255 packet-too-big
deny icmp any 192.168.60.0 0.0.0.255 time-exceeded
deny icmp any 192.168.60.0 0.0.0.255 unreachable

1
l-— Explicit deny ACE for traffic sent to addresses configured within

I-- the infrastructure address space
1

deny ip any 192.168.60.0 0.0.0.255

l-— Permit or deny all other Layer 3 and Layer 4 traffic in accordance

l-— with existing security policies and configurations
1

!-- Apply iACL to interfaces in the ingress direction
1

interface GigabitEthernet0/0
ip access-group Infrastructure-ACL-Policy in
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