fnk
dJjo

CiscolOSY 7 RV I B iCHIT =i
L NTY N Y—ERAEEDOEHH

Hiah F R)INA Y1) —ID : cisco-sa- CVE-
g 20090923-tls 2009-
123B8 B : 2009-09-23 16:00 2871

IN—>32 1.1 : Final
CVSSAF:1.8

[B13# € : No Workarounds available
Cisco /X% ID : CSCsq24002

BEBCLIEHRE, XRBCLIRNOFLABZBRTHY, XBREXEOMTH
BAOMBYF$2BE IR, RFERXFEELEKT,

=

Cisco I0SA® Y7 R I 7 I HEE A Cisco IOST/NA AN UE—RT HRICHMIE hi- BBEL
Ry RERE THCEICE > TUO—RLET LTI T2 TRMA BIRBENFEEN
TVWETY,

COMRBECHLTEIYTIRNIIT TYTTF—RE, ITICRONSVI—-RERTVET,

CDOF RINA 1) http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090923-tls THERENE T,

E:2009F 9 A23 HM IOS 7 RINAH ) )N RILABRIZE 11 50 Security Advisory A& FEh
TWET, 10407 RNAHFUIE CiscolOS V7 NI ITOMRBHEICHLTIENDT, 14
Cisco Unified Communications Manager QfEBHEICHRL TR ENDTT, EF RNAFUICE, %
DT RNAHF)THERENIZMRBUZHRTD V) —RAEZREHKLTVET,

"Cisco Event Response: Semiannual Cisco |I0S Software Advisory Bundled Publication" ® &% ®
REAVZVEROVORNICBHENATVET:

http://www.cisco.com/web/about/security/intelligence/Cisco ERP_sep09.html

ZMm

REEDHIHM

CiscolOSY 7RIV ITDRITIBDTFNAARIII >TRHELZZFTAIN—-23 2 FROEEEDM



http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&amp;vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsq24002
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-2871
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-2871
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-2871
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-tls
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-tls
http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep09.html

hAEHBELRETSBESTY:

L EFITYTYRNLAY(SSL) N—F ¥l 7SAR—K XY RT—% (VPN)

. tF17 Tl (SSH)

AVB—RY N F—THIRAFIVY (IKE) BELE hi-— R E1ER
E: WebVPN 8 KT SSL VPN & V) {8 SSL/HTTPS BaE#EEEIX C DiESHEMEL SHEEZZITE
Ao

SSLVPN A" F/NA AT, FINAAANOOT A4 2 ¥BILEBEMIC %%, Command Line Interface
( CLI ) O~ R show running-config Z&{T92LHHESH |webvpn ZEATFE LV, F
NAADEIENDS SSLVPN ZREESNMNEBS IOCRBEFNA AGBBLrELNELA
o BB A O 74F1L—332EF/NA AN Cisco I0S WebVPN ( J1J—2Z 12.3(14)T T
BAENhD )& CiscolOSSSLVPN ZHR—KLTWBAESHICK2>TEDYET
(D) —RX1240)T TEAETHhD ) ROXYY REFNAANEIETH S H ES HHER
2HEERRLET:

Fshow running-config /* 5 M h | webvpn &1 EFENTVET "webvpn 1 X—TIILHFEA
TTFEWVW, ThhSFINA AN A1) F )L Cisco I0OS WebVPN TEREE D, T/NA AN
BTHANESHYHBITBHHE—DFERE webvpn AT R Twebvpn 1 Z—7 ), &2 T
BMIC BB E, TLT Tssl RZARRLA UMy FRETSNIECEERBITSDHIC Tshow
running-configy DN ZRETSHZETT., ROPHIE Cisco I0OS WebVPN TEREE 1B 55
BTFNAARZERLEEDTT:

webvpn enable
1

webvpn
ssl trustpoint TP-self-signed-29742012

Fshow running-config A* 5 ® 51 | webvpn &1 EFENTVET "webvpn ¥— KT I 4
<word> FFEATTEV, Thh S5 TF/NA4 AN Cisco IOS SSL VPN #gEZ HR—KML TV,
FINA A "Twebvpn — KNI I A4 92320 B<<EE1 DT A2 —ER, OX
VRHBFEEMBETT. ROBIE Cisco I0S SSL VPN THREE WD & 7/N1 A& RL
ZEMDTTY:

Router# show running | section webvpn
webvpn gateway Gateway

ip address 10.1.1.1 port 443

ssl trustpoint Gateway-TP

inservice
1

Router#

Cisco IOS SSL VPN ZHR— KT 2 7/NA Ald T4 P —E A1 webvpn gateway 1Y > R
BENTVBEZREENS "webvpn '— RV I A A INTOFREE 1z "webvpn ¥
—RDVITA FBEVBERBETREEVTT,

. SSHABMIZ chi- EMA showipssh ANV RES A ESHROBICRT RS ICHER



B:

Router#show ip ssh

SSH Enabled - version 1.99

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

IKE BE b N —BHNEER EEN B B2 ESHERTS=HIZ. show running-
config ZFEAL TT&E W | XDIEY) rsa-encr IV REBATTE L\

Router#show running-config | inc rsa-encr
authentication rsa-encr

Cisco B THEBL TLW% CiscolOS V7 RNV I 7 VU —RAZHRITSICE. #RCOT 1>
L show version AN REETL T AT ALANFT—ZRRELEET, "Internetwork Operating
System Software", "Cisco I0S Software" 2 Wk NS ICHUTBI AT LA NFT—IZ&2 T
FINA AT CiscolOS V7 NIV ITHBEBLTVDR L EZBRTEERT, TORABICAX—D
BARIMOBICRREN, £ LT "Version" & CiscolOS Y7 RIIT V) —RABHFRREN
£9, Lo Cisco B TIE. show version AX > RABRWEEXR, RRNIEBDHEENHY)
7,

AT OFIE, Cisco®mIZT, I0SUU—R 12.3(26) A"&KBIL. DA X—TFH C2500-1S-L
THDdEZRLTVET:

Router#show version

Cisco Internetwork Operating System Software

IOS (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-08 14:39 by dchih

! -——- output truncated

RO HE C1841-ADVENTERPRISEKO-M O 4 2 AR —)LiEdH A4 X—2FZ R & Cisco 10S V7
RYIT UIJ—2R 12.4(20)T £RTL TV CiscoRRERELLENTY

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE
SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

! -—-- output truncated
CiscolOS Y7 RIIT7D) ) —ABBHRADBMBERIEAT D> IO "White Paper: Cisco
|OS Reference Guide" THEFR T Z £ 9 http://www.cisco.com/warp/public/620/1.html,

EEESATVEVC EFEFEEAEHGA



http://www.cisco.com/warp/public/620/1.html

Cisco ASA 5500 ) —ABREEF1VT A TTZAT AR DB SHEEZRTE
BA

CiscolOSXRY 7RI ITRRCOHEULSEHEEZZSTEE A,

O AIHBLBEVT, COTRNAHFUOHBEZ T EORRERBENTLERA,
HHAl

SSLVPN /A SSH O 1= IZEEEE 115 Cisco I0ST /N1 Alk TCPR— K 443 ( SSLVPN ) &= i&
TCPHR—K 22 (SSH) OHRIC HWICMIE Nt TCP/AT Y hNESHEBB EEUO— KT B AH
ELhEtA, EBUEIERECAERNASTSNDICENTEDLSICCNS DHEDEET S
TCPAR—RNBESANDIFE/N RIS VOETHBEERYET; L, RANBEERYE
A, IKERBSLENE—RHNBEBROLHICEESE NS Cisco IOST/NA AlEAR—K 500 £/
(& 4500 D4FEIC FRICH TSNz UDP NT Y N E2ZETHEEUO—RITBIHLELIhFEA
(ELBETBES NAT EZ (NAT-T) OEHIZ ),

Z D55 Cisco /N4 ID CSCsq24002 ( BEI1—H Dk ) TIYBILENTVET, L<HDf
55 # K OB ( CVE ) 351 F CVE-2009-2871 &IV 4TS h&EL L,

(=5 5%

RATEE & BBREHEEZ T BEZT2—7I)LICL., VIYTVEAOYNO-L 70t
A A bhO=) VDANDOERD SSHT VEAZREBEIDZEUNABY XE A,

SSLVPN EA%Z 7 1 £—7)LICF % webvpnenable A REFEALAZWVWTTE L,

Cisco I0S MiFE SSH H—/XId 1Y > K crypto key zeroize rsa DERAICK>TH, I 714 F
AIL—23VF—RTFA4AE—TINICTBIENTEET, SSH H—/\NF RSA F—RT7 ZERK
LELTEBHNICEMC BVET, RSAF—ZHEOIKLTAIERELICSSHY—NZET1E—
TIWICTBDHE—DHEETT,

SSH #—/\ on Cisco I0S software NOTF7 VAl FEEMAEE 7OMJJ)LEL T SSH ZH
B ZEIK2TFI1E—TINITRENTEET, CcOTI>IVRFVIY A OHFAE
NEEZEDQDUARNDSEHERA NS Tsshy & transportinput X ROBEAICK > THE, J>
7A4F1L—23F—RTITRCENTEET, RIZ, flERLET,

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE
(£c3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

I --- output truncated


http://tools.cisco.com/RPF/register/register.do

SSH H—/NOMBEMNLBENDEES, T—N\OT7I7ARBEOHEIP 7 RLAIZHIERE h
A, FEEVIYTOT7€A D MA—I)L VAN (ACL) OFEAIZE > TRDO URL ICRT &
SICRLICTOYITRENTEERT:
http://www.cisco.com/en/US/docs/switches/lan/catalyst2950/software/release/12.1 9 eal/configur
ation/guide/swacl.html#xtocid14

ACL OFREICBI T B FF#IE Cisco DAHE WebHF A N TROWIIBDCENTEFRT:

http://www.cisco.com/en/US/products/sw/secursw/ps1018/products tech note09186a00800a5b9a
.shtml

BATR & VTY access-list O T :

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE
(£c3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

I --- output truncated

BT, 10.1.1.0/24 Y N —2D 72 Cisco IOST/NA AAND SSH ICFFAENET,

IKE BEE{tEeni—BENAEHRETFT 1 E—7INICTBEHICROBICRT LS I ISAKMPRY S
—NDTTBRErsa-encr A R%Z, FHALABEVWTTZL:

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE
(£c3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

! -—- output truncated

BEZEKRVYTNIIT

VIRNIDITOTYTIL—RERFTTZEICIE, http://www.cisco.com/go/psirt & & T N LA
DT RNAHFVESBLT, B8ZVWSBIEBEELREBTYTIL—RYVI=23>%HHLT
<kEzW

WIFhOBEE., TYTIL—RIBDBBICTIBAXAEINI BB, BLRUOVBRED/\—RDI
TEVIRIITOBEANHLVWID—RATEEHRZBYICHR—RNEhTVWBR L DERE T
DT TLEEV, BFRICTHEIN HBHEEE. Cisco Technical Assistance

Center (TAC ) LR EHNEHZLATVAB X TFH A Z7AONA A —IZBEVEE<EEV,

CiscolOS V7 RIITNOR (TH) OFTICE, CiscolOSDUI—A NLAUHNREEENT
WET, BEOVU—ARNLAVICBBEUEN HDESRE. BEZETHRAOV ) —X (HKRV.


http://www.cisco.com/en/US/docs/switches/lan/catalyst2950/software/release/12.1_9_ea1/configuration/guide/swacl.html#xtocid14
http://www.cisco.com/en/US/docs/switches/lan/catalyst2950/software/release/12.1_9_ea1/configuration/guide/swacl.html#xtocid14
http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00800a5b9a.shtml
http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00800a5b9a.shtml
http://www.cisco.com/go/psirt

TNTNOTRERREMB ) HARO "E1BERAII—A) FICRBEhEXT, THRIU—-R,
WCE., COT RNAFUFERENERRTRRENTVAINTOMRBUEOEEZEL )Y
—ANRBBEENET, BEDOIICEZENTVWRUI—RALYEHFV (F1BERZAV)—AKY)
FVW) RLAVIEEEFND VD —ANBEBL TVWAITNAARMRBETHZ CENMBIFETATLE
T RO "RV, JCRFATVWBRI VD —RA, FERFEZTRIVEFLVIUU-RALT
V7UL—RIBEEHERLET,

XTI ¥ — 1) —

Jy—=2 BIEEM) ) —ADAFAREM

Affected

12.0- First Fixed Release (#§IEE h/=& |H#RV
Based DY) —AR) )—A
Releases
ZUTD120EVEVI—=ANHY)EBA,

Affected

12.1- First Fixed Release ({§IEx hi=# |HRV
Based MoV —R) )—A
Releases

ZEHTD 1N2AEDVEVU—=ANFHYEBA,

Affected

12.2- First Fixed Release ({SIEE hi=& |HRV
Based MU —2AR) )—A
Releases

12.2 fesstts L
12.2B fesstts L
12.2BC  |fEsEsL
12.2BW |fesEtEs L
12.2BX  |fEsEsL
12.2BY  |fEsSHEEL
12.2BZ |fEsHEsL
12.2CX  |Hessts L
12.2CY |HestsL
122CZ |zl
12.2DA  |fEsHEEL
12.2DD  |fesEE L

12.2DX |fEsMHEEL

12.2EW |fesstEs L

12.2EWA e85t L
12.2EX |MEsstEm L

12.2EY |ME5stE L

12.2EZ |ME5stEm L

12.2FX |MEsstEs L

12.2FY  |fesstEsL

12.2FZ  |REsstE=EL

12.2IRA  |RESEMEE L




12.2IRB  |fESEtMEE L
12.2IRC |REsEtEsE L
12.2IXA  |ResEtEs L
12.2IXB  |HEsEtEs L
12.2IXC  |fEssEzL
12.2IXD  |ResstEs L
12.2IXE  |ResstEs L
12.2IXF  |ResstEs L
12.2IXG  |fEssEs L
12.2IXH  |fEessEs L
12.2JA  |fEsHESL
122JK  |fEsEsL
12.2MB | fesstEz L
12.2MC | fesstEz L
12.28 fesstE & L
12.2SB  |fessEz L
12.2SBC |fesstdx L
12.2SCA |fesstdEz L
12.2SCB | g5tz L
12.2SE  |HEsstEEL
12.2SEA |HEsstE=E L
12.2SEB |fEs5tE& L
12.2SEC |fEsstE=z L
12.2SED |fEsstE=z L
12.2SEE |HEs5tE=E L
12.2SEF |REsstE=E L
12.2SEG |HEsstE=z L
12.28G  |HesstEEL
12.2SGA |fEsstE=z L
12.2SL  |HessttEEL
12.2SM  |REsstEE L
12.280 |HesEttEsEL
12.28Q |fEsMESL
12.2SRA |fEesstEa L
12.2SRB |fEsEtEaE L
12.2SRC |HesEtEs L
12.2SRD |fEsEtEa L
12.2STE |HesEtEs L
12.28U |fEssEsL
1228V |fEsHEEL
12.2SVA |HesEtEs L
12.2SVC |fesEtEs L




12.2SVD ||ffE55t7% L
12.2SVE |55t 7% L
12.2SW |fE55E L
12.2SX fEsstEz L
12.2SXA |fE55HE% L
12.2SXB |55 L
12.2SXD |HE5EHE® L
12.2SXE |55 L
12.2SXF |55 L
12.2SXH |55 L
12.2SXI |55 L
12.28Y fEsstEz L
12.257 fEsstEE L
12.2T fEsstEE L
12.2TPC |HesstEs L
12.2XA  |HesstEs L
12.2XB  |HEsstEs L
12.2XC fEsstEn L
12.2XD fEsstEn L
12.2XE fEsstEs L
12.2XF fEsstEs L
12.2XG fEsstEE L
12.2XH fEsstE& L
12.2XI fEsstE& L
12.2XJ fEsstER L
12.2XK fEsstER L
12.2XL A& L
12.2XM A& L
Cisco IOSXE V7 DI nfAM
12.2XNA ESBLTTEW
CiscolOSXEV 7 I I nlAM
122XNB |5 smLTF2 L
CiscolOSXEV 7 I I nlAM
122XNC s smLTF2 L
CiscolOSXEV 7 I I T nlAM
12.2XND ZZBRLTTEV
12.2X0 A& L
12.2XQ fEssEA L
12.2XR fEssMEA L
12.2XS fEssMEA L
12.2XT fEssMEA L
12.2XU fEssMEA L
12.2XV fEssEA L




12.2XW  |fE5sEs L
12.2YA fEsstE s L
12.2YB fEssME& L
12.2YC fEssME& L
12.2YD M55 L
12.2YE fEssME& L
12.2YF fEssME& L
12.2YG fEssME& L
12.2YH fEssME& L
12.2YJ s L
12.2YK s L
12.2YL fEssME%& L
12.2YM LR~
12.2YN 55t L
12.2Y0 |MesstEL
12.2YP  |MesstEs L
12.2YQ fEsstE L
12.2YR fEsstEn L
12.2YS fEsstEn L
12.2YT fEss s L
12.2YU fEss s L
12.2YV fEsstEs L
12.2YW  |fE5stE7s L
12.2YX fEss s L
12.2YY fEsstEs L
12.2YZ fEsstEs L
12.2ZA fEss s L
12.2ZB fEss s L
12.2Z2C fEsstEs L
12.2ZD fEsstEs L
12.2ZE fEsstEs L
12.2ZF fEsstEs L
12.2ZG fEsstEs L
12.2ZH fEsstEs L
12.27J fesstEs L
12.2ZL fesstEs L
12.2ZP fEsstE s L
12.2ZU fEsstE s L
12.2ZX fEsstE s L
12.22Y fEsstE s L
12.2ZYA |HE5stEs L
Affected [First Fixed Release (S Exhi-& |#RV
12.3- oLV AVEY @ )—A




Based

Releases
ZETD 123EDVEVU—ANFHYEBA,
Affected
12.4- First Fixed Release ({SIEE hi=& |HRV
Based MDVI)—2R) )—X
Releases
12.4 fess s L
124GC  |fesstEs L
12.4JA  |MEE5MEA&L
12.4JDA |MEE5MEZ& L
12.4JDC |Res5tEs L
12.4JDD |fEsstEZ L
12.4JK  |ResstEs L
12.4JL  |HesstEs L
12.4IJMA |fes5tE% L
12.4JMB |fEE5MEL
12.4JX  |fesstEs L
12.4(1
12.4MD  [12.4(15)MD3 5)|v|[(>3
12.4MDA ||fe55tE%4 L
12.4(1
124MR  |12.4(19)MR3 9)MI§3
12.4(1
12.4SW | Rfe55tEd V) ; first fixed in 12.4T ?)ZTL:(OZ
0)T4
12.4(15)T10 12.4(1
12.4(22)T2 5)T10
1247 12.4E20;T3 1)2.4(2
12.4(24)T 0)T4
12.4XA  |MRESMEARL
12.4XB  |MESSME& L
12.4XC  |MSSMEAR L
12.4XD  |BESSME& L
124XE  |BRSSMEARL
12.4(1
12.4XF  |Be55tEH V) ; first fixed in 12.4T ‘:’)ZTJ (%
0)T4
12.4XG  |MEESME& L
12.4(1
12.4XJ  |BeE5MEH V) ; first fixed in 12.4T ?)le(oz
0)T4
12.4XK | iES81ESH V) ; first fixed in 12.4T 12.4(1




5)T10

12.4(2
0)T4
12.4XL fEss 7 L
12.4XM | feSsMEA L
12.4XN fesstts L
12.4XP fesstts L
12.4(1
12.4XQ  |12.4(15)XQ3 5)T10
12.4(1
5)XR7
12.4XR 12.4(15)XR5 12.4(2
2)XR
12.4XT fess s L
MESSMEH Y, COT RINAHUDEIE
oaxy |EEVZRIITEBOEIS S
. DFIEZ EDHR— N BBICELL
ThHrEW
12.4(1
e . 5)T10
12.4XW (R85t dH V) first fixed in 12.4T 12.4(2
0)T4
12.4(1
e . 5)T10
12.4XY fE55 4 V) ; first fixed in 12.4T 12.4(2
0)T4
12.4(1
e . 5)T10
12 4X7 feg8 & V) ; first fixed in 12.4T 12.4(2
0)T4
12.4(1
e . 5)T10
12.4YA |RE5etEH V); first fixed in 12.4T 12.4(2
0)T4
12.4YB fess s L
12.4YD |fesstEEL
12.4YE |fEssEEL

#¥:CiscolOSY 7RI IT7 B2V —RA X ZOEMEDL S

CiscolOSXEYV 7 R NUXITF

|IOS XE V) |First Fixed Release (## EE hi=JFAOU VU
)—2A —A)

2.1.x fEssMES L

2.2.x fEssMEA L

7

=

=

=

FTLEER A



2.3 232
2.4.X fesstE s L
FERRABHE ARARR

CiscoPSIRT R ZOT7 RNAHFVIZERENBMHEHEDOARHAFTEFMAICEIVTVEE A,

COMBHERBTANTREEEL L,
i 52

URL
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-tls

X AT/

JETYa
1.0

FARK

2009-September-23 AR ) —A

BT RNAFVIERILEDEDELTIRELTHY, WABRZIBEORILEERERIZENDTI
HYUERBA, ETRNABVOBHBB LTV IVOERICETZIEEN IR TNhSOEREC
HBDENELERT, T, DAORBRAERFIXNORABRZFERLICEELLEY ., EFLLEY
THEMNEBLET,

AT RNAFUORRARICEL THEHREFSO URL ZEHL . BIHOEEHEPERZREL 2158,
HHANEEBELIEEREGREENIEEA, TS LLEHRIE, BRR[Fzs(eRILEY, EELR
BEHARBLTVWEY TR BN ET. CORFIXDMOBERE., SATHMOIV R
A—HZXNRELTVLET,


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-tls
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