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TVWRIHERICHMETE TY, CiscolOSY 7R TIT TR, NTPRTF7FILNTEMCBE>TVE
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FTINA ANNTPAZ B R—RNLTVWB A ESHZBERTBICEK., FNI1RICOJ«A>L, OX
VRSAAVE=TIAACLYOI>714F¥1L—3>2F— RTntp peer 127.0.0.1
version ? AN RZEANLET, HAKLATS 3L ELTEBAFEETNTVRBEE, TOTF
INAAENTPVAZHR— KL TVWET, ROBIE, NTPv4ZH7R—KFSCiscolOSY 7 k™
I7V)—RZ2RTLTVWBRSAATFNA AZRLTVET,

<#root>

Router#

configure term nal
Router(config)#

ntp peer 127.0.0.1 version ?

<2-4> NTP version number

ROFIE, NTPvaZHR—RMLTWEWVWCiscolOSY 7R IITF7II—RAEZETLTVWET A
AFNA AZ2RLTWVWET,

<f#froot>

Router(config)#
ntp peer 127.0.0.1 version ?

<1-3> NTP version number

TINAAINTPARBREENTVRI LA ESHZERTSICEK., N/ AICOJ(A4>L, CLIOX
~ Rshow running-config | include ntpo XIZRT AN ROVF AN HAOICRE hizBE.
TOTF/INA A FRESEENFFELET,

ntp master <any following commands>
ntp peer <any following commands>
ntp server <any following commands>
ntp broadcast client

ntp multicast client

ROBIE, NTP BICREE N TWVWAZ A FNAAZRLTVWET,



<#root>
router#
show runni ng-config | include ntp

ntp peer 192.168.0.12

ROBIE, NTP BICREE N TVWEVS A FNAAZRLTVWET,

<f#froot>

router#
show runni ng-config | include ntp

router#

SAOHMTHEBL TVS CiscolOS Y7 RV 7 VU—RZ2HBREBITHICE. NI ARICOY
4> LT show version AN REFE>T, PATL /NFT—ZRTRULET, "Internetwork
Operating System Software", "Cisco |0S Software" 2 W& NS ICELUT D AT A NT
— K 2TF/NAL1ATCiscolOS YT RIITHABBLTVR L EZHRTEXT, TNES
CAX=DZNFEIMOBICRREN, £V T "Version" & CiscolOS Y7 RNIITF7 VIU—RAHR
HFRRENET, O A F/N14 AT, show version AN RABEELEL 2V, Bl
ODEANRTENLEYLET,

LTI, Cisco®mIZT, I0SUJ—X 12.3(26) AEEIL. TD A X—T &N C2500-1S-L
THAEZRLTVET:

<#troot>
Router#
show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright ©) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-08 14:39 by dchih

<output truncated>

LT fliE, Cisco ®RICT, 10SUU—2R 12.4(20)T ATRBIL, TDA X—T & A C1841-
ADVENTERPRISEKO-M T#H 2 Z & & RLTVET:

<f#froot>



Router#

show versi on

Cisco IO0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright ©) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

<output truncated>
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NTPv4ZH#R—KFBCisco IOSY T R I ITFNA AN RBEDNTPNTY N E2ZETD L,
NTPISENT Y ROEEFICIZTY2ALET. NTPANTY NEFEEOUE—RTF/NAAHSIX
ETE., WARXEHYEE A, NTPv4ZHR—KL. NTPETFEAREE L TL S Cisco
IOSTNA RAICEMBUENFEELET, T/NAATNTPUE T ZHRNICRET P LEEH VY F
Bh. A, ROBICRITIELSIE, IXTONTPETA/N—=23228 L THRNICTRILE
FENBELSCRETNTVETNA AR, KRELTHRETY .

<ffroot>

Router#

show runni ng-config | include ntp



ntp peer 192.168.0.254 version 2
ntp peer 192.168.0.1 version 2
Router#

CiscolCc R DNTPOEEDFHMICODVTIE, ROV VICHBREH A R TCisco 10S and NX-OS
Software - Performing Basic System Managements ZZ8B L T< & L\, http://www.cisco.com/e
n/US/docs/ios/netmgmt/configuration/quide/nm basic sys manage.htmi#wp1001170

C DORESEMEIE. Cisco Bug ID CSCsu24505 ( B 1—HHA ) 8 KUV CSCsv75948 ( BH#F{I1—
EH) &L TXE{LEh, Common Vulnerabilities and Exposures(CVE)ID & L TCVE-2009-
2869 EN) HTSNTVERT, CcOMEHEMHZRTLICEIETSICIE,. MBI DCisco Bug IDANBRET
£
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7oA MA—=ILYJARNACL ZEMICT D AIEEMEN®H V) FT, Unicast Reverse Path
Forwarding ( 1ZF ¥ ARNRPF ) &, KWENLEEBMY U 1—-3 0 2RHIZDEHICEKED
ETHERATRCEEZZERTIMEN HYVET,

I--- Configure trusted peers for allowed access

access-1list 1 permit 171.70.173.55



I--- Apply ACE to the NTP configuration

ntp access-group peer 1

BE  FEALULTWVWANTPACLOREREICU T, Cisco Bug ID CSCsw79186(Z & 1—H'HH
)NTPv4H—NENTPVIUZA T hZE TET7, ELTHRVET,

NTPZ VA2 A= TIL—70OFMICOVTIE, XD >0 "Performing Basic System
Managementy EWS XA NILORFIXNESRL TS EEV, hitp://www.cisco.com/en/US/
docs/ios/netmgmt/configuration/quide/nm basic sys manage.htmi#wp1034942
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ACLZEMICTDARMN BN ET, FUBMBEENMRELTIZF v ANRPF ZHATR L
EHBOLET,

XYRND—VZBBIBDNTTAVIREMIZDCEILIELER#ETIN, 1 2T7FANTD
Fr¥ FNARER—TY FMELEFAINETREBEVRT T4V IZHBEL, TODLSIBRNTT
AIVIERXYRND—UVDRATEMIBDCERFTARETT, 12 T7FARNZIF YACL(GACL)IE =
YRD—=OEF1UTAORANTZITAATHY), CCTOREDMRHEEOEEEKE L TE
FTHELS, BRERYRND—OEFIVTANORBNSNIBEL L TERBIZDIHLENHYF



T RDIACLOBIE, 12T FZARZIVFYIPT RLASEBEANDIPT RLAZFEIDITNTOF/N
A AZRBEIZDIEOIIBBEND AV TZFARNZIFYTIEAVARND—HELTEHIHLE
FHWET,

[

I--- Feature: Network Time Protocol (NTP)

[

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 123

!I--- Note: If the router is acting as a NTP broadcast client
I——- via the interface command "ntp broadcast client"

J-—- then broadcast and directed broadcasts must be

f--- filtered as well. The following example covers

J-—- an infrastructure address space of 192.168.0.X

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
host 192.168.0.255 eq ntp

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
host 255.255.255.255 eq ntp

I--- Note: If the router is acting as a NTP multicast client
I——- via the interface command "ntp multicast client"”

I——- then multicast IP packets to the mutlicast group must
I---  be filtered as well. The following example covers
I--—— a NTP multicast group of 239.0.0.1 (Default is

I--- 224.0.1.1)

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
host 239.0.0.1 eq ntp

I--- Deny NTP traffic from all other sources destined
I--- to infrastructure addresses.

access-1list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 123

I--- Permit/deny all other Layer 3 and Layer 4 traffic in
!--- accordance with existing security policies and

!--- configurations. Permit all other traffic to transit the
I--- device.

access-1list 150 permit ip any any

I--- Apply access-1ist to all interfaces (only one example
I--- shown)



interface fastEthernet 2/0
ip access-group 150 1in

R4 hAR—/Y— TProtecting Your Core: Infrastructure Protection Access Control Listsa T,
TOEBAVDANIKBDAVTTZARNTSUFYREOAA RSAVEHRENDEAFEICIOVT
FHBALTWVWET, COFRTA MAR—/V—IE, http://www.cisco.com/en/US/tech/tk648/tk361/technol
ogies white paper09186a00801aia55.shtmlh S AFTE KT,

Ak O=-L7L—=2 RIS 2T

BE COMRBUEOHERINSAR—NELTUDPEFERTZ -, RETODIPFRLAZR
T—=T420 330N DY), EETEBDIPFRLANASINSOR—MNDOBEEFEZHFTTS
ACLEEMICT D IEEMN BN ET, KUBAMNEBNMEELLTIZF Y ANRPF2HtATSR L
EHEOHLET,

O hO=LTL—=2KRIS DI (CoPP)EFERAL T, FNAANDEETEZVUDPRZ 7 1Y
D&7OYYUTEEY, CiscolOS Y7 RITT UJ—RX12.0S. 12.28X, 12.2S, 12.3T,
124, B RV 124T (&, CoPP #eEZHR— ML TVET, CoPPEZT /NS AICHKREL T, EET
L—=>&d2hO-ILT7L—2%KEBL, BEOEFIVTARUD—ERELCH>TA2TZ
ARTZIOFATFNAARACEBENDEFEENLENT T AV IDOHKRZRRNICHATSHET, A
VITFARTZIOFYANDERBREQ AV EMREZFNRICHWADCENTERT, XD
CoPPDIE, 12 T7ZARNZIVF¥IPPRLACEBERNICHBIPT RLAZFE DIITXNTOTFTI/NA
AZREITDIEHICBAENBDCoPPO—FHELTEDIBENHYET,

I--- Feature: Network Time Protocol (NTP)

access-1list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 123

I--- Deny NTP traffic from all other sources destined
I--- to the device control plane.

access-1list 150 permit udp any any eq 123

I-—- Permit (Police or Drop)/Deny (Allow) all other Layer3 and
I--- Layer4 traffic in accordance with existing security policies
!I--- and configurations for traffic that is authorized to be sent
I--- to infrastructure devices

I--- Create a Class-Map for traffic to be policed by

!--- the CoPP feature


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

class-map match-all drop-udp-class
match access-group 150

!I--- Create a Policy-Map that will be applied to the
I--- Control-Plane of the device.

policy-map drop-udp-traffic
class drop-udp-class
drop

I-—-- Apply the Policy-Map to the
I--- Control-Plane of the device

control-plane
service-policy input drop-udp-traffic

EE2D CoPP OHITE., "permit 723> THBT UL AL RO—)LUARNIY KU (ACE)

ICZEL, RETHHIARMEDOHBD/NT Y MME, policy-map @ "drop" HEEICK V) EEEThETH
. —H., "deny" T2 AV(RBEETNTVERBA)ICEKETSZ/NT Y N, policy-map @ "drop" #
BEOEEEZ(TEH A, policy-mapDEXIFE. 12.28S&12.0SNDCiscoIOSY 7 RIIFRNLAVT
FBEZDEICERLTLEZ,

policy-map drop-udp-traffic
class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop
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