Active Template Library(ATL)a€@®e, talatae€s

a,¢af%.af @a,na, flaFraFvalD : cisco-sa
20090728-activex

& @a...~né-«ae—Y¥ : 2009-07-28 18:00

if @afa, afsasf 1.0 : Fina
CVS&4,14,%4,¢: 9.3

&76€¢¢- : No Workarounds available
Ciscoaf€ea,°ID:

Yoo 78«8, d,«ef..4 a9 A€Q+e7aP«a,"a,«aZYe-1a9REPZA...aYL a4
Al

av el@

Microsoft Active Template

Library(ATL)a€ ~af affaf€afad,’a%ic” a@™a «c%0'a®33@®3,-3,'3,°e£13"9a@ I€Q@afafcafuasr a’e

Internet

Explorerd@«d %#3@—3€ |3 @x£3"O¢" 3@ —3€@3,af«af'affaf af€@a,naf3,'a 'a®Ye|EIQ™a, 3@ &

5,4,15%5@ €QIQ"3QOB,13%+2E8IQPBRI+EY;5,/ 4@ —a9'3,«2£13" 93O ®C,ia,Y3, %343, 4,83,¢C

3@ "a@®3,Ca3f%05f@a,13,93f°3€ A€ https.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20090728-activex &€p84a...é—«3@+3, i@ | 3@, 3 Q%I Q™IE,

e02aY7" efY2a" @
8, TaV-oeE853@P®aQ,a,<e£123"@
2@ REL13"QIQP IEQPIQPIOBRL,Ta+tx€839«03V"GQ—IQNIQ™IE,
« Cisco Unity 4.x3€€5x.3€53,"3€°7.x
8, T&Y/teE88, 49 «a,"3983€,30%3€,30"39 39 EC(e* Qa9 3,EaQPVeLLa"@

QB3 5,3, £ 13"9IQ IEQIQ"IQORL,Ta%+2EEIQPREN1EY:E,Q—39'39%59,50"30 549

Cisco AnyConnect VPN Client

Cisco Adaptive Security Device Manager(ASDM)

Cisco Building Broadband Service Manageriya BBSMiY£60

Cisco Catalysta, %af Saf -afvzaf 18, £af3a,°4, -a,'af taf (Catalyst OS)
Cisco Computer Telephony Integration Object Server(CTI)


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090728-activex
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090728-activex
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:C/I:C/A:C/E:POC/RL:U/RC:C

« Cisco |0S &, Y58f3f4,!8, 85, ¢

» CiscoIPITV

» Cisco MeetingPlace

» Cisco Mobile Wireless Fault Mediator(MWFM)

» Cisco NAC3E ¢af—af©3a nd, ¢af3a, 1iv/a se—8¢8°Cisco Clean AccessiV4%o
» Cisco Secure Access Control Serveriva ACSiYd6o

 Cisco Secure Desktop

 Cisco Security Agent

* Cisco Security Monitoring Analysis and Response Systemi¥s M ARSIY4%o
» Cisco SSL VPN Client(SVC)

 Cisco Unified Contact Center Express(Unified CCX)

» Cisco Video Surveillance Media Server(VSMYS)

» CiscoWorks LAN Management Solutioni%a"LM Si¥/4%o

* WebEx

eo3¢ °

Microsofté€ a€€Microsoft Windowsa, 3,"aftaf ¢" " d@®Software Development
Kit(SDK)a@«a»~a+Za€@™a,Active Template
Library(ATL)af affaf€af43@®e, 13%+2€85,cC°*°Q@I@—3@ | 3€53,55€€35,-3,'5,3e£ 113" 928415 "

E03¢ °a@P«iPri@,i@ 3@ IE€QPr-idQ9B®URLIG«IQ 3 Microsoftd,»3,af¥afasta £aef... /A€9,C...8
035.mspx

50 3O ®8, 131t ®EY:+6Y, 5, 8@ —30'5,, 5,3, £18" 939 «3Q 13,59 | 5O €Hx-3Q®AS
« CSCta71728(c™»eE2af\af A, 18°,¢" ")
D76 ¢C-

ActiveX3@®x"»x'fa@ e»lhae k-2 a9 «E-Ca9™a5,«a,€8"-(S,39%%f...4 t3@ d€Qr-d@B®AFAFfE,”
ALPI_amiddleton.html

a,®afx"d@¢a,2afaf a,,a,8a,¢c

&, CAf faf—4, °af ~af Y48f %08, s 759 ™3E,<a a9 3€ €@ http://www.cisco.com/go/psirt

5@ AUECN33Q®F,Caf%0af 3,035,955, 5€.C..850—30 | 393 94 FIO®EEFr+°SY2’QF@ "4®
a,%.af2afYafna, af8afa, ¢’ Qi9—iQ | QP QIY 393 ,3€,

59,3933, F3Q®S 3073, 3€03,Caffaf—3,°3f-af1h3f%03 @™, eOYa™ 3@ «3 @ @3 13Q23fafCafa€
Technical Assistance

Centerita" TACi %03 @ %3 QY3 ¥'¢ 3,/ @3, "a983€,3,Aafarartarsara,


http://www.microsoft.com/technet/security/Bulletin/MS09-035.mspx
http://www.microsoft.com/technet/security/Bulletin/MS09-035.mspx
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCta71728
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com/web/about/security/intelligence/actX-ALPI_amiddleton.html
http://www.cisco.com/web/about/security/intelligence/actX-ALPI_amiddleton.html
http://www.cisco.com/go/psirt

af—afaf @&, rafEafhaQ«3955- 939,59 i i0VIQ 19°:30,3€,
abQ&EéA@)g""é%é%(ﬁQ ..é,..-lé1/40gTMoéi o

Cisco
PSIRTa@83€ d€@ac0e-3,Caf%0af€¢a,na, Yafa@«e "e1h%i¢a,E3Q | 5,3, TaV+tr€83@ &S, 3,3

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090728-activex

o 1, kYo

afeaf*&, afsafe

10 20098" 7aa08 282e—¥ || & € C%o " af*af2af1a,"

a'0¢" ele¢,,

ae-4, Caf %oaf € 3,03, 94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ | iQP xQPOPI3IHIO—iY)| 5€53,53¢
20e-a,caf%oaf€a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,3,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...8@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
-4, Caf%0af ©3,03, 35 @®e "8;°81.. 40 "5@«6-C 3O —3@ | &f..8 +é..94:/39® URL

3,/ CeQPCYIQ—ICQPIQ «IPB®e»(2Y%0d,, 2, 33, 2-1IQP—3QYa 49 F€QI ' (UIYP TR
3Q"aQP®af%oa,af¥afiafPaf d@®axf...d ta@ 3€@a,3,"'3°eL£13"QAQP®A, afaf%0af| 3f143,93,3 34+


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090728-activex

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



