IronPortesS—a@-aE-a,caf—afoa,na,caf’a,'/Pos

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2009-

H igh 200901 14-ironport 0055
& @a...~é-<e—Y¥ : 2009-01-14 16:00 CVE-2009-

af @afvaa, afsaf 1.0 : Fina 0054
&Z76€¢¢- : No Workarounds available CVE-2000-

Cisco 4/ €4,° ID 0053
CVE-2009-

0056

Yo 73@«a, a «ef..a t3@ A€Qecte23@Q«ad,"a <aZYe-13Q9REQZA...~ a1 A«
Al

£1 el@

IronPort PXE

Encryptiond€ 3€Q@Eafiafhaf«é€34;i3,8; @ 3O™I QY3 Q3O & "33, E3@YEASFiafhafcars—Aad
Registered Envelope Serviced@«a; @a~a@ -3, Ea @343 @™aE,

PXExe5—a@-aE-af—afoOa,naf@a, afha@®e,tavate€s

[ronPort
PXEass—a@-a(E-3,»af2af¥afa, afsaffi€ cex" OéMQPIPRIVP° Y ,aS| af14a,95€@ EA®%oa...  5€°

IronPortees—a@-aE-a,caf—afoa,nd, cafa,'c®icota,nafa, ;afnasfa,sa,na,'a9®e,

I ronPortae“s—é@-éCE—é,Céf—éf@é,ﬁé,Céf"é,1éfiéféé,uéﬂé@«é0_25QG§0®é,,Té%iae€§éQCE§0,é,§é€
Registered Envelope Service(CRES)af! 4513, 93«3 a12+éY; 3@ —39343€>3,"a€,

8,-8,14,%€ "3, (E3,%3@®e,Ta%tre83@«d %At d@™a,4,1%afaf 4, 4,88,C8,caffaf—asftasinasa, s

5@ "3@®3,Caf%05f@a,13,95f°5€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20090114-ironport &€ 83...~é—3@+3, 3@ | 3@, @AAQ™AE,

e02aYs" e£18" @
&, T/t e€85@®a@,a,<e£%23" @
239 ®IronPortes—3€-4E-3,C4f—4f03,55,Ca%4,"/PostXaf @ af 14, 3555 3€9a6"5,E4 %ol

. 6.2.1.15°5 3% 93ORIO™IO 50  3O®PosX 6.2.15fQaF%3, 455


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-ironport
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-ironport
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0055
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0055
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0054
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0054
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0053
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0056
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0056

* 6.2.2.3375 Si% @i QPRIQP™MIQ 3@ | 3@®PostX 6.2.2af @313, 3f8af

* 6.2.4.1.15, 5 S&% Q3QRIO™iQ '3 | 3@®IronPortes—a@ aE-3,¢3f—afO4,25,¢5F33,"/Post)
6.2.45F @553, AF54F°

. 5Q™IQ'3Q  G@®IronPortaes—a@-aE-3,¢af—af0©3,13,¢af*a,"/PostX
6.2.5af@afa, afsasr

. 3Q™IQ'3@  G@®IronPortaes—a@-aE-3,¢af—afo3a,03,¢afa," /PostX
6.2.6af@afa, afsas

* 6.2.7.73 75 S¥% @i QPRIO™MIQ 3@ | G@®IronPortaes—a€-aE-3,¢3f—afOa,1a,¢af3,"/PostX
6.2.75f@a5%3, 3F5aF

* 6.3.045 75 S¥%. @i QPRIQOMIQ 3@ | @®IronPortes—a@-aE-3,¢af—afO3,13,¢a35,"6.35f @

* 6.5.0.25°5 S&%. @i QPRIQP™MIQ'3@  G3@®IronPortaes—a@ -aE-3,¢af—af03,13,¢33,"6.555 @

IronPortess—&€-aE-3,¢af—af03,13,¢ 333,59 8aRYe|E3€+3,F5@ | 5€,5,<3,1%2af-3"3, ! 5,853,053 ®2
& 1/89Sa®Caes" 4@ IronPortd, paf@afkif 39«3 939,39 °3,930>30 | 3€QI19 31" 3B
g, TaV/atae€8), 4@ «a,"a 983 €, 349°3€,30"3€ "50(Eg¢°é3050‘5,&50?(‘&%5"0
IronPort
CEEQPMI€HIH S, 3353,-8f°5f%4,°8,Caf—afO3,na,CaF5,'39 3€@3€"5,E, %3 @®&,Ta%+e€83
Registered Envelope Serviced€«3€ &,18%+>€83¢ 3€,3,539%363,"a€,
-39 ®3,3,'3,3ef 13" 99«3 9539,5@ | 3@ 3@ ®3,Caf%0af @3, 03, N3 3Q®E2+EY;3,49—3 '3,
e©3¢ °
& TYSl ronPorté@‘é(E@é@éé@Cae§”é®CEé“©g”"é@§éééééaéé,,5’r...éf'é,-éﬂéﬁéa‘ a,/a%¢c" " a@P—a€
PXEaS—a@-aE-af—afoa, naf@a, afua@®e, tatate€s
SEBE.. AP ®PXERS—3€-aE-af 543,939 F€Q@x"»x'fE.. . 3@EFx2OYd Tof.. .4 +t3€«4,(3, 3,»3,'3€8

IronPortass—a@-a(E-3,¢af—af©a,ra,¢caf’ 8, (ESA)a @ «3 €@ €@x"»x'fe€.. 5@ Ea tx, 93 QBRIfiaffa,»a]
Bug 806238 € 8x-1a AE-a€+3, EGEQCommon Vulnerabilities and

Exposures(CVE)IDd€ "3 —3a€ | CVE-2009-

00535€ E3%0%8,5812"8€ | 5,%03, F3€@ | 36,59 %IG™EE,

4 QIO—39-3,F39Ya,»3,3f¥afaf13,£3€85; @& 303, EIQYE»3@afiafhaf«afiaffa,»afa, 3@®at.
Bug 81493 @8-t dE-3€+3,Ed€€@Common Vulnerabilities and

Exposures(CVE)IDa€@ "a@—a€ | CVE-2009-

00545€ E8%0%3,5812"3€p | 5,%03, E3€© | 36, 3©%IO™EE,



IronPorteeS—a@-aE-a,caf—afoa,na,caf’a,'¢®icota,nafa,;afnasfa,sa,na,'ao®e,

IronPortess—a@-a(E-a,¢af—af©a,na, cafa, 'aftafea,na,'a@®c®ic@13,0af’a,;afhaf-4,83,038, 4 @«3@
Bug 58063 €@8x-fx> dE-3€+3,EdE€QCommon Vulnerabilities and

Exposures(CVE)IDad€@ "a@—a€ | CVE-2009-

00553€ E8%0%3,5812"3€ | 3,%03, E3€@ | 36, 5©%IO™EE,

IronPortass—a€-a(E-3,¢af—afoa,na,cafs, affaf@a,0a,'a@®c®ic@ 13,0af3,;f14af5,83,13," 3@ «3@
Bug 64033@8x-=> AE-3€+3,EG€€9Common Vulnerabilities and

Exposures(CVE)IDad@ "a@—a€  CVE-2009-

00563 € E3%0%3,5312"3€) | 3,%03, 3@ | 53€,39%IO™AE,

O w 7
D76 (-
4@ "3@®3,Caf%oaf@a,na, 3 3@«e "e1h%od @ 3, EIQ | 3@,8,€,TaVite€83@«a 4AQP™AE D2é@ic-a

PXEoss—a€@-aE-3@®af3,£3ffa,-3F%3,°3,'4,¢3,0af«a@®¢e, Talh+ €85 @ PRI, @rL£A"O¢" '3,/ Q@O
Identified Mail(DKIM)a€ “Sender Policy
Framework(SPF)3,a®VYef... 3@ —3@ | 3€@afiaffa,»af1d, 3@Px 4@ 2€83Q c€Q4.ia.. fAQB®C™ 4]

http://www.cisco.com/web/about/security/intelligence/bpiron.html

a,®acfxa@¢a,2afaf " q,,4,8a,¢

8, CAf fAf—&, °Bf ~Ef VA %08, omos 7A@ ™3 <8 "8 9" 3€ FE€@ http://www.cisco.com/go/psirt
5@ " A%EC33Q®3F,Caf%0af@5,15,93f°3,3€,C.500—3@ | €93 @6{EIQ®EEL2 (52’93 " 3®
5,13 55¥af %3, 5f85F%8, QIO —i0 3OO 39°30,3E,

4 QRESOC" " 4%EVEQ 8.~V @R "

Cisco PSIRT
G883 €@ d€Q@r0e-3,Caf%af@a,ra, faffa@«e” "e1%i¢a,EIQ | i€, d,,Ta%+trE8aQRA, @rLd " OC

JB.
Brintechd@®Snyderae®©3€ 3€QaF3,£45F3, 515,285 "»'f3, 6€33 € 3@ | PXERE—89-3E-3f 443,

5P PIOVI»-GHPBR, 18Vt 2€55Q GO™MIQ'IQ | 5€03,5,'3°50«4, AQLIQ | (V8| EP+3, TP VI
URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090114-ironport



http://www.cisco.com/web/about/security/intelligence/bpiron.html
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-ironport

o' 1g", At ¥ee

areafa,,afsars

10 20098" 1aane 14ce—¥ || & € ¢%o " af*af2af1a,"

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€9S,5,"3,°3€ 20e-df%0d,af¥af;afPaf A@®AT...8@"5,'5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,038,943 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



