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ip http server status|include statusa€ 53, 3€>show ip http server secure status| include

Statusa, 3af 78f38f %08, 8locC" A —a3 € | IEPR-AQ®F, 3O Ta931°85>3, 7¢I QP —3QUIQ™IE,


http://www.procheckup.com/vulnerability_manager/vulnerabilities/pr08-19
http://www.procheckup.com/vulnerability_manager/vulnerabilities/pr08-19
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-http
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-http

<#root>

Router#
show i p http server status | include status

HTTP server status: Enabled
HTTP secure server status: Enabled

dftaf€a,03,"a@EHTTPS, paf4af@a, a®Ye|EiQ@—i@ | 3€,39°59,3 39 39 €Q9x-39®3,"3€1a

<#root>

Router#

show ip http server status | include status

HTTP server status: Disabled
HTTP secure server status: Disabled
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<#root>

no ip http server

no ip http secure-server
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<#root>

Router#

show i p http server session-nodul e

HTTP server application session modules:
Session module Name Handle Status  Secure-status Description

HTTP_IFS 1 Active Active HTTP based I0S File Server
HOME_PAGE 2 Active  Active I0S Homepage Server

QDM 3 Active Active QOS Device Manager Server

QDM_SA 4 Active  Active QOS Device Manager Signed Applet Server
WEB_EXEC 5 Active Active HTTP based I0S EXEC Server

IXI 6 Active  Active I0S XML Infra Application Server
IDCONF 7 Active  Active IDCONF HTTP(S) Server

XSM 8 Active  Active XML Session Manager

VDM 9 Active  Active VPN Device Manager Server
XML_Api 10 Active Active XML Api

ITS 11 Active Active I0S Telephony Service

ITS_LOCDIR 12 Active Active ITS Local Directory Search
CME_SERVICE_URL 13 Active  Active CME Service URL
CME_AUTH_SRV_LOGIN 14 Active Active CME Authentication Server
IPS_SDEE 15 Active  Active I0S IPS SDEE Server
tti-petitioner 16 Active Active TTI Petitioner
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<#root>
Router#
configuration term na

Router(config)#

ip http session-nodul e-1ist exclude_webexec
HTTP_I FS, HOVE_PAGE, QDM QDM SA, | XI , | DCONF, XSM VDM XM__Api ,
I TS, | TS_LOCDI R, CME_SERVI CE_URL, CVME_AUTH SRV _LOG N, | PS_SDEE, tti - petiti oner

. Bfaf CAf YA 5 HfOF, 08, CAFEf 863, %03 @®CHES HTTPE | @+ 3,81 cOT5O™E HTTP/HTTPSE,

<#root>

Router(config)#

ip http active-session-nodul es excl ude_webexec

Router(config)#

ip http secure-active-session-nodul es excl ude_webexec

Router(config)#

exit

GOMIQ'3Q | dQ®A,»affa,-af8aFafCa, afYafhaf«a@®afa,'af 3, ¢ e’ @I @9—a€Q@WEB_EXECI@

<#root>

Router#

show i p http server session-nodul e

HTTP server application session modules:
Session module Name Handle Status  Secure-status Description

HTTP_IFS 1 Active Active HTTP based I0S File Server
HOME_PAGE 2 Active  Active I0S Homepage Server

QDM 3 Active Active QOS Device Manager Server

QDM_SA 4 Active  Active QOS Device Manager Signed Applet Server
WEB_EXEC 5 Inactive Inactive HTTP based I0S EXEC Server

IXI 6 Active  Active I0S XML Infra Application Server
IDCONF 7 Active  Active IDCONF HTTP(S) Server

XSM 8 Active  Active XML Session Manager

VDM 9 Active  Active VPN Device Manager Server
XML_Api 10 Active  Active XML Api

ITS 11 Active  Active I0S Telephony Service

ITS_LOCDIR 12 Active  Active ITS Local Directory Search
CME_SERVICE_URL 13 Active  Active CME Service URL
CME_AUTH_SRV_LOGIN 14 Active Active CME Authentication Server



IPS_SDEE 15 Active Active I0OS IPS SDEE Server
tti-petitioner 16 Active  Active TTI Petitioner
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<#root>

ip http access-class {access-list-nunber | access-Iist-nane}

& AP BRAMNAQP Q6 hIP8IQQE,aHa,'af a@ 3€'a@ECisco I0S
HTTPE,pafhaf@a@«a,ca, 3,»3,'a@839€45,3, 3@ Ta@«3@™35,4,C3, 3,»3,'3f8,'af 3,'cr° @ —a@ | a4

ip access-list standard 20
permit 192.168.1.0 0.0.0.255
remark "Above is a trusted subnet"
remark "Add further trusted subnets or hosts below"

! (Note: all other access inplicitly denied) ! (Apply the access-list to the http server)
ip http access-class 20
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