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ã�“ã�®å¿œç”ã�¯ã€�Cisco IOS Hypertext Transfer 
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EXECã‚µãƒ¼ãƒ�ã‚’æœ‰åŠ¹ã�«ã�—ã�ŸCisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³11.0 
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<#root>

Router#

show ip http server status | include status

HTTP server status: Enabled 
HTTP secure server status: Enabled

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�ŒHTTPã‚µãƒ¼ãƒ�ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã�ªã�„å ´å�ˆã�¯ã€�æ¬¡ã�®ã‚ˆã�†ã�ªå‡ºåŠ›ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

 

<#root>

Router#

show ip http server status | include status

HTTP server status: Disabled 
HTTP secure server status: Disabled

 

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�æ¬¡ã�®Cisco Bug 
IDã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

Cisco Bug ID CSCsi13344 - IOS HTTP Serverã�®XSS(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)  

ç‰¹æ®Šæ–‡å—ã�¯ã€�HTTPã‚µãƒ¼ãƒ�ã�«é€�ä¿¡ã�•ã‚Œã‚‹URLæ–‡å—åˆ—ã�«ã�¯ã‚¨ã‚¹ã‚±ãƒ¼ãƒ—ã�•ã‚Œã�¾ã�›ã‚“ã€‚
•

Cisco Bug ID CSCsr72301 - IOS 

HTTPã‚µãƒ¼ãƒ�ã�®XSSï¼ˆpingãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ï¼‰(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)  

ç‰¹æ®Šæ–‡å—ã�¯ã€�pingãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ä»‹ã�—ã�¦HTTPã‚µãƒ¼ãƒ�ã�«é€�ä¿¡ã�•ã‚Œã‚‹URLæ–‡å—åˆ—ã�«ã�¯ã‚¨ã‚¹ã‚±ãƒ¼ãƒ—ã�•ã‚Œã�¾ã�›ã‚“ã€‚pingãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�¯ã€�ãƒ«ãƒ¼ã‚¿ã‚„Security
Device Manager(SDM)ã�ªã�©ã�®å¤–éƒ¨ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�¨ã€�Cisco IOS 
httpã‚µãƒ¼ãƒ�ã�¸ã�®ç›´æŽ¥HTTPã‚»ãƒƒã‚·ãƒ§ãƒ³ã�®ä¸¡æ–¹ã�§ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�12.1Eãƒ™ãƒ¼ã‚¹ã�®ãƒˆãƒ¬ã‚¤ãƒ³ã�Šã‚ˆã�³12.2(13)Tä»¥é™�ã�®ã�™ã�¹ã�¦ã�®Cisco
IOSãƒªãƒªãƒ¼ã‚¹ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚

•

Cisco Bug ID CSCsv05154:Cisco IOS HTTP 

Serverã�ŒCSRFæ”»æ’ƒã�«å¯¾ã�—ã�¦è„†å¼±(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)  

HTTPãƒ™ãƒ¼ã‚¹ã�®IOS EXECã‚µãƒ¼ãƒ�ã�Œæœ‰åŠ¹ã�ªCisco IOS 
HTTPã‚µãƒ¼ãƒ�ã�¯ã€�ã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆãƒªã‚¯ã‚¨ã‚¹ãƒˆãƒ•ã‚©ãƒ¼ã‚¸ã‚§ãƒª(CSRF)æ”»æ’ƒã�«å¯¾ã�—ã�¦è„†å¼±ã�§ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�æ‚ªæ„�ã�®ã�‚ã‚‹ãƒ¦ãƒ¼ã‚¶ã�Œã€�ã�™ã�§ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ã�„ã‚‹ãƒ¦ãƒ¼ã‚¶ã�®ç‰¹æ¨©ã�§Webã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ä»‹ã�—ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

•

Cisco Bug ID CSCsx49573 - Cisco IOS HTTP Serverã�®XSS(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)  
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•
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IOSãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�—ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«ã�¯ã€�Common
Vulnerabilities and Exposures(CVE)IDã�¨ã�—ã�¦CVE-2008-
3821ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–ï¼š

HTTPã‚µãƒ¼ãƒ�ã�®ç„¡åŠ¹åŒ–

HTTPã‚µãƒ¼ãƒ�ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�§æ£å½“ã�ªç›®çš„ã�«ä½¿ç”¨ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆã�¯ã€�ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ãƒ¢ãƒ¼ãƒ‰ã�§æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦HTTPã‚µãƒ¼ãƒ�ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

 

<#root>

no ip http server

no ip http secure-server

 

HTTP WEB_EXECã‚µãƒ¼ãƒ“ã‚¹ã�®ç„¡åŠ¹åŒ–

12.3(14)Tä»¥é™�ã�§ã�¯ã€�é�¸æŠžçš„ã�ªHTTPã�Šã‚ˆã�³HTTPSã‚µãƒ¼ãƒ“ã‚¹ã‚’æœ‰åŠ¹ã�¾ã�Ÿã�¯ç„¡åŠ¹ã�«ã�§ã��ã‚‹æ©Ÿèƒ½ã�Œå°Žå…¥ã�•ã‚Œã�¾ã�—ã�Ÿã€‚WEB_EXECã‚µãƒ¼ãƒ“ã‚¹ã�¯ã€�ãƒœãƒƒã‚¯ã‚¹ã‚’è¨å®šã�—ã€�ãƒªãƒ¢ãƒ¼ãƒˆã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�‹ã‚‰ãƒœãƒƒã‚¯ã‚¹ã�®ç�¾åœ¨ã�®çŠ¶æ…‹ã‚’å�–å¾—ã�™ã‚‹æ©Ÿèƒ½ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚

ä»–ã�®HTTPã‚µãƒ¼ãƒ“ã‚¹ã‚’ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�®ã�¾ã�¾ã�«ã�—ã�Ÿã�¾ã�¾ã€�WEB_EXECã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§WEB_EXECã‚µãƒ¼ãƒ“ã‚¹ã‚’ä½¿ç”¨ã�™ã‚‹å¿…è¦�ã�Œã�ªã�„å ´å�ˆã�¯ã€�æ¬¡ã�®æ‰‹é †ã‚’ä½¿ç”¨ã�—ã�¦ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã�™ã�¹ã�¦ã�®ã‚»ãƒƒã‚·ãƒ§ãƒ³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®ãƒªã‚¹ãƒˆã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ 
 

<#root>

Router#

show ip http server session-module 

HTTP server application session modules: 
 Session module Name  Handle Status   Secure-status  Description 
HTTP_IFS              1      Active   Active         HTTP based IOS File Server 
HOME_PAGE             2      Active   Active         IOS Homepage Server 
QDM                   3      Active   Active         QOS Device Manager Server 
QDM_SA                4      Active   Active         QOS Device Manager Signed Applet Server 
WEB_EXEC              5      Active   Active         HTTP based IOS EXEC Server 
IXI                   6      Active   Active         IOS XML Infra Application Server 
IDCONF                7      Active   Active         IDCONF HTTP(S) Server 
XSM                   8      Active   Active         XML Session Manager 
VDM                   9      Active   Active         VPN Device Manager Server 
XML_Api               10     Active   Active         XML Api 
ITS                   11     Active   Active         IOS Telephony Service 
ITS_LOCDIR            12     Active   Active         ITS Local Directory Search 
CME_SERVICE_URL       13     Active   Active         CME Service URL 
CME_AUTH_SRV_LOGIN    14     Active   Active         CME Authentication Server 
IPS_SDEE              15     Active   Active         IOS IPS SDEE Server 
tti-petitioner        16     Active   Active         TTI Petitioner

 

1. 

å¿…è¦�ã�ªã‚»ãƒƒã‚·ãƒ§ãƒ³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®ãƒªã‚¹ãƒˆã‚’ä½œæˆ�ã�—ã�¾ã�™ã€‚ã�“ã�®ä¾‹ã�§ã�¯ã€�WEB_EXECä»¥å¤–ã�®ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�Œã�™ã�¹ã�¦ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚ 2. 



 

<#root>

Router#

configuration terminal

Router(config)#

ip http session-module-list exclude_webexec 

             HTTP_IFS,HOME_PAGE,QDM,QDM_SA,IXI,IDCONF,XSM,VDM,XML_Api, 

             ITS,ITS_LOCDIR,CME_SERVICE_URL,CME_AUTH_SRV_LOGIN,IPS_SDEE,tti-petitioner

 

ãƒªãƒ¢ãƒ¼ãƒˆã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã�‹ã‚‰ã�®ç�€ä¿¡HTTPè¦�æ±‚ã‚’å‡¦ç�†ã�™ã‚‹HTTP/HTTPSã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’é�¸æŠžçš„ã�«æœ‰åŠ¹ã�«ã�—ã�¾ã�™ã€‚
 

 

<#root>

Router(config)#

ip http active-session-modules exclude_webexec

 
Router(config)#

ip http secure-active-session-modules exclude_webexec 

Router(config)#

exit

 

 

3. 

ã�™ã�¹ã�¦ã�®ã‚»ãƒƒã‚·ãƒ§ãƒ³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®ãƒªã‚¹ãƒˆã‚’ç¢ºèª�ã�—ã€�WEB_EXECã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�§ã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ 
 

<#root>

Router#

show ip http server session-module

 
HTTP server application session modules: 
 Session module Name  Handle Status   Secure-status  Description 
HTTP_IFS              1      Active   Active         HTTP based IOS File Server 
HOME_PAGE             2      Active   Active         IOS Homepage Server 
QDM                   3      Active   Active         QOS Device Manager Server 
QDM_SA                4      Active   Active         QOS Device Manager Signed Applet Server 
WEB_EXEC              5      Inactive Inactive       HTTP based IOS EXEC Server 
IXI                   6      Active   Active         IOS XML Infra Application Server 
IDCONF                7      Active   Active         IDCONF HTTP(S) Server 
XSM                   8      Active   Active         XML Session Manager 
VDM                   9      Active   Active         VPN Device Manager Server 
XML_Api               10     Active   Active         XML Api 
ITS                   11     Active   Active         IOS Telephony Service 
ITS_LOCDIR            12     Active   Active         ITS Local Directory Search 
CME_SERVICE_URL       13     Active   Active         CME Service URL 
CME_AUTH_SRV_LOGIN    14     Active   Active         CME Authentication Server 

4. 



IPS_SDEE              15     Active   Active         IOS IPS SDEE Server 
tti-petitioner        16     Active   Active         TTI Petitioner 

 

HTTPã‚µãƒ¼ãƒ�ã�¾ã�Ÿã�¯ã‚»ã‚ãƒ¥ã‚¢HTTPã‚µãƒ¼ãƒ�ã‚’ä½¿ç”¨ã�—ã�¦ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’é�¸æŠžçš„ã�«ã‚¤ãƒ�ãƒ¼ãƒ–ãƒ«ã�«ã�™ã‚‹æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
IOSãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†è¨å®šã‚¬ã‚¤ãƒ‰ã€�ãƒªãƒªãƒ¼ã‚¹12.4T(http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_http_app_enable.html)ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚¢ã‚¯ã‚»ã‚¹åˆ¶å¾¡

HTTPã‚µãƒ¼ãƒ�ã�Œå¿…è¦�ã�ªå ´å�ˆã�¯ã€�ä¿¡é ¼ã�§ã��ã‚‹é€�ä¿¡å…ƒã�«å¯¾ã�—ã�¦ã�®ã�¿HTTPã‚µãƒ¼ãƒ�ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹ãƒ›ã‚¹ãƒˆã‚’åˆ¶å¾¡ã�™ã‚‹ã�“ã�¨ã�ŒæŽ¨å¥¨ã�•ã‚Œã�¾ã�™ã€‚HTTPã‚µãƒ¼ãƒ�ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹ãƒ›ã‚¹ãƒˆã‚’åˆ¶å¾¡ã�™ã‚‹ã�«ã�¯ã€�HTTPã‚µãƒ¼ãƒ�ã�«ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã‚’é�©ç”¨ã�—ã�¾ã�™ã€‚ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã‚’HTTPã‚µãƒ¼ãƒ�ã�«é�©ç”¨ã�™ã‚‹ã�«ã�¯ã€�ã‚°ãƒãƒ¼ãƒ�ãƒ«ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ãƒ¢ãƒ¼ãƒ‰ã�§æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚

 

<#root>

 ip http access-class {access-list-number | access-list-name}

 

æ¬¡ã�®ä¾‹ã�¯ã€�ä¿¡é ¼ã�§ã��ã‚‹ãƒ›ã‚¹ãƒˆã� ã�‘ã�ŒCisco IOS 
HTTPã‚µãƒ¼ãƒ�ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�§ã��ã‚‹ã‚ˆã�†ã�«ã�™ã‚‹ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

ip access-list standard 20 
    permit 192.168.1.0 0.0.0.255 
    remark "Above is a trusted subnet" 
    remark "Add further trusted subnets or hosts below" 
 
 

! (Note: all other access implicitly denied) ! (Apply the access-list to the http server) 

 
 
    ip http access-class 20 

 

Cisco IOS HTTPã‚µãƒ¼ãƒ�ã�®è¨å®šã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco 

Webãƒ–ãƒ©ã‚¦ã‚¶ãƒ¦ãƒ¼ã‚¶ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®ä½¿ç”¨ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆã‚¹ã‚¯ãƒªãƒ—ãƒ†ã‚£ãƒ³ã‚°(XSS)æ”»æ’ƒã�¨ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’æ‚ªç”¨ã�™ã‚‹æ–¹æ³•ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Ciscoé�©ç”¨å¯¾å¿œç–é€Ÿå ±ã€ŽUnderstanding
Cross-Site Scripting (XSS) Threat 
Vectors(ã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆã‚¹ã‚¯ãƒªãƒ—ãƒ†ã‚£ãƒ³ã‚°(XSS)ã�®è„…å¨�ãƒ™ã‚¯ãƒˆãƒ«ã�«ã�¤ã�„ã�¦)ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-

amb-20060922-understanding-xssã€‚

å•�é¡Œã�®è©³ç´°èª¬æ˜Ž

ã�“ã�®è„†å¼±æ€§ã�¯ã€�HTTPã‚µãƒ¼ãƒ�ã�«é€�ä¿¡ã�•ã‚Œã‚‹URLå†…ã�®æ–‡å—ã‚’ã‚¨ã‚¹ã‚±ãƒ¼ãƒ—ã�™ã‚‹ã�“ã�¨ã�«é–¢ã�™ã‚‹ã‚‚ã�®ã�§ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco
Bug ID 
CSCsc64976(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�§å ±å‘Šã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�¨ã�¯ç•°ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�¯ã€�Web

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_http_app_enable.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/web_based_cfg_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/web_based_cfg_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/web_based_cfg_ps6350_TSD_Products_Configuration_Guide_Chapter.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20060922-understanding-xss
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsc64976
https://sec.cloudapps.cisco.comRPF/register/register.do


execã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�«ã‚ˆã�£ã�¦ç”Ÿæˆ�ã�•ã‚Œã�Ÿå¿œç”ã�«ã‚¨ã‚³ãƒ¼ã�•ã‚Œã�ŸURLã‚¹ãƒˆãƒªãƒ³ã‚°å†…ã�®ç‰¹æ®Šæ–‡å—ã‚’ã‚¨ã‚¹ã‚±ãƒ¼ãƒ—ã�™ã‚‹ã�“ã�¨ã�§ã�™ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ä¿®æ£

ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt 
ã�¨å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�å•�é¡Œã�®è§£æ±ºçŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

ã‚·ã‚¹ã‚³ã�§ã�¯ç�¾åœ¨ã€�ã�“ã‚Œã‚‰ã�®Cisco Bug IDã‚’Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«ãƒ‘ãƒƒãƒ�ã�—ã�¦ã�„ã�¾ã�™ã€‚ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�Cisco
Bug Toolkit 
https://sec.cloudapps.cisco.com/support/BugToolKit/action.do?hdnAction=searchBugsã‚’å�‚ç…§ã�™ã‚‹ã�‹ã€�ã�“ã�®å¿œç”ã�®ã€ŒCisco
Responseã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«ã�‚ã‚‹Cisco Bug 
IDã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ‰‹é †

 

ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®è„†å¼±æ€§ã�«é–¢ã�™ã‚‹ãƒ¬ãƒ�ãƒ¼ãƒˆã€�ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£éšœå®³ã�«å¯¾ã�™ã‚‹æ”¯æ�´ã€�ã�Šã‚ˆã�³ã‚·ã‚¹ã‚³ã�‹ã‚‰ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æƒ…å ±ã‚’å�—ä¿¡ã�™ã‚‹ã�Ÿã‚�ã�®ç™»éŒ²ã�«é–¢ã�™ã‚‹ã�™ã�¹ã�¦ã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³ã�®ãƒ¯ãƒ¼ãƒ«ãƒ‰ãƒ¯ã‚¤ãƒ‰
ã‚¦ã‚§ãƒ–ã‚µã‚¤ãƒˆ https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_polic

y.html 

ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚ã�“ã�®æƒ…å ±ã�«ã�¯ã€�ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£é€šçŸ¥ã�«é–¢ã�—ã�¦ã€�å ±é�“æ©Ÿé–¢ã�Œå•�ã�„å�ˆã�›ã‚‹å ´å�ˆã�®èª¬æ˜Žã‚‚å�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�™ã�¹ã�¦ã�®
Cisco ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€� http://www.cisco.com/go/psirt 

ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-http

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ æ—¥ä»˜

Revision 3.1 ã€ŒHTTP WEB_EXECã‚µãƒ¼ãƒ“ã‚¹ã�®ç„¡åŠ¹åŒ–ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’æ”¹è¨‚ã€‚ 2009å¹´6æœˆ19æ—¥

ãƒªãƒ“ã‚¸ãƒ§ãƒ³ è¿½åŠ æƒ…å ±ã 2009å¹´2æœˆ6æ—¥

https://sec.cloudapps.cisco.com/support/BugToolKit/action.do?hdnAction=searchBugs
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090114-http


ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ æ—¥ä»˜

3.0 �¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Šã‚ˆã�³ä¿®æ£ã�®æ›´æ–°

Revision 2.0 ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ†ãƒ¼ãƒ–ãƒ«ã�®æ›´æ–° 2009å¹´1æœˆ23æ—¥

ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 

1.0
åˆ�ç‰ˆãƒªãƒªãƒ¼ã‚¹ 2009å¹´1æœˆ14æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


