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<f#froot>

Router#
show i p ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3
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Cisco IOS Software, C2600 Software (C2600-ADVENTERPRISEK9-M), Version 12.4(17),
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Fri 07-Sep-07 16:05 by prod_rel_team

ROM: System Bootstrap, Version 12.2(8r) [cmong 8r], RELEASE SOFTWARE (fcl)

Router uptime is 1 week, 5 hours, 5 minutes
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System returned to ROM by power-on
System image file is "flash:c2600-adventerprisek9-mz.124-17.bin"
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I--- Permit SSH services from trusted hosts destined
I--- to infrastructure addresses.

access-1list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK eq 22
!--- Deny SSH packets from all other sources destined to infrastructure addresses.
access-1list 150 deny  tcp any INFRASTRUCTURE_ADDRESSES MASK eq 22

!I--- Permit all other traffic to transit the device.

access-1list 150 permit IP any any

interface serial 2/0
ip access-group 150 in
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access-1list 152 deny  tcp TRUSTED_ADDRESSES MASK any eq 22
access-1list 152 permit tcp any any eq 22
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class-map match-all COPP-KNOWN-UNDESIRABLE

match access-group 152
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policy-map COPP-INPUT-POLICY
class COPP-KNOWN-UNDESIRABLE

drop
!

control-plane
service-policy input COPP-INPUT-POLICY
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