Cisco
0S4 «39Sa€'a,@ntae°a9®DLSWAE, pafuasf a

&, ¢af%oaf €a,na, aF*aFulID : cisco-sa CVE-2008-

H igh 20080326-dlsw 1152
¥ @a...~é-«@—Y¥ : 2008-03-26 16:00 CVE-2007-
af@afna, afsas 1.5 : Fina 0199

CVSS4,14,%4,¢: 7.8
&76€¢¢- : No Workarounds available
Cisco af @4a,° ID : CSCsf28840 CSCsk73104

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco
IOSé@«é0_é€0:§fiéf%é,géfaéf3§,_5,1é,néfféfééﬁéﬁ(DLSW)ae©Yéf1/z§0«éniae-°é@®é,,Té%iae€§é0

8,-8,14,%€ "3, (E3,%a@®e,Ta%trE€83@«d %At d@™3,4,%afaf 4, 4,84,Ca caffaf—aftasinasa, s

3@ 3@ ®3,Ca3f%05f@a,13, 93 3@ A€ https.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20080326-dIsw &€ 83...~é—3 @3, E3@ | 3€,3 @HaQ™AE,

& 11/,820084" 30006 26ce—¥3@ ®A...~6- 3 @«3@ € Q53 @raQP®a,»a,af¥afasta,£a, caf%odf€a,na, afas
Operating
System(I0S)a€«3%+éY;3,4 739 3@ %AP™€,8€,3,Caf%0af 8,13, 03F 5«39 I€QIP"3P®3,Caf
3€,,85%0a,af¥afiafaf 29 a9®AFIFE, 49 2-iaORIY 3953,5a98aQ™aE,
» Cisco
|OSaf @afhaf@aftaf«af—afOa,naf™afihaf asea, rafraf«d, caffaf—af@asfas af afiua, a€@®Do

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080326-
pptp

* Cisco |I0S3@ «3 @S5 'a,«erntar> 3@ ®DLSWE, pafhafd, e 4@ 3@ ®e,Ta%+eEs
https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-20080326-
disw

o |PVA4/IPVBAf LAY, CAf <818 ¢Af 8, Bf <AV (A


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-dlsw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-dlsw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-pptp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-pptp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-dlsw
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-dlsw
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf28840
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsk73104
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-1152
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-1152
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0199
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0199

@ «e-Cae™aCisco

10Saf! af1aa, 9aftafa, a,°afoaf af—afaf aaf«(UDP)é...@a;ia@®a-@éE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20080326-
|Pv4lPv6

» OSPFa€€@MPLS VPNa€@Supervisor 32a€@Supervisor 7205€©@3©%3€©Y3€ Route
Switch Processor 7203, 8%:¢" " 3@ —a€YCisco I0Sa@®e, Ta%+x€8
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20080326-
queue

« Cisco |OSafzaf «af €38,af£3,"af Virtual Private Network(MVPN)a @ ®aftaf1sa,; af2afaa,
https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-

mvpn
€023V, e£v2d" @
&, T8yt o83 P @D, 3, RE128" @

d@"aQ@®a,»a,af¥afasta,£a,caf%oaf€@a,na, 1378 a€QDLSWC" "d@«e” AR33+3,E3O YO 3% Ci
1055, %3f35°3, | 5,85, C 5@ ®éme, 5O R Qaf 13, S5 0V EO™, GO™30'56 | 50®3, 5,
DL Swa€ Eae0e%0dS'5€25f«af 143, 3«39 €@ B35 «afaflua,«af«DLSWAF'S,¢a, a®5cHO0I O™

running-
configd, 3af Zaf3af %08,” ¢ ™% Ea@ —a @43 @ ™a€,DLSwW¢" "a@«e” A®33€+3,E3OVYS, 3, 'aftaf 3@«3€

dlsw local-peer

4QHIQPYIQ

dlsw local-peer peer-id <IP address>

&A@ B®IE€(ES,af-af"a, | 4,83, caf@afha, afsafa€ "a;®xeLI€@a,»3, 3,-af8af 3@« "€1%0a€a,C
[I0Sa@B®If@afa, 3f8affa@«3@ 3€@e,Tal+tx€83@EI"ae 3Q@—aQNIP™AE,

5, -4,18, 8L @I Q8aRVe|F3€+3,EIQ | 53€,3,Cisco
10S3,%.af-af"a,!3,83,Ca@®af@afua, 3f8afa,'cC°° Q@I P™a 3 @P«3@ a€Q@aftafea na,'a@«afs  a,
ver siond, 3af 2af3af %o4,” c™o¢(Ea@—a € | 3,3, aftaf af@assafua,’e;” cr°a@—a@uae™a€,Cisco


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-IPv4IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-IPv4IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-queue
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-queue
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-mvpn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080326-mvpn

IOS §,%af-af"a, | 4,83,Ca€ a€EInternetwork Operating System

Software3€ @39 %iQPYi® 4@ 3@ «IEEIOSIEQPIO & (°5@ 3, EFQPHIQ™IE IF°ESH3QB®r(d
Cisco aftaf€3,n3,'a€@«3€ show version

3,°8f78F5f %03 @ E3 Q59,3 3€QC°395,:31°8539 Ee;"59+3, EGQHIQ™AE,

2 ia@P®aa@ a€@Cisco
1053, %af+afa,! 5,83,¢af35a5%3,"12.3(6)3, a®@Ye|Fa@—a€@3,naf3,af afhaf«3€+3, 3@ | 530,35,
IS-Ma€@83€,3,<3,-3,3,°£13"€43,(1°3aQ@—3 @ | 3@, dQ%IP™MAE,

Cisco Internetwork Operating System Software
I0S (tm) 3600 Software (C364@-IS-M), Version 12.3(6), RELEASE SOFTWARE (fc3)

2 ia@PRaa@ a€@Cisco
10S3,%»af+af"a, ! a,8a,caffafrasaa, 12.3(1 1)T3é,’é®\"(éiCEéQ—é€Qé,Uéfiéf%é,,éOOéQCEC3845-
ADVIPSERVICESK9-M3@®e£%23"€4a,'cr°d@—a@ | 3©,3 @%aQ™MAE,

Cisco I0S Software, 3800 Software (C3845-ADVIPSERVICESK9-M), Version 12.3(11)T3, RELEASE SOFTWARE (fc
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2005 by Cisco Systems, Inc.

Cisco
|OSAfoAf 4[4, 1@ ®a' 1209 @€ | 93%01aQ@REO (5@ «iPrie, i@ | 3@ €@ http://www.cisco.com/w

&, T&/cae€8a, 49 «8,"49539,89°39,50"30 49 Ec( " 950 4, EaQVRELA"§

DLSWa@ Ee~ 4@559+5,E39 | 39,39°59,Cisco

I0S5ftafQ3,53,'39G@ &, 1a%t2€55Q 59,5,559%a 3, 3€,

8@ ®3,3,'3, 013" PP «F9SIQ, 5@ | 59 3P ®],Caf%af @4, 1T N3P IQ®EV1EY; 8, 8Q—39'S,
e©3¢ °

Aftafy.a, (Afeafea, 4,15 oaf faf @afa, (DLSw)a€ a€€IBM Systems Network
Architecture(SNA)3€S3,"3€3Network Basic Input/Output

System(NetBIOS)af af©af-a,£affa, a,/IPaf@affaf af aflaa, cUEC'+ta@8e»CE€QAQ™ 3, x%0r®US, '
Sequenced

Transport(FST)a€@«UDPaf@afhaf 2067a€ “1Paf—afaf a,2af«914,a8% " d@—a@ | 3,3 @3%3a@™aE,

Cisco


http://www.cisco.com/warp/public/620/1.html

10559 «3€ 3€EQUDPI@S3, 3@’ IPAf—afaf 5,°3f«013@®AFA,+affaf 3, 8% | cOTIO™E, 653 QA€ Hen

disw local-peer§,’ &4:C" "8@p—a € | DLSWi@«e " 3®35€ 3, E3€YCisco

10Saftaf€a,na,'a€@ a€@IPaf—afaf a af«91afa,+affaf a, ' et?a«cs,a@«afaffa,'affa@—a @43 @™a
local-peer peer-id <IP-

addr ess>4, 38f 28f38f %08, 8o A@p—a€ | DLSWC" 3@« a®33 93, E3@YCisco

[10Saftaf€a,nd,'a€@ a€Q@IPaf—afaf a,2af«91afa,+affaf a€@ UDPaf@afuaf 20673, afaffa,'afa€@—
Cisco

|0S5f1af €3,03,'3€ 3€@DLSWI@Ee aR35 @3, E3@ 59,33 3@ 3€QIPAf—afaf 3,35f«91af3,+af
Sequenced

Transport(FST)¢" @ «& AR5+, 3@ | 5€,3,<d 3@ d@«I@PRAQP;aV2i¢" a3, EI@AHIQ™€DLS
FSTaf"3,Ce " aR3a@«3i@ €@ x-d@PRe|EaQEIQ«3 Q%A EFQHIQ™AE,
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1--- Deny DLSw traffic fromtrusted hosts to all IP addresses
1--- configured on all interfaces of the affected device so that
l--- it will be allowed by the CoPP feature

access-list 111 deny udp host 192.168.100.1 any eq 2067
access-list 111 deny 91 host 192.168.100.1 any

l--- Permit all other DLSw traffic sent to all |P addresses
l--- configured on all interfaces of the affected device so that it
l--- will be policed and dropped by the CoPP feature

access-list 111 permit udp any any eq 2067
access-list 111 permit 91 any any

- Permit (Police or Drop)/Deny (Allow) all other Layer 3 and Layer 4
- traffic in accordance with existing security policies and

- configurations for traffic that is authorized to be sent

- to infrastructure devices
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l--- Create a Cass-Map for traffic to be policed by
l--- the CoPP feature

class-map match-all drop-DLSw-class
match access-group 111

l--- Create a Policy-Map that will be applied to the
I--- Control -Plane of the device

policy-map drop-DLSw-traffic
class drop-DLSw-class
drop

l--- Apply the Policy-Map to the Control -Pl ane of the
l--- device

control-plane
service-policy input drop-DLSw-traffic
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policy-map drop-DLSw-traffic
class drop-DLSw-class
police 32000 1500 1500 conform-action drop exceed-action drop
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l--- Permt DLSw (UDP port 2067 and |IP protocol 91) packets
l--- fromtrusted hosts destined to infrastructure addresses.

access-list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK eq 2067
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access-list 150 permit 91 TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK

1--- Deny DLSw (UDP port 2067 and |P protocol 91) packets from
I--- all other sources destined to infrastructure addresses.

access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 2067
access-1list 150 deny 91 any INFRASTRUCTURE_ADDRESSES MASK

l--- Permit/deny all other Layer 3 and Layer 4 traffic in accordance
l--- with existing security policies and configurations
l--- Permt all other traffic to transit the device

access-list 150 permit ip any any

interface serial 2/0
ip access-group 150 in
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12.0XW 8, T&Y/+o£859°3 @ —

Affected

12.1-Based

Releases
12.1 &, TaYtot85€p,3,5(cee€d” Q3P ®3; P2LIQ 12.3)
12.1AA &, T8Ycot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1AX &, TaY/t xE859 3 @ —
12.1AY 12.1(22)AY 15,8, S&%o @ 3 @ ®AF 555143, 4@ «3 @ &, 13%+e€85 € E3€,3,55€€12.1(22)A
12.1AZ e, Ta/aaeL83e°a @—




12.1CX 8, t8/taec889 3 @ —

12.1DA 8, 1&/c-ceE859°3 @ —

12.1DB 12.1(4)DB14, "8, S&% @ 3@ ®af 541143, 5«3 &, 13%+€839 E3€,3,53€€12.1(4)DB1
12.1DC 12.1(4)DC23, "8, S&% @ 3@ ®afEFaf143,' 5@ «3@ &, 1a%+€839 E3€,3,53€12.1(4)DC2
12.1E 12.1(27b)E4

12.1EA 12.1(11)EA 14, "8, S&%. @ 3 @ ®afafaf 143, 4@ «3@ &,13%+2€859 E3€,3,55€€12.1(11)E/
12.1EB 8, ta/acec859 3 @ —

12.1EC 8, &Yt o£85€p,3,55€,12.2 BCa@®ar»e, @aQ@®afafafa, ' a@«c8»e{E

12.1EO 8, T8/t aeL889 3 @ —

12.1EU 8, 1&/ceE 859 3 @ —

12.1EV 8, t8/taec859° 3 @ —

12.1EW 8, 18/ ceE 859 3 @ —

12.1EX &, TaV/c+aeE85€),3,S3€ @€ QIO ®3; P®RLIQ 12.1E

12.1EY e, Ta/aaeL83e°a @—

12.1EZ 8, T8Vt aeE85€),3,53€ @ re€ QIO ®I, P2fiQ 12.1F




12.1GA &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1GB &, T8t 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.1T &, T8Y/-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1XA &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)
12.1XB &, T8/t o855 @—
12.1XC &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1XD 8, T8VtacE§a€),3,5(re€a" 9 IO PRI, P2fi@Q 12.3)
12.1XE &, T8/t o853 @ —
12.1XF e, Ta/aaeL85Q 3 @ —
12.1XG &, T8Yot85€p,3,5(cee€8" Q3P ®3; P2FIQ 12.3)
12.1XH &, T&Yto85€p,3,5(cee€d” QAP ®3; P2LIQ 12.3)
12.1XI &, T8Y/co£85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1XJ &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.1XK 8, TVt o853 @ —
12.1XL &, T&Y/+ xE859 5 @ —




12.1XM &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)

12.1XN &, TaY/+ xE859 3 @ —

12.1X0O 6, T/ e85 3 @ —

12.1XP &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)

12.1XQ &, TaY/c-aeE85€p,3,5(e €S Q3@ ®I; ®RfI@ 12.3)

12.1XR &, T8/t x£859 5 @ —

12.1XS 8, T8VtacE§a€),3,5(re€a" 9 IO PRI, P2fi@Q 12.3)

12.1XT 12.1(3)XT24, "8, S&%o @ 3@ ®EF a3, 49«3 &, Ta%+2€83 9 ES€,5,55€€12.1(3)XT2:
12.1XU e, Ta/aaeL85Q 3 @ —

12.1XV 12.1(5)X V14,5, S8%. 9 3@ ®afaf 5143, 3@ «3@ &,18%+2€83 9 E5€,5,53€€12.1(5)XV1
12.1XW &, T&Yto85€p,3,5(cee€d” QAP ®3; P2LIQ 12.3)

12.1XX &, T8Y/co£85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)

12.1XY &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)

12.1XZ &, T8Y/c-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)

12.1YA &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)




12.1YB &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1YC &, TaY/+ xE859 3 @ —
12.1YD &, T8Y/-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1YE 12.1(5)YE14,"8, S%o @ 3@ ®3F551%3, 59«3 &,1a%+2€859 E3€,5,55€912.1(5)YE1:
12.1YF &, T8/t o855 @—
12.1YG &, T8/t x£859 5 @ —
12.1YH 8, T&/caL85e°a @ —
12.1Y1 &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1YJ e, Ta/aaeL85Q 3 @ —

Affected

12.2-Based

Releases
12.2 &, T8Ycot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.2B &, T8V 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.4)
12.2BC &, T8/t o855 @ —
12.2BW &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)




12.2BY &, T8/ +aeE85€),3,5(ee€ QIO ®3; ®RL5 @ 12.4)
12.2BZ 8, 1&/c-ceE859°3 @ —

12.2CX 8, T8/t aec8a9° 3 @ —

12.2CY e, Ta/aeL839°a @—

12.2CZ 8, T&/aaL83e°a @ —

12.2DA e, Ta/aL83e 3 @—

12.2DD 8, T8VtacE§a€),3,5(re€a" QIO PRI, PrfiQ 12.4)
12.2DX &, T8/ +aeE85€),3,5(cee€d QIO ®3; ®RL5 @ 12.4)
12.2EU e, Ta/aeL839 3 @—

12.2EW 8, ta/cec859° 3 @ —

12.2EWA e, Ta/aeL839 3 @—

12.2EX 12.2(20)EX &, "4 S&%0 @ 3@ ®af 3513, 49 «3€ &, 181+2€859 E5€,5,55€€12.2(20)EX:
12.2EY 8, 1&/cceE 859 3 @ —

12.2EZ 8, t8/ataec8a9° 3 @ —

12.2FX e, Ta/aeL83e°a @ —




12.2FY 8, TaVa- L8595 @ —

12.2FZ &, T8/ o859 3 @ —

12.21XA & 18Yra£85€p,3,55€, TACG 9 «3953- 939,303, 9369°30 €3

$
®
S

v

12.2I1XB &, TaYtot85€p,3,53€, TACI 9«3 953 93,5973, 903650 030 36°30,

12.21XC &, 1aV/c-aec85€,3,53€, TACG @ «3953- 959,303, 9360>30 939 36°39,

12.2IXD &, T8Ytot85€p,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°30,

12.2IXE 8, T&/taeE85€p,3,55€, 1 2.2IXFa@®ar»»e, @3 @®afafaf1a, a@«c8»ejE
12.2JA 8, 1&/ - eE 859 3 @ —
12.2K e, Ta/aeL839 3 @—
12.2MB 8, ta/cec859° 3 @ —
12.2MC 12.2(15)MC2h
12.2S 12.2(25)S15
12.2(28)SB10
12.2SB 12.2(31)SB9

12.2(33)SBiv4 20084 35606 31ee—YA@ «&...¥ae %o 3 @ &FV5i%4%o

12.2SBC 8, 1a/ataeE81V/512.2SB5@p Se e €d” @3 @ «a;, ®2L£3€,20083" 3200 " 31— Y3 € «A... ¥ %0<A @




12.2SCA 8, t8/taec889 3 @ —
12.2SE 8, T&/to£859°3 @ —
12.2SEA 8, T8/t aec8a9° 3 @ —
12.2SEB e, Ta/aeL839°a @—
12.2SEC &, T8/t o839 3 @ —
12.2SED e, Ta/aL83e 3 @—
12.2SEE 6, T8/t o839 3 @ —
12.2SEF 8, ta/ec859 3 @ —
12.2SEG e, Ta/aeL839 3 @—
12.2SG 12.2(44)SG

12.2SGA 8, t8/taec859° 3 @ —
12.2SL 8, T&/to£859°3 @ —
12.2SM 8, t8/taec889° 3 @ —
12.2SO e, Ta/aaeL83e°a @—
12.2SRA 12.2(33)SRA6




12.2SRB 12.2(33)SRB3i4 20088 4a0s 7Toe—¥a@p «3... ¥ %03 €@ fV5i%%o
12.2SRC &, TaY/+ xE859 3 @ —
12.2SU &, T8Y-o£85€p,3,5(cee€8" Q3P P3; PRFIQ 12.4)
12.2SV 12.2(298)SV 14, "4, S8%. @ 3 @ ®af a5 143, a@«3 @ &, T8%+2€839 E3€,3,55€€12.2(29a)
12.2SVA &, T8/t o855 @—
12.2SVC &, T8/t x£859 5 @ —
12.2SVD &, T8/t o855 @ —
12.2SW 12.2(25)SW103, "8, S%o @ 3@ ®aF55143, 59«3 &, Ta%+e€859 F3€,5,55€912.2(25)!
12.2SX &, T&V/c-ae£85€,3,5(e €S @ 3@ ®E; ®ef 5@ 12.25XF)
12.2SXA &, T8Yco£85€p,3,5(cee€8" Q3P ®3; PReLIQ 12.2SXF)
12.2SXB &, T&V/c-aeE85€,3,5(e €S @ 3@ ®E; ®ef 5@ 12.25XF)
12.2SXD &, Ta/+ae£85€),3,5(ce0e€3" @39 ®a; PRf € 12.25XF)
12.2SXE &, T8t 85€p,3,5(cee€8” Q3P ®3; PeLIQ 12.25XF)
12.2(18)SXF12
12.2SXF

12.2(18)SXF12a




12.2SXH

12.2(33)SXH1

12.2SY &, TaY/c-aeE85€,3,5(e €S Q3@ ®A; ®eEf 5@ 12.25XF)
12.2S87 &, T8t 85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.29)
12.2T &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.2TPC 12.2(8)TPC10d

12.2UZ &, TaY/+ xE85@ 3 @ —

12.2XA &, T8Ycot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.2XB &, T8Vt 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.2XC &, T8Y-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.4)
12.2XD &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)
12.2XE 8, T&/aaL83e°a @ —

12.2XF &, T8/t x£859 5 @ —

12.2XG 8, T8VtaeE§a€p,3,5(re€a" QIO PRI, PRfi@Q 12.3)
12.2XH &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.3)




12.2XI 8, T&Y/at o853 @ —

12.2XJ &, T8t 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.2XK &, T8Y/-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.2XL &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)
12.2XM &, TaY/c-aeE85€p,3,5(e €S Q3@ ®I; ®RfI@ 12.3)
12.2XN 12.2(33)XN1

12.2X0 &, T8/t o853 @ —

12.2XQ &, T8Vt §5€p,3,5(cee€d” QAP ®3; P2LIQ 12.3)
12.2XR 8, T&Yst o853 @ —

12.2XS &, TaY/+ xE85P 3 @ —

12.2XT &, T8Y/ot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.2XU &, T8V 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.2XV &, T8Y/c-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.2XW &, TaYtot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.2YA 12.2(4)Y A83, "5, S%. 9 3@ ®afaf 5143, 49«3 &, 1%+ 2€83 @ E5€,5,53€612.2(4)YA8




12.2YB &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.2YC &, T8t 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.2YD &, T8Y-o£85€p,3,5(cee€8" Q3P P3; PRFIQ 12.4)
12.2YE &, T8Yot§5€p,3,5(cee€8" Q3P ®3; PRLIQ 12.29)
12.2YF &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.2YG &, T8/t o855 @ —

12.2YH &, T8YoL85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.2YJ 12.2(8)Y J15,°8, S&%o @ 3@ @A 35143, 3@ «3@ &, 181+ €839 E2€,3,53€912.2(8)Y)14;
12.2YK 8, T&Yst o853 @ —

12.2YL &, T&Ytot85€p,3,5(cee€d” Q3P ®I; PRLIQ 12.4)
12.2YM &, T8Yot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.4)
12.2YN &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.4)
12.2Y0 &, T8Y/c-o£85€p,3,5(ce0e€8" Q3P ®3; PReLIQ 12.25XF)
12.2YP &, T8/t x£859 5 @ —




12.2YQ 8, Ta/t E859 3 @ —

12.2YR &, TaY/+ xE859 3 @ —

12.2YS &, Ta/t E859 3 @ —

12.2YT &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)

12.2YU &, TaY/c-aeE85€p,3,5(e €S Q3P ®I; ®REI @ 12.4)

12.2YV 12.2(11)Y V14,8, S&%e@ 3@ ®aF 545143, 4«39 &,13%+e€85€ E3€,3,55€€12.2(11)Y)
12.2YW 8, T8VtacE§a€),3,5(re€a" QIO PRI, PrfiQ 12.4)

12.2Y X &, T8Ytot85€p,3,5(cee€8" Q3P ®I; PREIQ 12.4)

12.2YY &, T&Yto85€p,3,5(cee€d” QAP ®3; PRLIQ 12.4)

12.2YZ &, TaV/c-aeE85€,3,5(ce €S Q3@ B®3; Pefi€ 12.29)

12.2ZA &, Ta/+ae£85€),3,5(ce0e€3" Q3O ®a; PRef € 12.25XF)

12.27B &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.4)

12.22C &, T8/t xE859 3 @ —

12.27ZD &, Ta/+ae£85€),3,55€, TACG 9«5 953 939,39 73,9330 050 56°36,




12.2ZE &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.27F &, T8t §5€p,3,5(cee€8” QAP ®3; PRLIQ 12.4)
12.22G &, Ta/t E859 3 @ —
12.27H 12.2(13)ZH64, "8, S&%. @ 3 @ ®3F 351143, 4«39 &,13%+e€85€ E2€,3,55€€12.2(13)Z!
12.27) &, TaY/c-aeE85€p,3,5(e €S Q3P ®I; ®REI @ 12.4)
12.27L &, T&Yto85€p,3,5(cee€8” QAP ®3; PRLIQ 12.4)
12.2ZP 8, T&Y/+o£859° 3@ —
12.2ZU &, &Y/ c-aeE85€p,3,5(e €S @ 3@ ®E; ®ef 5@ 12.25XH)
12.22Y 12.2(18)ZY 2

Affected

12.3-Based

Releases
12.3 12.3(24)
12.3B &, TaV/c-aeE85€p,3,5(e €S Q3P ®E; PRfI @ 12.4)
12.3BC &, T8/t x£859 5 @ —
12.3BW &, T&Ytot§5€p,3,5(cee€d" QAP ®I; PRLIQ 12.4)




12.3EU &, T&Y/+x£859 5 @ —

12.3JA &, TaY/+ xE859 3 @ —

12.3JEA &, T&Y/ L8593 @ —

12.3JEB &, Ta/+aE55€°3 @ —

12.3JEC &, &Y/t a£859 3 @ —

12.3JK 12.3(8)JK 15,8, S%o @ 3 @ ®EF A 143, 4@ «3 @ 8,181+ e€839 ES€,5,55€€12.3(8)K14,
12.3]L &, T&Y/ra£85€ 3 @ —

12.3JX 8, T&Y/at o853 @ —

12.3T &, T&Yto85€p,3,5(cee€d” QAP ®3; PRLIQ 12.4)

12.3TPC &, Ta/+aeE85€°3 @ —

12.3VA &, T&Ytot§5€p,3,55€, TACI 9«3 953 93,5973, 9036°50 030 36°30,
12.3XA 12.3(2)X A7iV4" 20088 3a006 31ee—Ya@p «&... ¥ae %o 3 @ &f%4i%h%o

12.3XB &, T8V 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.4)

12.3XC 12.3(2)XC5




12.3XD 8, T8/c+oE83€,3,5(e €8 @3 Q®A; BRfI @ 12.4)

12.3XE 12.3(2)X E6iY4 20088 30008 31ae—Ya@p «d... Yo %3 € ef15i%%0
12.3XF &, T8/c+oE88€,3,5(ee€8" 93O ®A; BefI @ 12.4)

12.3XG 8, T8/t oES3E @ 12.3Y GA@ 83" @3, ®rLF€ 920083 620" 16— ¥ 3@ «A.. ¥R %o 3 € &fs
12.3XH 8, T8VtacE§5€),3,5(re€a" 91O PRI, PRfIQ 12.4)

12.3X1 12.3(7)X 1 1114 20088 9ae0s 185—¥5€p «3...¥e %o d € &F V4i%%o
12.3XJ &, T8/c+oE85€),3,5(e €8 939 ®E; ®ef3@ 12.3YX)
12.3XK &, T8/c+oE88€,3,5(e €8 93O ®A; RefI @ 12.4)

12.3XQ 8, T8/c+oE83€,3,5(e €8 @3 Q®A; BRfI @ 12.4)

12.3XR 12.3(7)X R8iY4" 20085 3ae08 31ae— YA€ «3... Y %o d @ ef4ivh%o
12.3XS 8, 18V taL85@ 5@ —

12.3XU 8, T8/t oE88€),3,5(e €8 93O ®E; ®efI @ 12.4T)

12.3XW 8, T8/t oE8a€p,3,5(e €8 93O ®i; ®efIQ 12.3YX)




12.3XY 8, T&Y/at o853 @ —

12.3YA &, TaY/+ xE859 3 @ —

12.3YD 8, TVt o853 @ —

12.3YF &, T8Vt 85€p,3,5(cee€8" Q3P ®3; P2LIQ 12.3YX)
12.3YG 12.3(8)Y G7iV4+" 20088 6206 16e—Ya@p «&... ¥ae %o 3 @ &f%i%h%o
12.3YH &, T8/ +aeE85€),3,5(cee€3" @A Q®3; PRLFQ 12.4T)

12.3YI &, T8Yot§5€p,3,5(cee€8" Q3P ®3; PrEIQ 12.4T)

12.3YJ &, T&Ytot§5€p,3,5(cee€d” QAP ®3; PRLIQ 12.4T)

12.3YK &, T8Yot85€p,3,5(cee€8” Q3P ®3; PRrEIQ 12.4T)

12.3YM 12.3(14)YM12

12.3YQ &, TaYtot85€p,3,5(cee€8” QAP ®I; PRLIQ 12.4T)

12.3YS 12.3(11)Y S3iY4"200881 3e006 31ae—¥a€p «&...¥ae %o 3 @ &f%i%h%o
12.3YT &, Ta/+aeE85€),3,5(ee€3" Qa9 ®a; PREF @ 12.4T)

12.3YU 8, T8Vt aeE85€),3,53€ @ Rre€ QIO PRI, P2FIQ 12.4XB




12.3Y X 12.3(14)Y X11
12.3YZ 12.3(11)YZ3
Affected
12.4-Based
Releases
12.4(10c)
12.4(13e)
12.4(16b)
12.4
12.4(17)
12.4(3h)
12.4(8d)
12.4JA 8, T8Vt a£85@° 5@ —
12.4K 8, T&Y/+a£85@°5 @ —
12.4IMA 8, T8/ +a£85@° 5@ —
12.4IMB e, TaV L8595 @ —
12.4IMC 8, 1&V/+oec85@ 23 @ —
12.4IX 8, T8V +a£85@°5 @ —
12.4AMD 8, &V +oeE85@23 @ —




12.4MR 8, T&Y/at o853 @ —

12.4SW &, T&Ytot85€p,3,553€, TACI 9«3 953 936,59 °3,9036°50 030 56°30,
12.4(15)T2

12.4T 12.4(6)T10
12.4(9)T7

12.4XA &, TaV/ctaeE85€p,3,5(e €S Q3@ ®3; ®ef i€ 12.4T)

12.4XB 12.4(2)XB6

12.4XC &, T8/tae£85€),3,55€, TACG 9«5 953: 959,393,030 930 56°36,
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