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<#root>
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show versi on

Cisco IOS Software, 7200 Software (C7200-IK9S-M), Version 12.3(14)T1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
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<#root>

Router#

show i p sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 @ --any-- 5060 © ©0 211 @
17 0.0.0.0 @ 192.168.100.2 67 © 0 2211 0
17 0.0.0.0 @ 192.168.100.2 2517 © © 11 0
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<#root>

Router#

show tcp brief al

TCB Local Address Foreign Address (state)
2051E680 *.5060 * * LISTEN
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<#root>
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show running config



voice-port 1/1/1
!

mgcp
!

dial-peer voice 1 pots
service mgcpapp
port 1/1/1

509%3OVIe

<#root>

Router#

show running config

controller T1 1/1

framing sf

linecode ami

pri-group timeslots 1-24 service mgcp
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<#root>
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show running config

controller T1 1/1

framing sf

linecode ami

ds@-group @ timeslots 1-24 type none service mgcp
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C542 001 @1 None IDLE 1idle 0 01/1/0 NA 0 598/607
C542 002 @1 None IDLE 1idle 0 01/1/1 NA 0 591/588
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» CSCsd81407iV.8Router crash on receiving abnormal MGCP
messagesiVa ¢ ™x»&E2af 1afaa, 18°, ¢" 1Y4%o

H.323 &, -8, °af SAf24[34, °6-CEELa@®e,, Talatae€s

H.323 5@ 3€@IP

a,/a%c' a@™a «afeasrfafas 3fhd, 3@83@®afraf«af@afiafta £3,C6€55,i3€ 4, -a,°5fSaf255%3,° 5@«
International Telecommunications Unioni% ITUi%4%03<83'S3€ 83 @™3€,

A QRLIOENCIUOIO® H.323


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf11855
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCeb21064
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse40276
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse68355
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf30058
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf30058
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsb24007
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsb24007
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsc60249
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf08998
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf08998
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsd81407
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsd81407
https://sec.cloudapps.cisco.comRPF/register/register.do

afa,xaffaf a ' a@—asia@™a 3@ a€@e,tanta@aftaf@a na,'a@Ea, afOaffa, -af¥a@™a 2@ efrza
Cisco Bug ID d@«é " "¢;°a€+3,E3@ | 3€,@a@™aE,
+ CSCsi60004i%8H323 Proxy Unregistration from Gatekeeperivs ¢™»&@2af |afVaa, 18°, ¢ /%o

e CSCsg70474iv.810S FW with h323 inspect crashes when malformed H.323 packets
receivediVa c™x»&2af 1afvad, 18°, ¢" 1Yd%bo

Afo5, CAf A, (A, vAf e 0eEPaF—aFas 3,35f«6-CEEL3 @R, TaVat €S

RTP

5O FE€Q HeO+IKCAVPIO®F A UAFIE £33, 35 515,259 5@ OIEQAFE, Cafd, ;3 n3f 3O55Q®AS
4 @XLI98Y:¢31%93O® RTP

5F3,235f3F 8,89 —4,/30™3, 39 FEQL, Ta%taQEF1aFQE 08, 5@ ES, AFOIFFA, AN¥EO™E, 3@ efsa
Cisco Bug ID 3«2 "8;°5€+3,E5€ | 56,30 %IQ™3E,

+ CSCse68138iY4sIssue in handling specific packetsin VOIP RTP LibiVa" ¢™x»&@2af \af vad, 18°, ¢ /%o
» CSCse05642iY.81/0 memory corruption crash on a routeriya’¢™»@@2af |afvaa, 12°, ¢" %o

Afed, |Aff4, 3, 180 —a:;aQ®8, tavste€s

80856 @39, 35, 23f a5 8, 4@ —4,i5Q™3 GO 3E€QL, 1aLa QA1 @5 03, 50 ES, 3FOFF3, 3f¥5Q
Cisco Bug ID 5@«& " "8;°5€+3,E3Q | 5€,39%IQ™3E,

» CSCej205051v8Router hangs with overly large packetivs c™»&@2af |af Vad, 18°, ¢ /%o
DIEQP G-
3© 3@ ®3f%03,3f¥afiafaf 34 88% - 7393, E3Q 5,3, T81teE83Q«d %IGP™E D76 -3€ 3
5,7 affa, 3€«a,Cafaf@a, af—af1af3,£35°3,°8 %c-3,6QOC" 3QO™35,3;..8 | QIO T3€,5,559%3Q™3
af—afaf s af«a@ a€—ae | UDP
FQEEYC" 39+3,F3, 3@ &f1x€839Fi9,53QY3,QI€QIQ"IQOB®S 33T 3@ 4;..6 "3@8IQ™IE,

Cisco Unified Communications Manager
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aftaf@a,0a,"aQ@®EE€33, acalred@«d;...0 | @IQPTIQ3Q,d 3O 3@ I€QEO’aN"a@™3,«af—afaf 3,
SIP

afa,xaffafa’at| c@tio—3939,3, 59 139«39™3, 39«39 Q3O ®3 33735 %0d, a®VYE|E:

<#root>

Router(config)#

si p-ua
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Router(config-sip-ua)#
no transport udp
Router(config-sip-ua)#
no transport tcp
Router(config-sip-ua)#

end

&8 1Y/ AM GCPA, 3af vaf «a@%a@Ya€ H.3233°3f%af«3, a8t | c@1a9—3@ | 3€,3,af1af@a8,03,' 3@« 54

Infrastructure Access Control ListiVZiACL; & 0df34f+af03,af af0a, af @afE a,¢a, a,»a,"
a,affaf afafadsf« afa,'asf 1%ua%o
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3f—3fO3,”af15,£3,'5€ "Ef5€ 3,%03, E3Q | 5€53,53€ 93O "3 "5Q3IOB%0' 4R35 Q®, Taat €83
3,»3,4f¥3f 415, £3 3@ ®é2®Y(3,5€%3»"3S 20Yef1iQ 39 —3@ | eEfe.. ®IQ9™E, 4.0 | QIOCE
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Cisco 10S 4@ E¢ haf@a@™a «aftaf@a,na,'a@®3,¢ca, 3,»4," 4f°3,'af 3@ ®av<ihs

l-- Permt SIP, MECP, H 323 and RTP services fromtrusted hosts destined
l-- to infrastructure addresses.

access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 5060

access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 5061

access-list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 5060

access-1list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 5061

access-1list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 2427

access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 1720

access-list 150 permit tcp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 11720

access-list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
eq 2517

access-list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
range 16384 32767

1-- Deny SIP, M3CP, H. 323 and RTP packets fromall other sources destined



I-- to infrastructure addresses.

access-list 150 deny tcp any INFRASTRUCTURE_ADDRESSES MASK eq 5060
access-list 150 deny tcp any INFRASTRUCTURE_ADDRESSES MASK eq 5061
access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 5060
access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 5061
access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 2427
access-list 150 deny tcp any INFRASTRUCTURE_ADDRESSES MASK eq 1720
access-list 150 deny tcp any INFRASTRUCTURE_ADDRESSES MASK eq 11720
access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 2517
access-list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK
range 16384 32767

l-- Permt all other traffic to transit the device

access-list 150 permit ip any any
interface serial 2/0
ip access-group 150 in

af>af & caf afSafv.af afv&EZProtecting Your Core: Infrastructure Protection Access Control
Lits3@ 3@ 83@ a€@a,0afaf-af03,'af af0a, af@afca; €¢-3,¢a, 3,»3,'3f%3,"af 3@ ®3&,-8,23f%03fO?

8,°8fAf AfAfyAf« Af—Aaf-afVAf: Af @aFa, 358,

Control Plane Policingi¥a CoPP; & 3af3af af af Vaaf « af —af ~af vaf3

af @afea, afa, ih%od,'av:¢" " a@™a,«a@ G€@QSIPIVTCP 5€53,"3€° UDP af@afuaf” 5060
3953,"3€° 50611%%03€@MGCPi% " UDP af@afuaf” 24271%%03€@H.323i% TCP af@afuaf”

1720 3@~ 11720 5€53,"3€> UDP af@afaf” 2517i%%05€@3€53," 36> RTPi%"UDP

af@asuas” 16384 iY»z
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12.0S5€€12.2SX3€12.253€€ 12.3Ta€@ 12.43€@3953,"39°> 12.4T 5 €€ CoPP
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FQES6 hIP8IQ©35,3H3,3f 39«39%3,S5QNIO™I€, Q" IORIWIQP FEQIFOIFFAf af af1d, d
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1-- Deny SIP, MCP, H 323 and RTP traffic fromtrusted hosts to al
1-- | P addresses configured on all interfaces of the affected device
l-- sothat it will be allowed by the CoPP feature


http://www.cisco.com/warp/public/707/iacl.html

access-list 111 deny tcp host 192.168.100.1 any eq 5060
access-list 111 deny tcp host 192.168.100.1 any eq 5061
access-1list 111 deny udp host 192.168.100.1 any eq 5060
access-list 111 deny udp host 192.168.100.1 any eq 5061
access-list 111 deny udp host 192.168.100.1 any eq 2427
access-list 111 deny tcp host 192.168.100.1 any eq 1720
access-list 111 deny tcp host 192.168.100.1 any eq 11720
access-list 111 deny udp host 192.168.100.1 any eq 2517
access-list 111 deny udp host 192.168.100.1 any range 16384 32767

l-- Permt all other SIP, M3CP, H 323 and RTP traffic sent to al
1-- | P addresses configured on all interfaces of the affected device
l-- sothat it will be policed and dropped by the CoPP feature

access-list 111 permit tcp any any eq 5060
access-list 111 permit tcp any any eq 5061
access-list 111 permit udp any any eq 5060
access-list 111 permit udp any any eq 5061
access-list 111 permit udp any any eq 2427
access-list 111 permit tcp any any eq 1720
access-list 111 permit tcp any any eq 11720
access-list 111 permit udp any any eq 2517
access-list 111 permit udp any any range 16384 32767

l-- Permt (Police or Drop)/Deny (Allow) all other Layer 3 and Layer 4
l-- traffic in accordance with existing security policies and

1-- configurations for traffic that is authorized to be sent

l-- to infrastructure devices

l-- Create a Class-Map for traffic to be policed by
1-- the CoPP feature

class-map match-all drop-voice-class
match access-group 111

l-- Create a Policy-Map that will be applied to the
1-- Control -Plane of the device

policy-map drop-voice-traffic
class drop-voice-class
drop

1-- Apply the Policy-Map to the Control-Plane of the
1-- device.

control-plane
service-policy input drop-voice-traffic

4 S3@® CoPP
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map drop eOYefL3@®a+éY: 3, 89— 39433, 3k,



Cisco 10S &f &f -4, 0afe 12.2S 56 53,"36° 12.0S
39839 3€QIfQafE, afhafaffaf—3@Pre-13QEC°I9%3, 39 39 GO« *, 9IP—i® 56

policy-map drop-voice-traffic
class drop-voice-class
police 32000 1500 1500 conform-action drop exceed-action drop
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CUCM 6.0 6.0(1a) http://www.cisco.com/pcgi-bin/tablebuild.pl/callmgr-60
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» CSCsi80749i%8Crash while processing malformed SIP packet

» CSCsi80102i%sSCUCM - Crash while processing malformed SIP packet

» CSCeh21064iY45Crash while processing malformed SIP packet

» CSCse402761%/4SRouter crashed by malformed SIP message

» CSCse683551/SRouter crashed by malformed SIP packet

» CSCsf300581.SMemory leak when processing malformed SIP message

» CSCsf089981v.8M GCP stop responding after receiving malformed packet

» CSCsd81407iYsSRouter crash on receiving abnormal M GCP messages

o CSCsg704741%/810S FW with h323 inspect crashes when malformed H.323 packets received
» CSCse68138i%/48lssue in handling specific packetsin VOIP RTP Lib
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» CSCsf11855i%45Crash while processing malformed SIP packet

» CSCsh24007iSMemory corruption and unexpected reload on receiving a SIP packet
» CSCsc602491%/8Crash while processing malformed SIP packet

» CSCsi600041v8H323 Proxy Unregistration from Gatekeeper

» CSCse056421%/481/0 memory corruption crash on arouter

» CSCegj20505i%s5Router hangs with overly large packet
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