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1-- Permit all IPv6 Routing Header Type O (Source Route) packets
1-- sent to any | Pv6 address configured on interfaces of the
1-- affected device or IPv6 link-1ocal addresses. This traffic

'-- will be policed and dropped by the CoPP feature
!

ipv6 access-1ist DENY-IPv6-RHO@
permit ipv6 any any routing-type 0

l-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l-- traffic in accordance with existing security policies and

I-- configurations for traffic that is authorized to be sent

l-- to infrastructure devices

l-- Create a Class-Map for traffic to be policed by the CoPP feature

class-map match-all drop-IPv6-RH@-class
match access-group name DENY-IPv6-RHO@

!
l-- Create a Policy-Map that will be applied to the Control - Pl ane of
1-- the device.

policy-map drop-IPv6-RHO-traffic
class drop-IPv6-RH@-class
drop

!
1-- Apply the Policy-Map to the Control-Plane of the device

control-plane
service-policy input drop-IPv6-RHO-traffic
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<#root>

Router(config)#

i pv6 access-list deny-sourcerouted
Router(config-ipv6-acl)#

deny ipv6 any

routing
Router(config-ipv6-acl)#

deny ipv6 any

routing
Router(config-ipv6-acl)#

permit ipv6é any any

Router(config-ipv6-acl)#
exit

Router(config)#
interface EthernetO
Router(config-if)#

ipve traffic-filter deny-sourcerouted in

8 SE@®a3%4<3@® <myaddressX> 3@ IPv6 3,¢af%0af-3,'a€83€™3a€,2001:DB8:900D::1/64


http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html

3@ 1Q"3O®3, 39133, Caf%0af-3,'d@®a €334 3 Q98I ™EEACL

iQ A€QIOMIO'3O  3O®A,naSfE,;af1haf5,85,78,'4@«d %hIG—3@ | QO 35, EI€QE ARG
IPV6 &,Caf%03f-3,'3,'8€«5,"483€,3,<4;...8 | Q3O E36,3,539%IQ™3E,1
d@ra@®3,nafa,af1af-a,83,n3,'d@«entr°3@® IPv6

3,C3f%0af-3,'a@Ee AR5 3, EiQ | 89,3,<d 3@ 3@ €QIO™IQ'3Q|3OBI,Caf%0af-3,'a,

ACL

3983,«AfQAfhAQP™A, ;.0 QIQEF9,5550%IQO™I€,39"5,EiQ«EQ 3€93€,5,03F%,;5f%Ef5,8
a3,Caf%oaf-a,'a@ "afeasfta, afaf1aad,«af« a,af%oaf-3,'a @ EI@«a @343, E3QIQ™AE,

AO™MIQP'3Q | 3O® IPV6 3,Caf%0af-3,"'3,8"—eE™MIQP ™I A»£3, €3,53 @ «aE@deny ipv6 any

any routing

a,'aftafaf afiafasa,’al ¢’ dQ™a i a9 3,393 Q@ QIQNIQP™MIEIQ TORR-"23]5,31 (" i@
é@@éT...é®1éé_g%ééﬁQ«éQaé,géO%éQT""50CEé€0§f«§f%éﬁé,£é.f3§,° af~affar€asls 0
5053,50°2 5,/ €30™30'30 | 59®AF 3f0aFE, 3ffaf IPV6

afafoaf-a,£affa, a,af-a,£af«3,;af2af’a,°3€+3, Ea@%HIQ™MAE, e AR5+ 3,3 | 5€,3,«3O™IQ'3O
IPV6 3,¢3f%03f-3,'3,/8"—aeEMIQ—3@Ya 4@ 3€Qaf af0afs, affaf

3f afOaf-3,£3ffa, 3@ a%+éY:3, 89 —3€'39%3€>3,"3€,59"39PRIQ"3Q 1@ I€QIQ"a9®3,¢af%o

B°aQ—a9,3,°3f23F385%o0 ipv6 source-route 5@ EF€QI0S af2af2af1aa," 12.2(15)T
A»¥EMPI988°73. Y393, F3Q | 59,50 %IQO™IE,IQ TO®AE Af75 5 %03, 6 QOC" FQ™I QP FEP:
0 af«afhafta,£af?a,° af affaf€asna, a€«3,€3@™i@'a@ | 3O ® IPV6

3f8,+3ffaf 3@ Ed»fef, 363, EiQ%IO™L IOYIO 3O 3Q°IEQIPVE
a®>a..."3,¢af%o0af-3,'3€@ d€@aftaf@a nd,'d@«e aR33Q 3, i@ 3,3 2, 93Q® IPV6
3,Caf%03f-3,'a@ "3,€61 3@ —3@3%AQ™1%03€,3Q"3Q®3E,2af2aF %08 @ AEQ@ASf afOaSfa, affaf”

af"afoaf-a,£affa, d@«3€@ éQOC  3@+3,EaQAIQ3,"3€ 6 ARIA%A, 2-jd @« QP—I@PHIQ™E,

<#root>
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<#root>

Router(config)#
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<#root>

Router(config)#

i pv6 access-1list deny-sourcerouted
Router(config-ipv6-acl)#

deny ipv6 any
routing-type O

Router(config-ipv6-acl)#

permt ipv6 any any

Router(config)#



interface EthernetO
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<#froot>
Router-IOS_XR#
configure term na

Router-IOS_XR(config)#

i pv6 access-list deny-ipv6-typeO-rh

Router-IOS_XR(config-ipv6-acl)#

deny i pv6 any host 2001: 0DB8:12::3 routing

Router-IOS_XR(config-ipv6-acl)#

permt ipv6 any any
Router-IOS_XR(config-ipv6-acl)#

exit

Router-IOS_XR(config)#

interface G gabitEthernet 0/0/0/1
Router-IOS_XR(config-if)#

i pv6 access-group deny-ipv6-typeO-rh ingress

Router-IOS_XR(config-if)#
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