BSZ7477 )OIk

T RINA 1 —ID : cisco-sa-20070522- CVE-2006-
' crypto 3894
ngh #/3E 8 : 2007-05-22 13:00
/N—>32 2.0: Final
CVSSAY)y :7.8
[B38 % : No Workarounds available
Cisco /N7 ID : CSCsd85587

BAZEICLDBEHIFE. RFCLDIEXDILXSBRTHY), RERXENETH
ROMEN H2BEICEF. REBREXHNIEBELET,

BE

Z< D Cisco ERTHEAETSNTVWA Y —RN—F1HOBESATZUT, BEENRREEIE
Lk, COREEME, FIEFR D Abstract Syntax Notation One (ASN.1) A7 T U NN
NEEEIL, NUH—EhBDU8EMNIBYNET, CORBHEOHEL, BEICK>2>TE. BWE
AAERLER BT IVT—2a B OLTF ooy I)L (BWBRI—RBENADT—RELE )N
BLTE, CORBPUN NV —E B AEENF HYIET,

NS OIRBUENRYIERLERE NS &, HHMK& Denial-of-Service ( DoS; H—E RIER ) A"
ETRAEMNBYNET, EEL, ChSORBEICEI >TTF—XPT—EAOBBEMELEE

EUNBEDNBZIDPESHRETHEATT, ChSDOfEEMZEALTE, BSLEADIEHREKE

ENESITDERTERVEEASIET,

EEENDHIBEEZTATZ)IE, XD Cisco RmTHEAETNTVET,

+ Cisco I0S

+ Cisco IOS XR

« CiscOPIXBRTASAEF21UTA TTIA4ATA
+ Cisco Firewall Service Module ( FWSM )

+ Cisco Unified CallManager

C DORMEEIMICIE. CVE ID CVE-2006-3894 &IV H TSN TVWET, CDIESHEEANDXIE
Cisco DA TEBEINTHY ., XOABI—FT 1 ZX—RICL>TEHFENTVET,

- JPCERT/CC - JUNVU#754281 & L TEHF
« CPNI - NISCC-362917 & L TEHF
« CERT/CC - VU#754281 & L TEHF

AT, ZYTH2HEHAIC. COMBHYICRISTHIEEY JRNIVITEEHLTHBYET


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:W/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsd85587
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-3894
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-3894

o COMBHMEICKLTE, FELZENITHL-HOEBRNIFEELEFEA,

COT RINAHF U,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20070522-crypto TFHE N TWVWE T,

A COTRNAFDEEEIZ, BEIBZROT7 RNAHFUNFRNEENATVET, TOT R/NA
H1) Tk, CiscolOS ICHEZEAPRSREOHRBUENFHATIATVET, BEETD T R/NA
1) &, https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20070522-SSL TRHEENhTVET,

ZEEA
MessttE D & 2 Em
COMRBHICIE., ZHTEIN—ao—RN—F1EBESSATSVEERATZIINTOR

M. BrROESHEREZERAIZDENETITIVT—232FZHLET. XD Cisco Hmlc
FRBEAEENTVDRENBBENTVET,

» Cisco I0S

» Cisco I0S XR

* CiscOPIXBLUPASAEFIVT A PTTSAT VA (ZETRBDREFT7XU)—ADH )

+ Cisco Firewall Service Module (FWSM ) (&ZH T2 D 3.1(6) KWUBIDOU ) —AD dH,
23x) V—ARZILEEA)

» Cisco Unified CallManager

RICRITZVT—2a 7O ILFELERBEZEMICTIE, FINAM AR ZOMETHEHEIC
ZELET, WThA 12070 INFERFBEEZEMCITSZETT, FNA1 AKEZ DTS
HICRZYELET, COMBEICKHLEBEVRSICTIICE, RICRENATVWEZIXTOT T
=23y 7O INELEEBEZEDICTIHDEN HVET,

Cisco I0OS T&ZE 270K

Cisco IOS HRTEITENTVWBY I NIITZ2BEITDICEK,. FNAAICOT AL, show
version ANV RERITL T ATANT—ZRRLET, CiscolOSY 7 RTITR T
Internetwork Operating System Softwares FiIFEIZ TI0S, ERRENET, HIDRDIT
ICE. AYIOICBEEREAX—DFFRREN, TORIC/N—232 & CiscolOS U —AH
FHEET, TOMOD Cisco 7/V1 AIZIE show version AN RAGB WA, BB HAHHIR
ThET,

COMBEICKLETIDE. BE{L#EELY FZET CiscolOS A X—2NDHTT, BEILY
R—RZEBIOSAX—D%ZETLTVREHEIEF. CORBHEICEYLERA,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-crypto
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-crypto
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-SSL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-SSL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-SSL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-SSL
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070522-SSL

Cisco IOS #gEt Y FROMBRATIE, BHILHR—RNEEE 10S 41 X—2 OBEERBI T 7 «
—J)LRIZ TK8, £/lF "TKOy OXENANET,

RDBlIE, BELYR—REBCIOS A X—JZRITLTVBTFNS AL SOHEIBITT,

<f#froot>

Router>

show versi on

Cisco I0S Software, 7200 Software (C7200-IK9S-M), Version 12.3(14)T1l, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Thu 31-Mar-05 08:04 by yiyan

Haet Y REBIF (IK9S) IC TKIL AFBENTVWANT, COMEELY MNCRBESLYR—
RFEENTVBRZENFDHYET,

Cisco IOSU ) —ANWMBHEDFHMIIOWVWTIE, ROV I ESBLTLEEL,
http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/
products_white_paper09186a008018305e.shtml

CORSBHEICKITDIOS Y7 RTIT V)—ZAANBBL TWAHE, ROTORNILEE
FHEOVTIhA 1 DTERMCTSE, COMBHEICKILET,

Internet Security Association and Key Management Protocol ( ISAKMP )

—EB?D 10S 1) 'J—ATI&, Secure Socket Layer (SSL ) £€EZYTHUREMEN HY) E£T,
Threat Information Distribution Protocol ( TIDP )

Cisco 10S SIP Gateway Signaling Support Over TLS ( SIP-TLS )

Extensible Authentication Protocol-Transport Layer Security ( EAP-TLS )

OZ7ORINOPICEZLETIESSA TSV EFEALTVREDNEENDAREMEN B
DT, BADI0S V) —ANMBEA ESH ZHET 2 HE ERBEITER, BEFHKIOS U
—ADREZFANDZETT,

Internet Security Association and Key Management Protocol ( ISAKMP )

BBV Y 7 EBRNCRELTA Y 8—7 T/ AEATS L, 10S 7\ ANBHBCEY &
3. INTORIESE (D&Y, BHtEF—, TAE) FEULET.

BEDT/NA AT ISAKMP A"BRMCBE>TVWBAESH ERERET S IZIE. show crypto isakmp
policy AN RZANLET, ISAKMP A"BMICB 2> TVBRTF/NA RADHIZRIZRLET,

<f#froot>



Router#

show crypto i saknp policy

Global IKE policy
Protection suite of priority 1
<more output>

ROBIORSBHANRTRENIZBE, TOTNAATRE KEFBHICE>TLWEEA,

<#root>
Router#
show crypto i saknp policy

ISAKMP 1is turned off

Cisco I0S Tk, 2 DDOHEEEN" ISAKMP - IPSec # & U Group Domain of
Interpretation ( GDOI ) IZFEL TVER T, BIOHITR., ChSOBEDESSHFFEL TV
TEREEIET,

0S /N—23> 123Q2)T &YFDUU—ATR, IKEFF7AILNTEMICAE>TLD D,
I0S FINA AN IKE XY £—S 2B T3 -0 OEEREIHLES Y ELATLE,

Cisco I0OS M 12.2SXD /N—2 3> Tk, IKEAT7 )L NTEMICE >TVWET, IKELEZ
BERICEMICTSICEK, JO—/VILEEEIN > R no crypto isakmp enable Z AL E T,

I0S N—2 32 123QT(FTRTD 124 R—AN—V3AVEEL ) TIKE XY E—ThE%E
BMICTBICE, BERENDETT,

Secure Socket Layer (SSL)

CiscolOS V7 hIIT7D—8HD') ) —ATIk, SSLHEEOERZANETDLHIC, HESZ
AT ZVNERAENTVET, SSL (&, Hyper Text Transfer Protocol over SSL ( HTTPS ) %
EQTF7VTr—>aE7OR N EZRBEIZDLEHICEAETLET,

HTTPS l&. SSL 2 I3 AEMH O HAHE—O7ORIN TR EEAYN, HRELLHS
NTVBRENDTY, T/NA ATHTTPSHAREE N TVR A ESH 2L T B ICIE. show
running AN RZADLET, | include secure AN RZFERALET, HTTPS A ERIIC K
DTVBRTFNAADFZRIZRLET,

<f#froot>

router#



show running | include secure-server

ip http secure-server

Threat Information Distribution Protocol ( TIDP )

FINA ATTDIPABRICE2>TVBI A ESH ZHERT B IZIE. show running-config AN > R%&
AALUET, | include parameter-mapIN~ RZFEHALE T, TDIP FBXICE>TVWBD TN
1 ADHZRICRLET,

<#root>
router#
show running | include paraneter-nap

parameter-map type tms TMS_PAR

Cisco I0S SIP Gateway Signaling Support Over TLS ( SIP-TLS )

FINA ATSIP-TLSHAEBZICE>TVWBRI A ES A ZHEFRT D IZIE. show running-config 1<~/
RZEADLET, | include crypto signaling AN~ REFEAL ET, SIP-TLS ABZICHE 2T
WBTFNAADHZRIZRLET,

<#root>
router#
show running | include crypto signaling

crypto signaling default trustpoint userl

Extensible Authentication Protocol-Transport Layer Security ( EAP-TLS )

FINA ATEAP-TLSABRICE>2>TVWBIAESH ZTEFR TS ICE. show running-config AN~/
REAHDLET. | includexv, rZFEALET, EAP-TLS FEMICEZ > TVLBT/NL ADHI
ZXICRUET,

<#root>
Router#
show running | include nethod

method tls



Cisco IOS XR T 95701

CDEFHEMHICEZYE TS CiscolOSXRYTZRIIT VDU—ANBBLTVWRHEES, X070
JLNFEEEBEOWVTNA 1 DTEAMICTRDE, COMBHICKYELET,

* Internet Security Association and Key Management Protocol ( ISAKMP )

« —F®DI0S XR J1)—RA T, Secure Socket Layer (SSL ) £ T D AREMEN H V) £
L

e X217 2 T)L (SSH)

IOS XR Mi5E., MBUEOERCKILTEFNARALENITYVSI 19Dl AEL<, &S
IRIH—EAOKB VTV ILET, COMBPEFrRIVBELEBEREIZE, TN A2EKT
&<, REITBIY—EANEENZ DoS REICBEDARMEA BV KT,

Internet Security Association and Key Management Protocol ( ISAKMP )

FINA ATISAKMPA BRICBE2TWVWBAESH ZER TS ICIE. show running-config 1<~/
REABDULET, | include isakmp AN RZFEHALET, IKENFBMCHZE>TVWEFNSMA
OBIERIZRLET,

<f#froot>

Router#

show runni ng-config | include isaknp

crypto isakmp
crypto isakmp policy 1
crypto isakmp profile profile-a

Secure Socket Layer (SSL)

SSL (k. Hyper Text Transfer Protocol over SSL ( HTTPS ) X* Object Request Brokers ( ORB;
F7PIORNVOIAN7O—A)BEOTTIT—>a B7ON DN TRERBEEZT
SEOICERENhE T, FNAATSSLZHEATE Y —EANBHCE>TVRHESH &2
BIBICE, OO ROVTIhAZ A DL ET, show running-config | | include http
server ss1& =& show running-config | include xml agent corba ss1_1~ >/ ReFERALET, @
FOH—EANBMIBE>TVERTFNAADBZRIZALET,

<f#froot>

Router#

show runni ng-config | include http server ssli



http server ssl
Router#
show runni ng-config | include xm agent corba ssl

xml agent corba ssi

tF31F 2Tl (SSH)

SSH &, rsh, rlogin, rcp 7% & M Berkeley r-tools A4 —KDRDV) EB 2T LB HEETRMET
BPT7V5r—23>r8r7ORIILTY, Telnet TREFXROEY > IV ZITSHEEICHA
THEHAESNET, TNAATSSHNFBEMICEZ>TWVWBIHLESH ZHERT D IZIE. show running-
config AN RZADLET, | include ssh server AN REFEHALEFT, SSHAERICKE
DTVBRTFNAADFZRIZRLET,

<f#froot>

Router#
show runni ng-config | include ssh server

ssh server
ssh server rate-Timit 100

CiscoPIX BV ASAEF 1T 4 FITSATATZYETS 7O

COMRBMHICZYE TS CiscoPIXBRTASAYVTIRIIT VDU—ANBHEEBLTVBDES. &
O7ORINFELRFEEOVTIL 1 DTEEMICTRE, COMBHICEYLET,

e X217 2 T)L (SSH)
* Internet Security Association and Key Management Protocol ( ISAKMP )
» Secure Socket Layer (SSL)

tF31F 2Tl (SSH)

BEODT/NAATSSHAEMCBE2TVRIHAESH EEETSICIE, show running IXY > R
ZANDL, HOZBFBELET. ROBOLSBITHFEENDESE. SSHABMICH>TVE
E

<f#froot>

PIX#

show runni ng



ssh <host_IP_address> <host_netmask> <interface>

Internet Security Association and Key Management Protocol ( ISAKMP )

BEDT/NA AT ISAKMP A"BMICBE>TVWBAESH ZRER TSI, show running X
YREAHDL, HHZRERLET, ROBORSBITNFEENDIESE. ISAKMP FERICHE
2TLVET,

<f#froot>

PIX#

show runni ng

crypto isakmp policy 2
authentication rsa-sig

Secure Socket Layer (SSL)

SSL (. Hyper Text Transfer Protocol over SSL ( HTTPS ) X° Cisco Adaptive Security Device
Manager (ASDM ) £y 23> nEQF 7V r—23a 7O I EZRBEITDEHICEAE
nxXy,

BEOT/NAATSSLAEMIE >TVWRIAESH ZEEBTSIZI1E, show running IYX > R
ZABL, HHZBBELET. XROBOLSBITHFEENDBEEEF. SSLABMICE2>TVE
E

<f#froot>

PIX#

show runni ng

http server enable

Cisco Firewall Service Module ( FWSM ) T&ZZ 327 0ON3JJ

COMEMEICEZY TS CiscoFWSMY 7RI IT7 VU—ANEBLTWREE, xo7OK
OILFELEEBEEEBRICTDE, COMRBMEICEYELET,



* Internet Security Association and Key Management Protocol ( ISAKMP )
Internet Security Association and Key Management Protocol ( ISAKMP )

BEDT/NA AT ISAKMP A"BMICBE2>TVWBAESH ZRER TSI, show running X
YREAHDL, HHZRERLET, ROBORSBITNFEENDIESE. ISAKMP FERICHE
2TLVET,

<f#froot>

PIX#

show runni ng

isakmp enable <interface-name>

Cisco Unified CallManager T& 4927 O

Z DifEEEMIZE% 2 T B Cisco Unified CallManager V7 R T 7 U —ANBEL TVWRES
CROZTORINFELERBEOVTIA 1 DTEENICTIE, COMRBEICEKYLET,

» Certificate Authority Proxy Function ( CAPF )
» Cisco TAPI Service Provider ( Cisco Unified CallManager TSP )

Certificate Authority Proxy Function ( CAPF )

CAPF & Cisco CallManager £ EEIZBEBICA VAR —IENETH, 72 )LD TRHERD
I 2 TWET, Unified CallManager T CAPF A"BRICBE > TVWBRAESH ZHER TS ICIE
ROFIEERITLET,

« AT Y7 1: Cisco CallManager Administration T, Service > Service Parameter Zi&iR
LET,

c 4x VT RNIITHFBHEEAL TVWBEFEEE, Server ROV FEZIY UANRKRYTAL S,
NTVYS v F—=ER—AHP—NEZBRLET, 5x Y7 RNITITHFEBLTVDBEE
(&. Server ROV 7 HIY DANKRY VANS, RO/ —RZERLET,

« ATV 7 3:8Service RAY7THAI VAN KRY JAHN S, Cisco Certificate Authority
Proxy Function ¥ —E A Z&RL £ 7,

CAPF NS X—ZARRENDIFEEF. CAPF IV ATLLETHBELTVET,
Cisco TAPI Service Provider ( Cisco Unified CallManager TSP )

Cisco Unified CallManager TSP "4 AR =)L hTVB A ESH ZHFET D ICIE,



Windows ® 1> hO—J)L /XX )L ZB & ( Start > Control Panel ) . Add/Remove Programs %&
V)Y OULET, MCiscoUnity-CM TSP, A —EBICKRTENDHEER., ZATAICAVAN—
LENTVET,

feBtEEATLVAVW S EfEFEEh-REA

O AOARBIZEVT, COTRNAFUDOEEZZ TR ENORREETENTLVEEA,
BHEMICE, ROWMBES ICHBEZIALEVZEFHBALTLERT,

* Cisco IOS
- tF¥21F7 1)L (SSH)
- Secure Copy ( SCP)

+ Cisco Unified Call Manager
- Hyper Text Transfer Protocol over SSL ( HTTPS )

- Cisco Unified CallManager I&. Secure Survivable Remote Site
Telephony (SRST ) ZEAT A LD ICREETNET,
+ MeetingPlace Express & & U' MeetingPlace for Telepresence
» Cisco IP Communicator
+ ¥ X T O Cisco Unified IP Phone 7900 1) —X
» CIP TN3270 Server
« Cisco GSS 4400 ') —X Global Site Selector 7 7’5 AT > A
» Cisco CatOS

ChFINTZPBLEZEBVARNTRESY TR A,

A

ASN.1 [& ITU-T ( International Telecommunication Union - Telecommunication Standardization
Sector ) BETERENTHY, I>OA—F AV JEOTF—2BEBRBENRPATATVET,
COT RNAFUTHATNTVZMBERR., BEDT—XBEREETTEIREDOHKICEHET
2ENOTHY), RBEBKORBUETEH)EEA,

ASN.1 ZERAT2 77O ( =& A, Voice over IP X Simple Network Management
Protocol %& ) TH2TH, MBEBESA 7 SVICKREL TV AEWVWEERE, EZYLEHA,
DT RNAHFVE, 1 DORVA—DSEEENDIBEOESSA7ZVICEHR2REOEED
AL ET,

CDEFEMHEIF., XD Cisco HRICEELET,

« Cisco I0S:Cisco Bug ID CSCsd85587(E & 1—HEHEMA)ICRRBEETIhTVET,

+ Cisco 10S XR:Cisco Bug ID CSCsg41084(E & I1—HER)ICEHETNTVWET,

 Cisco PIX8 K UV'ASAtEF 1T 1 7754 F > A(Cisco Bug ID CSCse91999( B & 1—
5A))



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsd85587
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg41084
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCse91999
https://sec.cloudapps.cisco.comRPF/register/register.do

« Cisco Firewall Services Module(FWSM):Cisco Bug ID CSCsi97695(& &1 —HH ) ICREH
ThTVWET,
« Cisco Unified CallManager:Cisco Bug ID CSCsg44348(B & 1—HER)ICHAET N TVET

2] 38 R

CCTHATNTVIRBUEOREZZTBEVLSICTNARZREITIHE—DHEGE, ST
DY —ERAZEMCITDZETT, EEL, FNAADEBNBX DT T APRENI Chon
B—EACHKEFELTVRHE, ARREHEEA,

ZETDTNAAFREBRARNN T OELATERVKRSICTAHET, ChSDORESEHENEM
TNBAREMEI BV ET, XY ND—TRED Cisco DTF/NA AICERATEDEMOEMKIC D
WTE, SOT7 RNAHVIZBET S Cisco BERAXSRIER

( https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-
amb-20070522-crypto ) ZS L T & L\,

O kA=) 7L—> RV 2T (CoPP)

d>rsO=L7L—=2RVSD Y A A=L7L—2KRIVD 2 (CoPP)EYR—KT B
IOSY 7 RIJITF7N—=>3arvik, BB L—>&aMNO-LTL—2B22—Y NETERIHE
NETFNARAZRETDELDICRETEE T, CoPP &, CiscolOS UIJ—A KL 12 12.0S.
12.2SX, 12.2S, 12.3T, 124, B 124T THEATEET,

XD CoPP OBITIE, permit 7O ao S EBRANTY NE—BTBACLI NUHNFRDYD
—XYT7Odrop BEEICKR D THEBENETAH, deny 7O 3> (RTREL ) E—BITBNTY
NERDS— Y7 drop BEEEICIERZE L EE A

I-- Include deny statements up front for any protocols/ports/IP addresses that
I-- should not be impacted by CoPP

I-- Include permit statements for the protocols/ports that will be governed by CoPP
!-- port 443 - HTTPS

access-1list 100 permit tcp any any eq 443

!-- port 500 - IKE

access-1list 100 permit udp any any eq 500

!-- port 848 - GDOI

access-1list 100 permit tcp any any eq 848

!-- port 5060 - SIP-TLS

access-1list 100 permit tcp any any eq 5060

!-- port 5354 - TIDP

access-1list 100 permit tcp any any eq 5354

I-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
I-- traffic in accordance with existing security policies and

I-- configurations for traffic that is authorized to be sent

!-- to infrastructure devices.

|

I-- Create a Class-Map for traffic to be policed by

!-- the CoPP feature.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsi97695
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg44348
https://sec.cloudapps.cisco.comRPF/register/register.do

class-map match-all Drop-Known-Undesirable
match access-group 100

I-- Create a Policy-Map that will be applied to the

1-- Control-Plane of the device.

!

policy-map CoPP-Input-Policy
class Drop-Known-Undesirable
drop

1-- Apply the Policy-Map to the Control-Plane of the

1-- device.
|

control-plane
service-policy input CoPP-Input-Policy

CiscoI0S ML 12 12.0S, 12.2S, BRV 122SX Tk, RUZ—IX VYT OBXNELD &I
ABELTLSEZWL,

policy-map CoPP-Input-Policy
class Drop-Known-Undesirable
police 32000 1500 1500 conform-action drop exceed-action drop

E . LEDOCoPPOBITIER, BRANTY NE—BT S Tpermity 7023 ZFDACLI NUJIC
&V, RV —I Y T DOdropBEEIC R Y ChSsDNT Y NRFREENETAH, Tdenyys 70> 3
DE—HBITBINTYMNE, RUS—I YT OdropeEN HEEZZ ITEE A,

CoPP #EEDERELFEHICEE T2 5MIE.
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod white paper0900aecd8
B KT http://www.cisco.com/en/US/docs/ios/12 3t/12 3td/feature/quide/atrtlimt.htiml S B L T<L
EEW,

Access Control List (ACL; 77X 3> bO—J)L UARN)

ACLEZFEATAE, ChoDBUZERALELS>ETIHEZENTEELET, ACLEERATZE
EBOEERISONTY NOKDNTFINAAANDOREZFATE N, ONTY MEITANTRO
vJENET,

access-1list 101 permit tcp host <legitimate_host_IP_address> host <router_IP_address> eq 443

access-1list 101 permit udp host <legitimate_host_IP_address> host <router_IP_address> eq 500

access-1list 101 permit tcp host <legitimate_host_IP_address> host <router_IP_address> eq 506

access-1list 101 permit tcp host <legitimate_host_IP_address> host <router_IP_address> eq 4848
access-1list 101 permit tcp host <legitimate_host_IP_address> host <router_IP_address> eq 5060
access-1list 101 permit tcp host <legitimate_host_IP_address> host <router_IP_address> eq 5354
access-1list 101 deny tcp any any eq 443


http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html

access-1ist 101 deny udp any any eq 500
access-1ist 101 deny tcp any any eq 506
access-1ist 101 deny udp any any eq 4848
access-1ist 101 deny tcp any any eq 5060
access-1ist 101 deny tcp any any eq 5354

BEZRYVTRNDIT

TYv7IL—RERNTSIESF. hitp://www.cisco.com/go/psirt &EEEEDT RINAHFVESREL
T. BEOHERRRETERBRTYTIL—RYUI-23a > #BRBLTILKEETL,

WThoZas, TYTIL—RIDEBICTIBXATINI D, BLRTBEED/\—RII
TFEVIRIDITOBEAHLVWI ) —ATE|E/REBYICHR—RENTVWDRZEDHERZ T
DICT2TLEEV, BRICTFHALE RN HBHESE. Cisco Technical Assistance

Center (TAC ) FEREWEZEHZATVBR XA TF A 7ONAZ—ICHEBVEELSEET L,

CiscolOS Y7 R IJITDOXR (TH/ ) ORTICE., VU—ARLAVHFRBHEZATVWET ., BE
DVIU—ARNLAVICBEEN H25RE. BEZECHRIOII—R ( "E1EEZH))—
A1) ETNThOREBEN TUELRI FlE TXDFTFURAL FICEREETNETT. BEDFIIC
RENTVWRAVU—RKIYEHFV (F1BEBFRII—RALYEW ) RLAVIZBEAZ D) —
ANBEBLTVETFNA ARRETHZCEANBEREETNATVERT, COLSBVI-AR, P&
KEH, RENTVWBR VU —ABLE (BPIOBEV)—ZA FRILEUL) CTYTIL—RLTT
PHENBHNET,

TDEILRY BRT "XFFU AL EVSHBOFMICOVTIEE, XOURLZSRHBL TS ES
U\o http://www.cisco.com/web/about/security/intelligence/ios-ref.html
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