SIPNT Y RA'SIPZHR—KTBIOST/NA A
Z)O—RTD

T RINA 1) —ID : cisco-sa-20070131-sip CVE-2007-
#1/~B8 B : 2007-01-31 00:00 0648
/N—=>32 2.1 :Final
CVSSA7 :33

]38 % : No Workarounds available
Cisco /N ID : CSCsb25337 CSCsh58082

BARBC LB EHE. RBCLDRLOFAREBRTSY . KERLEOMTH
BOMEBT 52 BRI, RERXSBELET,

BE

Session Initiation Protocol ( SIP ; Y > 3> @E®B7OR3L ) ZHR—KTBHHE/N—2320
Internetwork Operating System(I0S)A"&@L TWA > AF/V1 Ak, R— K~5060%8 TDHFED
—EONTY NEeZETIRICTFNAADVO—RZSIEECITARMEOHIRBUEOHFEES
FTET, COBER, SIPAREENTWVWEVT/NA ATTCP 50608 & FUDPR— K5060\ D k
74V O EHATIEENTICL>TEILET,

COBBENrERNICEAE A EFEHRETNTVEREA, L, CORSEMZBARICERL L
EDEBRDNET—2 AN —LBRBEENTVET,

SIPEXEELBVTFNARACHITZCOBBEOREZENIZEBRAI BV ET.

COTF RINAHF ),
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20070131-sip ToHETNTWVWERT,

ST
RSN &2 HMm

RSN FETS/IN—23 > NI0SEERITL, SIPREBZHYR—RNTDIADT/NA ALK, e
BUABETHIARMEABYET. NI, 10S/N— 32 12.3(4)XH. 12.3(4)XQ.
12.3(7)XR. 12.3(7)XS. 12.3(8)JA, 12.3(8)T. 12.3(8)XU., 12.3(8)XW, 12.3(8)XX,
12.3(8)XY. 12.3(8)YA. 12.3(8)YAA'8 YG. 12.3(8)YH. 12.3(8)Yl. 12.3(8)ZA. 124X A5
1>, BRT124TURE, SIPAREFERBMBPSTN)TS—RIJI A ELTEREENTVWSIIL—
2%, SIPEYayR—4—10>2 NO—F(SBC)H & TCATE000-CMMA— K& L TREE h



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=CVSS:1.0/AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:H/RL:W/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsb25337
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsh58082
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0648
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0648

TWRIL—ZICEEBEANFEL T,

TFINA ATSIPFEMCBE >TVRAESH ZHERET S ICIE. show ip sockets 1Y > K &show
tcp briefall AN RZABDLET, RIC, BELERBREAMCEFICI—RERITLTVS
L—Z2DOFIZERLET. COBDIL—XTRE, HEHEDDH B A X—¢7200-p-mz.124-3.bin A
EITEThTVERT,

<f#froot>

Router#

show i p sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 0 --any-- 5060 0O 0 211 O
17 0.0.0.0 0 192.168.100.2 67 0 02211 O
17 0.0.0.0 0 192.168.100.2 2517 O O 11 O
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<#root>
Router#
show tcp brief all

TCB Local Address Foreign Address (state)
2051E680 *.5060 Lk LISTEN
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<f#froot>

Router#

show tcp brief all



Router#
show i p sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 0 192.168.100.2 67 0 02211 O
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<tfroot>

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

si p-ua
Router(config-sip-ua)#
no transport udp
Router(config-sip-ua)#
no transport tcp
Router(config-sip-ua)#

end

COENEEZHEA TS E, showip sockets 1Y > R &show tep briefall AN > R Tk, UDP&H &
OTCPAR—K5060TURZVTILTVWBFNA AERRENEFB A,

<#root>

Router#

show i p sockets

Proto Remote Port Local Port In Out Stat TTY
17 --Tisten-- 9.13.32.18 2887 0 0 11 0
Router#

show tcp brief al

TCB Local Address Foreign Address (state)
6649A5A4 *.1720 *x LISTEN
66CDC764 *.1723 *x LISTEN
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!I-- Permit all TCP and UDP SIP traffic sent to all IP addresses
I-- configured on all interfaces of the affected device so that it
I-- will be policed and dropped by the CoPP feature.

access-1list 100 permit tcp any any eq 5060
access-1list 100 permit udp any any eq 5060

I-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
I-- traffic in accordance with existing security policies and

!-- configurations for traffic that is authorized to be sent

I-- to infrastructure devices.

I-- Create a Class-Map for traffic to be policed by
I-- the CoPP feature.

class-map match-all drop-sip-class
match access-group 100

I-- Create a Policy-Map that will be applied to the
!-- Control-Plane of the device.

policy-map drop-sip-traffic
class drop-sip-class
drop

I-- Apply the Policy-Map to the Control-Plane of the
I-- device.

control-plane
service-policy input drop-sip-traffic
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