Cisco Secure Access Control
Server 3@ ®a3a,¢a, a,»a,'e : @t a . g@’ré@«é@ﬁi

&, Caf%oaf €a,ma,faFsasulD : Cisco-SA-  CVE-2006-
Mediu rﬁOO?OlOS-CV E-2006-4097 4097

& @a...~é-<ae—Y¥ : 2007-01-05 23:22

df @afa, afsasf 1.0 : Find

CVS&4,14,%4,¢: 3.3

&76€¢¢- : No Workarounds available

Ciscoaf€ea,°ID:

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al

av el@

Cisco Secure Access Control Server for Windowsa€pS3,”3€3Cisco Secure Access Control Server

Solution
Engined@«3€@ 3€@ Qe 1%hi@3,E3@ | 39,509°39,3fafCafhaf d@®x"»x'fe€.. 5@ Ea, pafhafa,

G "aQ@®e,1a+x€83@ €@, @XLIGYRADIUSS,CE, a,»3,'e | @aet,afiaffa, »afua, d@®at! c@1aQE
QL %I93, Fi@ 5€,50%°3€,3FafCafUIf GQRr"»x2'feE.. 3@ Q-85 ™A@« ¥iQ 5, EIQ)
303, E3e«3,3,53€€3,-3,"aftaf 3@ a»¥é™@IQ®RADIUS Authentication, Authorization,

and

Accountingi’a"AAAIV»e2@e A€ QL @@ A€@3,Ca,«3, | afPafta,£aF3,°11h%0e | @+, 3@ «a;ec'd@—:2

8,-8,14%€¢ €QI9"aO®e, Ta%tr€es5, 'a »3,af¥afaf1a,£3,Caf%0af @ 8,13 958 @8¢C°°QaQ—3€H A,

5Q"3O®R,13%+2€83,'8 Q@ELES O 3QO™A IOV, PIPIEQR > fRE...39 (%ho'a Y29 @ 13,
5,73,8,'af—3f5, 0553, A@YVe | EAQ™E A QGO FEQR»XFEE. 59 483 MIQ«( 8 ¥5H5,EIQVIfG
5O'IOPE 3O FEQR»E'FEE.. A9 5:i6 %IOSIQO QI AT, .&f AFQAFFAF Af af 3, 3€«3,C5, 83,59
5 @@L O 363, EIQVE 30 3€@2"»x'fe€... 5@ RADIUSS, -3, 3fTaf 5,/3;0eC" @13 «5@—FE
5OVi9 3@ —FEQTACACS+ROYe 139 A1 5@ CISIQ @ acileiP—3QUIP™MIE,

50"3Q®8,18%teE83Q®E, 8, 3, 5f—af5,naf 4@ efheEsa e e Z5@™a OYefa, "8, 4, af—af:
5O—30 IO —3€Q3 9RLIOC IOBIOVEIQ &f12€55QEe Y 736+5,E30 ' 50,5,50Y3,©


http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=CVSS:1.0/AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:F/RL:O/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4097
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4097

€028V e£V23" €

8 -8,18,35¢ a€€@CiscoBugID
CSCsel182505@ «é-C3@™3,<3,»3,af¥afaf13,£3,Caf%0af € a,03,955°3, -3 @®AFPAF 3, a@8afarasrsa,’
SA-20070105-csacs

8, TaV+a€85@Ra€,a,<£123" @
EniAQ@®3,°3,'3,2e£1,3"93, a0V E3@—39 | 5€,5,<3,3, aftaf 3@«3Q &,T8%+2€83QE3 a0 39
« Cisco Secure Access Control Server for Windows 3.14€ 53, 5€33.2
* 3.3.38f“af «Af %0115, "8, S&%. €@ 3@ ®Cisco Secure Access Control Server for Windows
 4.0.15f" &f «Af %0273,"8, Si%.€ 3@ ®Cisco Secure Access Control Server for Windows
« Cisco Secure Access Control Server(ACS)Solution Engine 3.15€53,"3€°3.2
« 3.3.38f“&f «8f %0115, "8, S&%. € 3@ ®Cisco Secure Access Control
Server(ACS)a,V:af*afyafa, afs8afa, "afra, ar
 4.0.15f &f «Af %0275,"8, S&%. € 3 € ®Cisco Secure Access Control
Servera,V,afafy¥afaa, afsafa, " afa, af
8, t&/raeE8s, 49 «8,"8 9869, 39°60,30"30 a9 ECC°° Qa9 4, EGQYL3"O
8@ ®3,°3,'3,3e£13" QIO 39539 ,5Q | 5O"TO®],Caf%0af Q5,03 N3 3PB®:+EY: 3,49 —3€'3,
D76 éC-
QO 13€23,53f3°3,! 4,83,C5,Caffaf—artafaf s, é@OC 3@™a, 39 3@ 3, 2. Y FQ—3Q%i€
®icOTEE..3Q 3€9L0%311"4, 3, aft3f 3@ Fr @@ i%aO™a e%oc-33€53, 393, ic-3af@affaf af
5, -3, 18f taf 4@ Eae,’C" " 3€p+3,E5,<3...TAE™E,'Of e | -3@ ™35, 3 3 "3, /27 Y 3O —3O%IQ™AE,
& ffVAf" 8 15€ «65ed®3FQEC™C"VIQ—3QYE 8@ 39« 3TQLU-83O™E,3, 3P TIPAEQAV2+EY, 5,8
ac®xfx a@éa,2afeaf aq, a,84a,¢
96 dSEQEY'C A, U3, "3985€,5,3,3,53,°5QPIGSIB® 28 3 €€ Ciscod® ®Software
Centerd€<a,%od,caffaf—aftasuas a,a.. ¥e%o«d @83 @ @3 Q%4AO™IE,A¥'¢ 4,/ Cud,"3983€,3 05

Technical Assistance Center(TAC)3€«1-800-553-24475€3%:3€Y3€ 1-408-526-
72093 @8€L£cUA Q™A <A @ «3€@tac@cisco.comd@p «ér»a@afiafaf«a @8a, caffaf—a,°af-aflasf%od, a...y

4 ©@@ES"OC"" 8%A¥EO " A...~ YO8 "


http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCse18250
http://www.cisco.com/warp/public/707/cisco-sa-20070105-csacs.shtml
http://www.cisco.com/warp/public/707/cisco-sa-20070105-csacs.shtml
http://www.cisco.com/public/sw-center/index.shtml
mailto:tac@cisco.com

Cisco Product Security Incident Response
TeamiVa PSIRTY%0.5€p d€@ee—a,caf%odaf€@a,nd, afa@«e "e1%%od @3, E3Q | 3,3, TaVtr€85€¢

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20070105-CVE-
2006-4097

o' 1g", At ¥ee

af @afua, Af8af |e-asZ 8 »8, 3, -Af8af3| 8, 18f tAfYA ¢4 1| ey

1.0 @ c%o"afafasfa," | é@O¢" an- |Fina 20078 1asos 5ae—¥

d'C¢" elO¢ .,

ae-4, Caf %oaf € 3,03, 94f°8@ ¢,ja; @ %hiQPRE, IQPRIQP IQP—iQ|iQP ' xQPOPIINIO—IY | 5€53,55¢
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,Aé03éfaéf3é,_50®é1/zgg""éQ«é—C507M5,<é2—-é»>>50®éﬁ
FQUIOYIEDS,3,"3,25€ 0e-df%od,af¥afiafaf 3@®AT...4®"5,3°°4'SA 9T O —3 € «dn%hoa> 3P —3a€
aee-3, CAf %odf 3,03, 5P @® " "8;°81.. 40 5@ «6-CAO—3@ | &f...3 +6..94;/39® URL

3,/ CRQPCYIQ—IfQIQ («IP®e»(2%%0d,, 2, 33, - 1IQP—3QYa 39 F€QI ' (nUIYP TR
3Q"3aQP®af%0a,af¥afiafPaf d@®xf...d +ta@ 3€@3,3,'3°eL13"QAQP®A, afaf%0af| af14a,93,'3 341


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20070105-CVE-2006-4097
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20070105-CVE-2006-4097

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



