Windows VPN
Clienta@®afafi, «afce ©0é™M@axe "t 1hIQ®e,

a,¢af%.af @a,na, flaFraFvalD : cisco-sa

Mediu n¥0060524-vpncl ient
dea...~é-ce—Y¥ : 2006-05-24 16:00

df @afa, afsasf 2.0 : Find
CVSS4,%4,%3,¢: 5.6

&76€¢¢- : No Workarounds available
Ciscoaf€ea,°ID:

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
Al
av el@

Cisco VPN Client for
Windowsi@ 3€@E@7c%o'ae” ©af! af1ha, 3@ ECRic@Te€...a OE™@3,'a9-a%—3 @83 @ @3,«afaf1a,«

G "3@®e,Ta%+xe€83,'4 @RLA"OC" FQO™3,«3Q«3Q €QAf! af1ha 5@ Ee @ 13, 'e|E5€@,3€Qa,13
3,8,15,%5€83@ 3€QL0%31"3O™3IOSIA®CRE (" IP«IEQPIO"IO®, 131+ 2E€839«d Hhd; 02T Q™S

5@ "3@®3,Ca3f%05f€@a,13,95f°5€ A€ https.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20060524-vpnclient 3@ 83...~é-«3@+3, E3 @ | 3@, @A ™IE,

e023Y%" £ @
é@“é@@é,»é,_é,-§f§§f3éé«§0_§€0é©2§1/2“é£1/zé"0§Q«é—CéOTM§,<é©3g'°50CEaazzé%%oéQ'é,CEéQ
8, TalVa+a€85@®a@,a,<£123" @
&A@ ®af@afia, afsara€@®Cisco VPN Client for Windowsi%"Windows
Oxaf! af143,93, ™3 Q@ 1%%03 @ EaV+EY:3, 4@ —3 Q' IO HIG™AE,

e 2X
e 3X
* 40X
4.6.X

4.7.x(8f @353, AF§Ef24.7.00.05335, é™Moa ©)(3,¢ "5 ORIEEL, TAY/ct 55O EA e 53O —5 9%



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060524-vpnclient
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060524-vpnclient
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=CVSS:1.0/AV:L/AC:H/Au:NR/C:C/I:C/A:C/B:N/E:F/RL:O/RC:C

* 4.8.00.x
&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

Microsoft

Windowsa»¥éo-3@®3,23f5af-afsafta,£3F33,°5,-3,'aftaf 3,/af™af13,'3€ 3@ ™a,«Cisco VPN
Client3@®a»-3@RIQP™IQ'3& | é0®§f®éf%é,,éf§§f3§0_é€0§Q”é®®é,,Té%4_rae€§éQ®é1/ziéV;_é
dQP®xr ™Mx’-e QP> %é@«ée_é»%;éoﬁéQ,é,géé%éé""éﬁ

« Solarisg”"Cisco VPN Clienta@ ®a»»ae, @3 @®af@afsa, afsaf

« Linux¢’Cisco VPN Clienta@ ®a»»ae, @3 @®af@afa, afsaf

« Cisco VPN Client for Macintosha@ ®a»»ae, @ 3@ ®af@afaa, af8affiva"MacOS
X3€S53,"3€3MacOS Classicit%o

Cisco VPN Client for
Wi ndowsﬁf@éf%é,,éﬁéf%&m .xé»¥é""Qé@%@“é@@é,,’ré%iae@éQ®é1/zié\"(gé,’éo—50’éé%é€

59 %IPYIEQH73,°3€«3,"3,53€€Cisco VPN Client for
Windows3@®af€afla, 3f85°4.7.00.05335@ 3€@a»-3@®4.7.x3@E312+6Y:3,39—36'5€ '3, 8
VPN Client for

Windows3@ ®af € 4143, 385°4.7.00.05335,' 4@V 3@ —3@ | 5€,3,<3f | 3f13,95€ 3€93"3®2

—EQ®3, 5,3 f18" Q3P «I19539,50 | I£HIQ"TO®E, Caf%af Q5,05 N5 3Q®I+éY; 3,89 —3
Cisco VPN Client 4@ ®af@afua, affaffa@®@cce’@

Microsoft Windowsaf73, -af33€@83®Ye;E3€+3, E3€ 1 3€,3,<Cisco VPN

Clientd @ ®af@afa, af8afa, ¢ e’ QaQP™a,«3@«a@ A€ @[Start]afiafaf¥asiai€«a, %o Programs]

> [Cisco Systems VPN Client] > [VPN Client]a@®é Té@«ééjaeéiéé—éé 1 Cisco VPN
Clientd@®3,°af©af+3,£3,«af«af | 43,9 3,03%3,;af%4af+3,83,08,'3, 63 @ QA€ Q@[Helplafiafaf¥asias
VPN
Client...]3,%4f—3,-3f84°3, 6 @ ,S73 @ —3 @A ™IE, 4565 13, CaF5,°afcedffd,” 3,'d€ «3€@FEECisco
Systems VPN Client Version

4.0.5(Rel)3€@a@®3," 3@ Ta@23f13,3,'af a@Ee| ¢(r a3, E3@A4IQ™EEWindowsa@®[Start]afia
Systems VPN

Client]af-3,0af«af€a@®a ‘®%€3Q A€QaF—afa, cafOaf @ Eaftaf-a,0af«af a€8a,0afa, af afv

eO3¢ °
Cisco VPN Clienta€ 3€€Sun Solarisa€@Apple MacOS Classica€€@MacOS

X3€QLINUXIEQ 9SS, 3€93Microsoft
Windows3,23f33f-af4afta,£3£5,°5, 3, af 1af ¢" " 3@ ®3,1-afaf 3, 4,83,C3, a8 af¥af 143,385 583



10Saf«af%a,; 3€@PIXa,»a,af¥afafta,£3,¢af—af©a,03,¢5F35,'a€€@ VPN

30003, -3f2af143,°8,35F23,»af3af af~af1a,; 5€ @ 3€ 53, 3€>ASA

55003, -3f%5f%3,°6 @ ©a;00d7<3,»3,af¥af5f13,£3,Caf—af©3,103,¢33,'4 @3 0©5€®Cisco
VPN3 343;cedftaf€a,0a,'a@«IPSec VPNAf afaf@af«d, cCoc« i @83 Q@ @3 @I @ ™AE,

Cisco VPN Client for
Windowsa@ ®3,°af©afa,£a,«af«af| afta,q 3,053%3,;af1455+3,83,03,"(GUI)a@®¢, Tal+tx€85@ F€QIECE

5@"3@®e,Tal+x€85@ 3€€Cisco VPN Clientd€8Start Before
Logon(SBL)eOYef1.3€ Eece%ids 5«39 QL3160 | 50,5,3 50 3@ «™CYIO—3Q%hIPMIE, 5"
VPN

Clienta @®GUIa€<3,%06@Z¢%o0"' e " ©OAf\af V3, 156 ES, naf@afhif-af«a @« Q8 QP QAP NIQO™IE, Q"
VPN

Clienta@®GUIa@ Ee| ¢r°a@p-a, Ea@Ha@™aE€,af | afa, 3@ EI Q"3 @BOGUIa@8F13,af%a,'a)¢" 3@
VPN Clientaf af«af—a€«3a,¢a, 3,»3,'3e™35,<3€ 3€eCisco VPN

Clienta€ Webaf-af03,! 5,9af—afa,»3,'a, ('Y  @I@—3@%iQ™aE, Q%@ 3f3,°3, 0339 —3€ | 3¢
VPN

Client3€ LocalSystemae ©é™M@3@8aRYe|Ei€+3,Fi@ 36,39 %IO™IE,IQP—39ViQEIQLIQ \:

SBLEOY &f /4@ @O C 59«3 9159, 59 | 5O 3£023,/50.,C..550—50 50030 56°39,3E,

http://www.cisco.com/en/US/docs/security/vpn_client/cisco vpn_client/vpn_client46/win/user/quide/vc7.html#wpl

5Q"'aQPRI-@ETEIQ FE€E@Microsoft
WindowséiaéVz“éO®ae—CgV¥éQ®é-QéiCEéQ N éé_é—Cég,é@,é,géé%éﬁé,”éﬁ

d@"a@®e,TaV+x€83€ a€@Cisco BugID
CSCsA79265(cm»eE28f Bf V8, T8, ¢ )ap«@ " "2Yi%05 98, 39 | 50,59 %3o™

BfEfY.8, «Bf <3, -4 18 TAf 8f-8f MEf <GP BR O™ PIPB®O CIP IOV, IO 1O P23 80.C..§3

» LocaSystemd, ¢3,«&, |af3af”
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dll proc/base/l ocalsystem account.asp

76 éC-
Q3O ®E,1a1+x€8IQRI 6@ -3€@ d€@LocalSystema,cd,«3, ! afPaf 114" GEESYSTEMA€@3€ "a,,a"
VPN Client GUIA@®F 13,3143, S13€—3€ | 4,,5%43,80%03, ©3,55©%3€>3,"3€,

P QIORIQPYI, VI9«IQ 3€QWindowsaf-3, 3, af af8,afUHKEY_LOCAL_MACHINE\Software\Clz
AUTHORITY\SYSTEMS,¢3,«3, | afPaf 6 @ E3 @ @39 ®3,3f143€ 3 @RIQO™IO'3€ | 3O@®3,Ca, 3,»3,"3, =«


http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/win/user/guide/vc7.html#wp1301567
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsd79265
https://sec.cloudapps.cisco.comRPF/register/register.do
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dllproc/base/localsystem_account.asp

2 GQP®IINIP8IQ A€ @http://www.heysoft.de/en/softwar e/r egtools.php?lang=EN&€<d,%o4a...¥ %03 @ §:
1999-2001 Frank Heyne
Software)3,” dveig" a9 —a€ | 569458 "a@®Windowsaf-3, 3,35 4 ACLE, 6 ©OC" 5@ —3 Q%O ™3E,

C:\>regdacl HKLM\Software\Classes\.html /DGS:F

RegDACL 5.1 - Permissions Manager for Registry keys for Windows NT 4 and above
Copyright (c) 1999-2001 Frank Heyne Software (http://www.heysoft.de)
This program is Freeware, use it on your own risk!

Denying F access for predefined group "System"
- adding new ACCESS DENY entry
- removing existing entry

C:\>regdacl HKCR\.html /DGS:F

RegDACL 5.1 - Permissions Manager for Registry keys for Windows NT 4 and above
Copyright (c) 1999-2001 Frank Heyne Software (http://www.heysoft.de)
This program is Freeware, use it on your own risk!

Denying F access for predefined group "System"
- adding new ACCESS DENY entry
- removing existing entry

3O TIQ 39"39 3,/4BYVQUIQP™I IOV, Q@I «aV (" 39859 93,3, 39 1159r3QB®AS,afhif«3@

* Regini.exed,’ &4:¢ a@p—a€ | af-3, 3,'af afa,afha@®4a,ca, 4,»3,'¢ " +3€@
http://support.microsoft.com/?kbid=237607

/&7 A®3IQP™3E, e-"ae

Qn

RegEdit.exed,’ d4:¢" 4@ —a€ | Windowsaf-3,,3,'af"afa,'e%od« a@8¢- " é1a@™a 3@ 3@ "3, 3@ eflse

VPN
Clientd @®a> e-°af@afla, af8afa@ a@®3,Caffaf—a,°af-afhaf%i @83€ QP 3 Q@ i1%0€EQI>Zé4

a,®afx"d@sa,2afaf a,,4a,8a,¢c

& C&f fAf—4, °Af~af Vaif %03, am0ss 74 ™3 <& '€ "5 FE@ hitp://www.cisco.com/go/psirt
5@ 4%EC359®3F,Caf%0af@F,03,95f°3,39.C.. 850 —39 | 593 96 FIOBE L2+ 23Q3 " 4®
8,%3faf¥af 3, 3f83F%, (0 QIO—30 5O VIO 59+39,3E,


http://support.microsoft.com/?kbid=237607
http://www.cisco.com/go/psirt

54,3933, E3Q® 39 5, 3€03,Caffaf—a,°af-3f14af%0 3@ ™3,«eOYa™ 3@ «3 Q@3 T3Q2afiafCafa€
Technical Assistance

Centerila" TACi%%03@%3 @Y€ ¥, 4, cuea, "a€83€,5,AafarartarSara,"
f—afaf@a,nafeaf1hi«3953:° 930,360 36>30 03 3630 ,3€,

GQ"aQO®E,Ta1+e€83Q AE€QR-dQPB®A ' R%EIY<3,%03f€3, | afafaf14af%03 @853€ @ 4a,<Cisco

VPN Client for

Windowsa @ ®af@aflsa, af8af4.8.01.03005€83;®xLi@+d,Ei@ | 3,3 @NHIO™AE,

http://www.cisco.com/pcgi-bin/tablebuil d.pl /windowsiVa ¢ ™»é2af af Y8, T3 ®E € ¢ 1% %o

&% 3, Caf faf—a, °af ~af Vaaf%0a,” a€«a,€Cisco VPN
Clienta@®3,Caffaf—a,°af-af%haf%oe-"a> 3@ «39ni, 5@ 36 EQIEZVPN Client
Administrator Guide: Updating VPN Client

Software3€ @3 @®x-id@®¢« 3,/4€,¢..389—3€ | IO VIO 39°39,3€,

5, @REAOC" " 8%i8%<3Q "a...~a%ec™Mog;”

Cisco PSIRT
G833 €@ d€Q@r0e-3,Caf%af¢a,ra, Naffa@«e "e1%i¢a,EIQ | i€, d,,TaV+trE8aQRA, @rLA"OC

3O "3O®e,Ta%+e€85€ 3€@FortConsulti@®Andrew Christensene°€3€53,"3€3ohan
Ronkainenx°@a@«3,"3@L£3€ | 3,-3,'3,°3€«3€A"¥a@«a ié’gé0°5,CE50%50—50V5€,5,-5,15,350_.5%

SYSTEMA, ¢4, «4, '35 5@ EWebaf-3f03,! 3,935,284 39839 ©39°3€,3, 3@ 159 «3QO™3, 3 Y3, 93¢
Ronkainenx°@a@«<3a,%o0Cisco Systemsé@«ae@@aei“é0-5,@50%50—50\?56

FortConsult@ ®3,¢3f%0af € 3,235,955 €@ €@ id@®3a 2%o€I@83a...¥r%oi Q8@ @I@PHiQP™aE,
http://www.fortconsult.net/images/pdf/cisco_advisory may2006.pdf

URL

https://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/cisco-sa-20060524-vpnclient

7

o' e’ at¥ee

é€u
&, TaY/oeE 8@ «6-CFQ ™3, 03¢ 5,8, 43S 3@ —3Q%UIQP—IQY(AE

Revison 2.0 || 2006&" 7ae0e 27ae—¥ ol . . o .
&' 2@ efLa@7é@iC-3,/ QPO CrPAP—3QNIP™(AEEDZEQ ¢



http://www.cisco.com/pcgi-bin/tablebuild.pl/windows
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/administration/guide/vcAch3.html
http://www.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client46/administration/guide/vcAch3.html
http://www.fortconsult.net/images/pdf/cisco_advisory_may2006.pdf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060524-vpnclient

FortConsulta@ ®3,¢3f%0af 3,03, 3f 5@ d@®afafa, a,e; %8S

- BEEAQ I QBEESYYEQBE, aftaf1a,c3,'3€ @3, GEEINTERIMEEQ

afeafa, afsafs

10 2006&" 5eens 24ce—¥ | & €@ a>23...~é—-<afafaf%a,"

¥Og 4O¢ .
aa0ed, Caf %odf 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQPRIQ IQO—iQ IO 2QQIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,03, 35 ®xef...8 +t3€55, 493338, a@®a1 " Q@ «é-CAP™E @2 IQPBE €
FONIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfiAFAf FQ®AT...305,8°° 4S5 QT O —3 @ «an%oe> TP —a¢€
a0e-d, Caf%oaf ©4,08, 35 Q@®e "8;°8T. AR 3P «é-CAH—3@ | f..& +6..95;i5€9® URL

3,CeQCYiQO—ICQIQ -IPB®E»(2U%0a,, 2, 33, 'e-1L39—39Y3 4@ FE€PI " (vHhIQPECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®xS..3 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Y4biE


http://www.fortconsult.net/images/pdf/cisco_advisory_may2006.pdf

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



