
OpenSSL 
RSAã‚·ã‚°ãƒ‹ãƒ�ãƒ£å�½é€ ã�®è„†å¼±æ€§

 

æ—¥æœ¬èªžã�«ã‚ˆã‚‹æƒ…å ±ã�¯ã€�è‹±èªžã�«ã‚ˆã‚‹åŽŸæ–‡ã�®é�žå…¬å¼�ã�ªç¿»è¨³ã�§ã�‚ã‚Šã€�è‹±èªžåŽŸæ–‡ã�¨ã�®é–“ã�§å†…å®¹ã�®é½Ÿé½¬ã�Œã�‚ã‚‹å ´å�ˆã�«ã�¯ã€�è‹±èªžåŽŸæ–‡ã�Œå„ªå…ˆã�—ã�¾ã�™ã€‚

æ¦‚è¦�

OpenSSLãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³0.9.7jä»¥å‰�ã�Šã‚ˆã�³0.9.8bä»¥å‰�ã�«ã�¯ã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œå�½é€ X.509è¨¼æ˜Žæ›¸ã‚’æ£å¸¸ã�«æ¸¡ã�™ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�™ã‚‹è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�ç‰¹å®šã�®ã‚¿ã‚¤ãƒ—ã�®RSAã‚ãƒ¼ã�«ã‚ˆã�£ã�¦ç½²å��ã�•ã‚Œã�Ÿå ´å�ˆã�«ã€�å�½é€ ã�•ã‚Œã�ŸPublic-
Key Cryptography 
Standards(PKCS)#1ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.5ã‚·ã‚°ãƒ‹ãƒ�ãƒ£ã‚’é€šé�Žã�•ã�›ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
æ”»æ’ƒè€…ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�—ã�¦è¨¼æ˜Žæ›¸ã�§ä¿�è·ã�•ã‚Œã�Ÿãƒªã‚½ãƒ¼ã‚¹ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

OpenSSLã�¯ã€�ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã‚’ç¢ºèª�ã�—ã€�æ›´æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

 

 

ã�“ã�®è„†å¼±æ€§ã�¯ã€�å…¬é–‹ã‚ãƒ¼ã�®æŒ‡æ•°ã�Œ3ã�®å ´å�ˆã�«PKCS #1 
v1.5ã‚·ã‚°ãƒ‹ãƒ�ãƒ£ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚ã�“ã‚Œã�¯èª�è¨¼å±€ã�«ã‚ˆã�£ã�¦åºƒã��ä½¿ç”¨ã�•ã‚Œã�¦ã�„ã‚‹å€¤ã�§ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�—ã�¦ç§˜å¯†ã‚ãƒ¼ã�®ã�ªã�„ã‚·ã‚°ãƒ‹ãƒ�ãƒ£ã‚’å�½é€ ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚PKCS
#1 v1.5ã�¯ã€�X.509è¨¼æ˜Žæ›¸å†…ã�§ã�—ã�°ã�—ã�°ä½¿ç”¨ã�•ã‚Œã�¾ã�™ã€‚

è©²å½“è£½å“�

OpenSSLã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š2006å¹´9æœˆ5æ—¥  

Appleã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚Security

Update 2006-007ã�Šã‚ˆã�³Mac OS X 10.4ç”¨Java Release 6 

ARKOONã�¯ã€�PDFãƒªãƒ³ã‚¯AK-

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : Cisco-SA-

20060905-CVE-2007-5810

åˆ�å…¬é–‹æ—¥ : 2006-09-05 17:39

æœ€çµ‚æ›´æ–°æ—¥ : 2015-01-31 08:15

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 61.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 6.4

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2007-

5810

CVE-2006-

4339

http://www.openssl.org/news/secadv_20060905.txt
http://docs.info.apple.com/article.html?artnum=304829
http://docs.info.apple.com/article.html?artnum=304829
http://docs.info.apple.com/article.html?artnum=307177
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:P/I:P/A:N/E:U/RL:OF/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5810
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5810
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4339
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4339


2006-04ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

Attachmateã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰ãƒ†ã‚¯ãƒ‹ã‚«ãƒ«ãƒŽãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ãƒ†ã‚¯ãƒ‹ã‚«ãƒ«ãƒŽãƒ¼ãƒˆ2137

Avayaã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šASA-

2006-188

ã‚·ã‚¹ã‚³ã�¯ã€�Cisco-sr-20061108-

opensslã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å¿œç”ã‚’å†�ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ ã�“ã�®å¿œç”ã�¯ã€�æ¬¡ã�®ãƒ�ã‚°IDã�«å¯¾å‡¦ã�—ã�¾ã�™ã€‚

CSCsg22734  

CSCsg01963  

CSCsg09619  

CSCsg16571  

CSCsg17943  

CSCsg24311  

CSCsg46092  

CSCsg04397  

CSCsg04386  

CSCsg51110  

CSCsg51304  

CSCek57074  

CSCsg59589  

CSCsf97055  

CSCsg55732  

CSCsg36592  

CSCsg55738  

CSCsg55742  

CSCsg56292  

CSCsg58599  

CSCsg58607  

CSCsg58592  

CSCsh14665

Debianã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
DSA-1173-1ã�Šã‚ˆã�³DSA-1174-1

FreeBSDã�¯æ¬¡ã�®FTPãƒªãƒ³ã‚¯ã�‹ã‚‰ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å‹§å‘Šã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
FreeBSD-SA-06:19 

FreeBSDã�¯VuXMLãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯å…ˆã�§å…¬é–‹ã�—ã�¦ã�„ã�¾ã�™ã€‚openoffice.org

â€“ è¤‡æ•°ã�®è„†å¼±æ€§

http://www.arkoon.fr/upload/alertes/40AK-2006-04-FR-1.1_SSL360_OPENSSL_RSA.pdf
http://www.arkoon.fr/upload/alertes/40AK-2006-04-FR-1.1_SSL360_OPENSSL_RSA.pdf
http://www.arkoon.fr/upload/alertes/40AK-2006-04-FR-1.1_SSL360_OPENSSL_RSA.pdf
http://support.attachmate.com/techdocs/2137.html
http://support.avaya.com/elmodocs2/security/ASA-2006-188.htm
http://support.avaya.com/elmodocs2/security/ASA-2006-188.htm
http://www.cisco.com/en/US/products/hw/contnetw/ps4162/tsd_products_security_response09186a008077af1b.html
http://www.cisco.com/en/US/products/hw/contnetw/ps4162/tsd_products_security_response09186a008077af1b.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg22734
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg01963
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg09619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg16571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg17943
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg24311
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg46092
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg04397
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg04386
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg51110
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg51304
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCek57074
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg59589
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsf97055
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg55732
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg36592
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg55738
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg55742
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg56292
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg58599
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg58607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg58592
http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCsh14665
http://www.debian.org/security/2006/dsa-1173
http://www.debian.org/security/2006/dsa-1174
http://security.freebsd.org/advisories/FreeBSD-SA-06:19.openssl.asc
http://www.vuxml.org/freebsd/c97d7a37-2233-11df-96dd-001b2134ef46.html
http://www.vuxml.org/freebsd/c97d7a37-2233-11df-96dd-001b2134ef46.html
http://www.vuxml.org/freebsd/c97d7a37-2233-11df-96dd-001b2134ef46.html


Gentooã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šGLSA

200609-05ã�Šã‚ˆã�³GLSA 200610-06 

HITACHIã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ»ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿ:

HS07-034

HPã�¯ã€�HPSBUX02165ã€�HPSBUX02186ã€�HPSBTU02207ã€�ã�Šã‚ˆã�³HPSBMAã�®å�„ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æƒ…å ±ã‚’å…¬é–‹ã�—ã�¦ã�„ã�¾ã�™02250

Ingate Systemsã�¯ã€�Ingate Firewallã�Šã‚ˆã�³Ingate SIParator 
4.5.1ã�®ãƒªãƒ³ã‚¯ã�§ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹é€šçŸ¥ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

Mandrivaã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šMDKSA-

2006:161ã€�MDKSA-2006:177ã€�MDKSA-2006:178ã€�ã�Šã‚ˆã�³MDKSA-2006:207

NetBSDã�¯æ¬¡ã�®FTPãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

NetBSD-SA2006-023

Novellã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�«é–¢ã�™ã‚‹ã�ŠçŸ¥ã‚‰ã�›ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚Novell

3143224

OpenBSDã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒŠã‚¦ãƒ³ã‚¹ãƒ¡ãƒ³ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
016ï¼šã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¿®æ£ï¼š 2006å¹´9æœˆ8æ—¥ã�Šã‚ˆã�³011ï¼šã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¿®æ£ï¼š 

2006å¹´9æœˆ8æ—¥

OpenOffice.orgã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚CVE-

2006-4339

OpenPKGã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚OpenPKG-

SA-2006.018

OpenVPNã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚OpenVPN

2.0.x Change Log

Operaã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š845

ã‚ªãƒ©ã‚¯ãƒ«ç¤¾ã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚BEA07-

169.00ã�Šã‚ˆã�³Oracle Critical Patch Update January 2007

Red 

Hatã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚RHSA-
2006:0661ã€�RHSA-2007:0062ã€�RHSA-2007:0072ã€�RHSA-2007:0073ã€�RHSA-

2008:0264ã€�RHSA-2008 525ã€�ã�Šã‚ˆã�³RHSA-2008:0629

SGIã�¯æ¬¡ã�®FTPãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿ:20060901-

http://www.gentoo.org/security/en/glsa/glsa-200609-05.xml
http://www.gentoo.org/security/en/glsa/glsa-200609-05.xml
http://www.gentoo.org/security/en/glsa/glsa-200610-06.xml
http://www.hitachi-support.com/security_e/vuls_e/HS07-034_e/index-e.html
http://www.hitachi-support.com/security_e/vuls_e/HS07-034_e/index-e.html
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c00794048
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c00849540
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c00849540
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c00849540
http://www.ingate.com/relnote-451.php
http://www.ingate.com/relnote-451.php
http://www.ingate.com/relnote-451.php
http://www.mandriva.com/security/advisories?name=MDKSA-2006:161
http://www.mandriva.com/security/advisories?name=MDKSA-2006:161
http://www.mandriva.com/security/advisories?name=MDKSA-2006:177
http://www.mandriva.com/security/advisories?name=MDKSA-2006:177
http://www.mandriva.com/security/advisories?name=MDKSA-2006:177
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2006-4339

SUSEã�¯ã€�SUSE-SA:2006:055ã€�SUSE-SA:2006:061ã€�ã�Šã‚ˆã�³SUSE-

SA:2007:010ã�®å�„ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒŠã‚¦ãƒ³ã‚¹ãƒ¡ãƒ³ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

SUSEã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚µãƒžãƒªãƒ¼ãƒ¬ãƒ�ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚SUSE-

SR:2006:026

Sybaseã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚1047991

Trustixã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚TSLSA-

2006-0051ã�Šã‚ˆã�³TSLSA-2006-0063

Turbolinuxã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šTLSA-

2006-29

Ubuntu 

Linuxã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£é€šçŸ¥ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šUSN-

339-1

Van Dyke Technologiesã�¯ã€�SecureCRT 5.2.2ã�Šã‚ˆã�³SecureFX 

4.0.2ã�®ãƒªãƒ³ã‚¯ã�§å¤‰æ›´ã‚’å…¬é–‹ã�—ã�¦ã�„ã�¾ã�™ã€‚

ãƒ´ã‚¤ã‚¨ãƒ ã‚¦ã‚§ã‚¢ã�¯ã€�3069097ã�Šã‚ˆã�³9986131ã�®ãƒŠãƒ¬ãƒƒã‚¸ãƒ™ãƒ¼ã‚¹è¨˜äº‹ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ 
VMwareã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚VMSA-

2008-0005

US-

CERTã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§è„†å¼±æ€§ã�«é–¢ã�™ã‚‹ãƒŽãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚VU#845620

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ftp://patches.sgi.com/support/free/security/advisories/20060901-01-P.asc
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.605306
http://www.slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.566955
http://www.ssh.com/documents/33/SSH_Tectia_Server_5.1.1_releasenotes.txt
http://www.ssh.com/documents/33/SSH_Tectia_Manager_2.2.1_releasenotes.txt
http://www.ssh.com/documents/33/SSH_Tectia_Server_zOS_5.2.1_releasenotes.txt
http://www.ssh.com/documents/33/SSH_Tectia_Server_zOS_5.2.1_releasenotes.txt
http://www.ssh.com/documents/33/SSH_Tectia_Client_5.1.1_releasenotes.txt
http://www.ssh.com/documents/33/SSH_Tectia_Client_5.1.1_releasenotes.txt
http://sunsolve.sun.com/search/document.do?assetkey=1-26-200196-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-200474-1
http://sunsolve.sun.com/search/document.do?assetkey=1-26-200474-1
http://blogs.sun.com/security/entry/cve_2006_4339_vulnerability_in
http://blogs.sun.com/security/entry/cve_2006_4339_vulnerability_in
http://www.novell.com/linux/security/advisories/2006_55_ssl.html
http://www.novell.com/linux/security/advisories/2006_61_opera.html
http://www.novell.com/linux/security/advisories/2007_10_ibmjava.html
http://www.novell.com/linux/security/advisories/2007_10_ibmjava.html
http://www.novell.com/linux/security/advisories/2006_26_sr.html
http://www.novell.com/linux/security/advisories/2006_26_sr.html
http://www.sybase.com/detail?id=1047991
http://www.trustix.net/errata/2006/0051/
http://www.trustix.net/errata/2006/0051/
http://www.trustix.org/errata/2006/0063/
http://www.turbolinux.com/security/2006/TLSA-2006-29.txt
http://www.turbolinux.com/security/2006/TLSA-2006-29.txt
http://www.ubuntu.com/usn/usn-339-1
http://www.ubuntu.com/usn/usn-339-1
http://www.vandyke.com/products/securecrt/history.txt
http://www.vandyke.com/products/securefx/history.txt
http://www.vandyke.com/products/securefx/history.txt
http://kb.vmware.com/kb/3069097
http://kb.vmware.com/kb/9986131
http://www.vmware.com/security/advisories/VMSA-2008-0005.html
http://www.vmware.com/security/advisories/VMSA-2008-0005.html
http://www.kb.cert.org/vuls/id/845620


OpenSSLãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³0.9.7jÂä»¥å‰�ã�Šã‚ˆã�³0.9.8bä»¥å‰�ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ã€�ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

å›žé�¿ç–

é�©åˆ‡ã�ªã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ç®¡ç�†è€…ã�¯ã€�2è¦�ç´ èª�è¨¼ã‚·ã‚¹ãƒ†ãƒ ã�®ä¸€éƒ¨ã�¨ã�—ã�¦è¨¼æ˜Žæ›¸ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ç®¡ç�†è€…ã�¯ã€�VPNã�¾ã�Ÿã�¯å½±éŸ¿ã‚’å�—ã�‘ã�ªã�„ä»–ã�®ãƒªãƒ¢ãƒ¼ãƒˆã‚¢ã‚¯ã‚»ã‚¹ãƒ†ã‚¯ãƒŽãƒã‚¸ãƒ¼ã‚’ä½¿ç”¨ã�—ã�¦ã€�è¨¼æ˜Žæ›¸ã�§ä¿�è·ã�•ã‚Œã�Ÿãƒªã‚½ãƒ¼ã‚¹ã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚’ä¿¡é ¼ã�•ã‚Œã�Ÿãƒ¦ãƒ¼ã‚¶ãƒ¼ã�«åˆ¶é™�ã�™ã‚‹ã�“ã�¨ã‚’æ¤œè¨Žã�§ã��ã�¾ã�™ã€‚

DNSSECã‚’ä½¿ç”¨ã�—ã�¦ISC 
BINDã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ç®¡ç�†è€…ã�¯ã€�ä½¿ç”¨å�¯èƒ½ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢æ›´æ–°ã‚’é�©ç”¨ã�—ã€�ã�™ã�¹ã�¦ã�®å�¤ã�„ã‚ãƒ¼ã�«å¯¾ã�—ã�¦æ–°ã�—ã�„RSA-
SHA1ã‚ãƒ¼ã�¨RSA-
MD5ã‚ãƒ¼ã‚’ç”Ÿæˆ�ã�—ã€�æ–°ã�—ã�„ã‚ãƒ¼ã�¸ã�®ã‚ãƒ¼ãƒãƒ¼ãƒ«ã‚ªãƒ¼ãƒ�ãƒ¼ã‚’å®Ÿè¡Œã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

OpenSSLã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚OpenSSL

0.9.7kã�Šã‚ˆã�³OpenSSL 0.9.8c 

Appleã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

Mac OS X 10.3.9   

Mac OS Xã‚µãƒ¼ãƒ�10.3.9  

Mac OS X 10.4.8 Intel  

Mac OS X 10.4.8 PPC  

Mac OS Xã‚µãƒ¼ãƒ�10.4.8ãƒ¦ãƒ‹ãƒ�ãƒ¼ã‚µãƒ«  

Mac OS Xã‚µãƒ¼ãƒ�10.4.8 PPC  

Mac OS X 10.4ç”¨Java 

ARKOONã�¯ã€�ARKOONã‚«ã‚¹ã‚¿ãƒžãƒ¼ã‚¹ãƒšãƒ¼ã‚¹ã�®æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šClient

Update

Attachmateã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒãƒ�ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
Attachmate

Blue 

Coatã�¯ã€�ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’å�—ã�‘å�–ã‚‹ã�Ÿã‚�ã�®æ‰‹é †ã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚Blue

Coat

http://www.openssl.org/source/
http://www.openssl.org/source/
http://www.openssl.org/source/
http://www.apple.com/support/downloads/securityupdate20060071039client.html
http://www.apple.com/support/downloads/securityupdate20060071039server.html
http://www.apple.com/support/downloads/securityupdate20060071039server.html
http://www.apple.com/support/downloads/securityupdate20060071039server.html
http://www.apple.com/support/downloads/securityupdate20060071039server.html
http://www.apple.com/support/downloads/securityupdate20060071048clientintel.html
http://www.apple.com/support/downloads/securityupdate20060071048clientppc.html
http://www.apple.com/support/downloads/securityupdate20060071048serveruniversal.html
http://www.apple.com/support/downloads/securityupdate20060071048serveruniversal.html
http://www.apple.com/support/downloads/securityupdate20060071048serveruniversal.html
http://www.apple.com/support/downloads/securityupdate20060071048serveruniversal.html
http://www.apple.com/support/downloads/securityupdate20060071048serverppc.html
http://www.apple.com/support/downloads/securityupdate20060071048serverppc.html
http://www.apple.com/support/downloads/securityupdate20060071048serverppc.html
http://www.apple.com/support/downloads/securityupdate20060071048serverppc.html
http://www.apple.com/support/downloads/javaformacosx104release6.html
http://www.arkoon.net/Customer-Space.html
http://www.arkoon.net/Customer-Space.html
http://support.attachmate.com/techdocs/2137.html
http://www.bluecoat.com/
http://www.bluecoat.com/


æœ‰åŠ¹ã�ªå¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ã‚·ã‚¹ã‚³ã�®ã�Šå®¢æ§˜ã�¯ã€�Ciscoã�®Software 
Centerã�‹ã‚‰ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã�ªã�„ã‚·ã‚¹ã‚³ã�®ã�Šå®¢æ§˜ã�¯ã€�Cisco
Technical Assistance Center(TAC)ã�«1-800-553-2447ã�¾ã�Ÿã�¯1-408-526-
7209ã�§é€£çµ¡ã�™ã‚‹ã�‹ã€�tac@cisco.comã�«é›»å�ãƒ¡ãƒ¼ãƒ«ã�§ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

Debianã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
Debian (openssl)ã�¨Debian (openssl096)

FreeBSDã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰ãƒ‘ãƒƒãƒ�ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šopenssl.patch

FreeBSDã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰portsã‚³ãƒ¬ã‚¯ã‚·ãƒ§ãƒ³ã�®æ›´æ–°ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�™ã€‚
Ports Collection Index

emergeã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�æ¬¡ã�®ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�®Gentooã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

dev-libs/openssl 

app-emulation/emul-linux-x86-baselibs 

dev-libs/nss

HPã�¯ã€�ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å�‘ã�‘ã�®ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

PHSS_35463 Virtualvault 4.7 OWS (Apache 1.x)ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35460 Virtualvault 4.7 IWSã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35481 Virtualvault 4.7 TGPã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35436 Virtualvault 4.7 OWS (Apache 2.x)ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35462 Virtualvault 4.6 OWSã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35459 Virtualvault 4.6 IWSã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35480 Virtualvault 4.6 TGPã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35461 Virtualvault 4.5 OWSã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35458 Virtualvault 4.5 IWSã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35437 Webproxy server 2.1 (Apache 2.x)ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35111 Webproxy server 2.1 (Apache 1.x)ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

PHSS_35110 Webproxy server 2.0ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ•

HPã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§HP-UX 
IPv4ç”¨ã�®æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

HP-UX B.11.00  

Revision A.2.0.58.01ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�

HP-UX B.11.11  

Revision A.2.0.58.01ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�

HPã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§HP-UX 

http://www.cisco.com/public/sw-center/
http://www.debian.org/security/2006/dsa-1173
http://www.debian.org/security/2006/dsa-1174
http://security.FreeBSD.org/patches/SA-06:19/openssl.patch
http://www.freebsd.org/ports/master-index.html
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/


IPv6ç”¨ã�®æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

HP-UX B.11.11  

Revision B.2.0.58.01ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�

HP-UX B.11.23  

Revision B.2.0.58.01ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�

HPã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§åˆ�æœŸãƒªãƒªãƒ¼ã‚¹ã�®ãƒ‘ãƒƒãƒ�ã‚ãƒƒãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

HP Tru64 UNIX v 5.1B-4 - T64KIT1001167-V51BB27-ES-20070321•

HP Tru64 UNIX v 5.1B-3 - T64KIT1001163-V51BB26-ES-20070315•

HP Tru64 UNIX v 5.1A PK6 - T64KIT1001160-V51AB24-ES-20070314•

HP Tru64 UNIX v 4.0G PK4:T64KIT1001166-V40GB22-ES-20070316•

HP Tru64 UNIX v 4.0F PK8:DUXKIT1001165-V40FB22-ES-20070316•

Internet Express(IX)v 6.6 BIND:CPQIM360.SSL.01.tar.gz•

HP Insight Management Agents â€“ é�©åˆ‡ã�ªERPã‚ãƒƒãƒˆã�«ã�‚ã‚‹BIND 
9.8.2ãƒ‘ãƒƒãƒ�ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�¾ã�™ã€‚

•

HPã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

HP System Management Homepage for Linux(x86)2.1.8-177•

HP System Management Homepage for Linux(AMD64/EM64T)2.1.8-177•

HP System Management Homepage for Windows 2.1.8-179•

Ingate Systemsã�¯ã€�Ingate Firewallã�Šã‚ˆã�³Ingate SIParator 
4.5.1ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

Internet Systems Consortium(IFS)ã�¯ã€�BIND 9.2.6-P2ã�Šã‚ˆã�³BIND 9.3.2-

P2ã�§BINDã�®æ›´æ–°ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿ

Mandrivaã�¯MandrivaUpdateã‚’ä½¿ç”¨ã�—ã�¦è‡ªå‹•çš„ã�«æ›´æ–°ã�§ã��ã�¾ã�™ã€‚  
Mandrakeã�¯MandrakeUpdateã‚’ä½¿ç”¨ã�—ã�¦è‡ªå‹•çš„ã�«æ›´æ–°ã�§ã��ã�¾ã�™ã€‚

NetBSDã�¯æ¬¡ã�®FTPãƒªãƒ³ã‚¯ã�‹ã‚‰æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’å…¥æ‰‹ã�™ã‚‹ã�Ÿã‚�ã�®å‘½ä»¤ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
NetBSD

Novellã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚Novell

International Cryptographic Infrastructure(NICI)2.7.2

OpenBSDã�¯æ¬¡ã�®FTPãƒªãƒ³ã‚¯ã�‹ã‚‰ã‚½ãƒ¼ã‚¹ã‚³ãƒ¼ãƒ‰ã�®ãƒ‘ãƒƒãƒ�ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
OpenBSD 3.8ã�¨OpenBSD 3.9

OpenOffice.orgã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šOpenOffice

http://itrc.hp.com/
http://itrc.hp.com/
http://www.itrc.hp.com/service/patch/patchDetail.do?patchid=T64KIT1001167-V51BB27-ES-20070321
http://www.itrc.hp.com/service/patch/patchDetail.do?patchid=T64KIT1001163-V51BB26-ES-20070315
http://www.itrc.hp.com/service/patch/patchDetail.do?patchid=T64KIT1001160-V51AB24-ES-20070314
http://www.itrc.hp.com/service/patch/patchDetail.do?patchid=T64KIT1001166-V40GB22-ES-20070316
http://www.itrc.hp.com/service/patch/patchDetail.do?patchid=DUXKIT1001165-V40FB22-ES-20070316
http://h30097.www3.hp.com/cma/patches.html
http://h18023.www1.hp.com/support/files/server/us/download/26864.html
http://h18023.www1.hp.com/support/files/server/us/download/26866.html
http://h18023.www1.hp.com/support/files/server/us/download/26977.html
http://www.ingate.com/upgrades.php
http://www.ingate.com/upgrades.php
http://www.ingate.com/upgrades.php
http://www.isc.org/sw/bind/bind9.2.php#download
http://www.isc.org/sw/bind/bind9.3.php#download
http://www.isc.org/sw/bind/bind9.3.php#download
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2006-023.txt.asc
http://download.novell.com/Download?buildid=ttXNAk5nEeg~
http://download.novell.com/Download?buildid=ttXNAk5nEeg~
ftp://ftp.openbsd.org/pub/OpenBSD/patches/3.8/common/016_openssl.patch
ftp://ftp.openbsd.org/pub/OpenBSD/patches/3.9/common/011_openssl.patch
http://download.openoffice.org/index.html


3.2

OpenPKGã�¯æ¬¡ã�®FTPãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚OpenPKG
2.5 - openssl-0.9.8c-2.20060906 

OpenVPNã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šOpenVPN

2.0.8

Operaã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š 
Opera 9.02ä»¥é™�

Oracleã�¯ã€�ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å�‘ã�‘ã�®ãƒ‘ãƒƒãƒ�ã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚Oracle

Oracleã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

WebLogic Server 9.2

Maintenance Pack 1ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰•

WebLogic Server 9.1

Smart 

Updateãƒ„ãƒ¼ãƒ«ã‚’ä½¿ç”¨ã�—ã�¦ãƒ‘ãƒƒãƒ�CR295567ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�¾ã�™
•

WebLogic Server 9.0

Bug ID CR239280ã�«é–¢é€£ã�™ã‚‹9.0 
GAã‚³ãƒ³ãƒœãƒ‘ãƒƒãƒ�ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�¾ã�™ã€‚

•

ãƒ‘ãƒƒãƒ�CR295567_900ã‚’é�©ç”¨•

WebLogic Serverã�Šã‚ˆã�³WebLogic Expressãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³8.1

SP6ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰•

ãƒ‘ãƒƒãƒ�CR295567_81sp6ã‚’é�©ç”¨•

ãƒ‘ãƒƒãƒ�ã�®jarã‚’weblogic.jarãƒ•ã‚¡ã‚¤ãƒ«ã�®å‰�ã�®CLASSPATHã�«é…�ç½®ã�—ã�¾ã�™•

WebLogic Serverã�Šã‚ˆã�³WebLogic Expressãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³7.0

SP7ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰•

ãƒ‘ãƒƒãƒ�CR295567_70sp7ã‚’é�©ç”¨•

ãƒ‘ãƒƒãƒ�ã�®jarã‚’weblogic.jarãƒ•ã‚¡ã‚¤ãƒ«ã�®å‰�ã�®CLASSPATHã�«é…�ç½®ã�—ã�¾ã�™•

Red 

Hatãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�¯ã€�up2dateã�¾ã�Ÿã�¯yumã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦æ›´æ–°ã�§ã��ã�¾ã�™ã€‚

http://download.openoffice.org/index.html
http://openpkg.org/go/package/openssl
http://openvpn.net/download.html
http://openvpn.net/download.html
http://www.opera.com/download/
http://www.opera.com/download/
https://metalink.oracle.com/
http://support.bea.com/
http://support.bea.com/
ftp://anonymous:dev2dev%40bea.com@ftpna.bea.com/pub/releases/security/CR295567_900.jar
ftp://anonymous:dev2dev%40bea.com@ftpna.bea.com/pub/releases/security/CR295567_900.jar
ftp://anonymous:dev2dev%40bea.com@ftpna.bea.com/pub/releases/security/CR295567_81sp6.jar
ftp://anonymous:dev2dev%40bea.com@ftpna.bea.com/pub/releases/security/CR295567_81sp6.jar
ftp://anonymous:dev2dev%40bea.com@ftpna.bea.com/pub/releases/security/CR295567_70sp7.jar
ftp://anonymous:dev2dev%40bea.com@ftpna.bea.com/pub/releases/security/CR295567_70sp7.jar


Secure Computingã�‹ã‚‰æœ€æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œãƒªãƒªãƒ¼ã‚¹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚  
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�®å…¥æ‰‹æ–¹æ³•ã�«ã�¤ã�„ã�¦ã�¯ã€�ãƒ™ãƒ³ãƒ€ãƒ¼ã�«å•�ã�„å�ˆã�›ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

SGIã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å�‘ã�‘ã�®ãƒ‘ãƒƒãƒ�ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ãƒ‘ãƒƒãƒ�10332  

Slackwareãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�¯ã€�upgradepkgã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦æ›´æ–°ã�§ã��ã�¾ã�™ã€‚

SSH 

Communicationsã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚SSH

Tectiaã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰

Sunã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ãƒ‘ãƒƒãƒ�ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚

JDKã�Šã‚ˆã�³JRE 5.0 Update 9ä»¥é™�ï¼ˆWindowsã€�Solarisã€�Linuxç”¨ï¼‰•

J2SE 5.0•

J2SE 1.0.3_04•

J2SE 1.4.2 •

SPARC

Sun Java Enterprise System for Solaris 8ãƒ‘ãƒƒãƒ� 119209-17ä»¥é™�•

ãƒ‘ãƒƒãƒ� 119211-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java Enterprise System for 
Solaris 9

•

ãƒ‘ãƒƒãƒ� 119213-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java Enterprise System for 
Solaris 10

•

ãƒ‘ãƒƒãƒ� 113451-14ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 9•

Solaris 9 SSHãƒ‘ãƒƒãƒ� 122300-30ã�Šã‚ˆã�³ 114356-14ä»¥é™�•

Solaris 9ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ãƒ³ã‚°ãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ† ã‚£ãƒ‘ãƒƒãƒ�113713-26ä»¥é™�•

ãƒ‘ãƒƒãƒ� 119213-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 10•

ãƒ‘ãƒƒãƒ� 120011-14ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 10•

ãƒ‘ãƒƒãƒ� 120011-14ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 10•

ãƒ‘ãƒƒãƒ� 119169-22 ã�¾ã�Ÿã�¯ 119166-29ã‚’é�©ç”¨ã�—ã�ŸSun Java System 
Application Server Enterprise

•

ãƒ‘ãƒƒãƒ� 119173-22ã�¾ã�Ÿã�¯ 119166-29ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java System 
Application Server Platform

•

Sun Java System Web Server 6.0 Service Pack 11ä»¥é™�•

Service Pack 7ä»¥é™�ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�ŸSun Java System Web Server 
6.1

•

ãƒ‘ãƒƒãƒ� 116648-20ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java System Web Server 6.1•

Sun Java System Proxy Server 4.0 Service Pack 4ä»¥é™�•

Intel

http://support.sgi.com/
http://support.sgi.com/
http://www.ssh.com/support/downloads/
http://www.ssh.com/support/downloads/
http://www.ssh.com/support/downloads/
http://java.sun.com/javase/downloads/index.jsp
http://java.sun.com/javase/downloads/index.jsp
http://java.sun.com/j2se/1.5.0/download.jsp
http://java.sun.com/products/jsse/index-103.html
http://java.sun.com/j2se/1.4.2/download.html
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119209-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119211-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119213-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-113451-14-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-122300-30-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-114356-14-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-113713-26-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-113713-26-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119213-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-120011-14-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-120011-14-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119169-22-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119166-29-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119173-22-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119166-29-1
http://www.sun.com/download/products.xml?id=459db7b2
http://www.sun.com/download/products.xml?id=45c90ca9
http://sunsolve.sun.com/search/document.do?assetkey=1-21-116648-20-1
http://www.sun.com/download/products.xml?id=45edcffe


ãƒ‘ãƒƒãƒ� 119212-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java Enterprise System for 
Solaris 9

•

ãƒ‘ãƒƒãƒ� 119214-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java Enterprise System for 
Solaris 10

•

ãƒ‘ãƒƒãƒ� 114435-13ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 9•

Solaris 9 SSHãƒ‘ãƒƒãƒ� 114357-13ã�Šã‚ˆã�³ 122301-30ä»¥é™�•

Solaris 9ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ãƒ³ã‚°ãƒ¦ãƒ¼ãƒ†ã‚£ãƒªãƒ† ã‚£ãƒ‘ãƒƒãƒ�114568-25ä»¥é™�•

ãƒ‘ãƒƒãƒ� 119214-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 10•

ãƒ‘ãƒƒãƒ� 120012-14ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 10•

ãƒ‘ãƒƒãƒ� 127128-11ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSolaris 10•

ãƒ‘ãƒƒãƒ� 119170-22ã�¾ã�Ÿã�¯ 119167-32ã‚’é�©ç”¨ã�—ã�ŸSun Java System Server 
Enterprise

•

ãƒ‘ãƒƒãƒ� 119174-22ã�¾ã�Ÿã�¯ 119167-32ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java System 
Server 

•

Service Pack 7ä»¥é™�ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�ŸSun Java System Web Server 
6.1

•

ãƒ‘ãƒƒãƒ� 116649-21ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java System Web Server 6.1•

Sun Java System Proxy Server 4.0 Service Pack 4ä»¥é™�•

J2SE 5.0

•

J2SE 5.0:Solaris 9ç”¨(ãƒ‘ãƒƒãƒ� 118666-17)
•

J2SE 5.0ï¼šãƒ‘ãƒƒãƒ� 118667-17ï¼ˆ64ãƒ“ãƒƒãƒˆï¼‰ã‚’é�©ç”¨ã�—ã�ŸSolaris 9ç”¨
•

J2SE 5.0_x86:Solaris 9ç”¨(ãƒ‘ãƒƒãƒ� 118668-17)
•

J2SE 5.0_x86ï¼šãƒ‘ãƒƒãƒ� 118669-17ï¼ˆ64ãƒ“ãƒƒãƒˆï¼‰ã‚’é�©ç”¨ã�—ã�ŸSolaris 9ç”¨

Linuxãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ 

ãƒ‘ãƒƒãƒ� 121656-17ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java Enterprise System for 
Linux

•

ãƒ‘ãƒƒãƒ� 119171-22ã�¾ã�Ÿã�¯ 119168-29ã�Œé�©ç”¨ã�•ã‚Œã�¦ã�„ã�ªã�„Sun 
Java System Server Enterprise

•

Sun Java System Server Platform without patch 119175-22 ã�¾ã�Ÿã�¯ 119168-29•

Sun Java System Web Server 6.0 Service Pack 11ä»¥é™�•

Service Pack 7ä»¥é™�ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�ŸSun Java System Web Server 
6.1

•

http://sunsolve.sun.com/search/document.do?assetkey=1-21-119212-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119214-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-114435-13-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-114357-13-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-122301-30-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-114568-25-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-114568-25-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119214-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-120012-14-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-127128-11-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119170-22-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119167-32-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119174-22-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119167-32-1
http://www.sun.com/download/products.xml?id=45c90ca9
http://sunsolve.sun.com/search/document.do?assetkey=1-21-116649-21-1
http://www.sun.com/download/products.xml?id=45edcffe
http://sunsolve.sun.com/search/document.do?assetkey=1-21-118666-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-118667-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-118668-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-118669-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-121656-17-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119171-22-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119168-29-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119175-22-1
http://sunsolve.sun.com/search/document.do?assetkey=1-21-119168-29-1
http://www.sun.com/download/products.xml?id=459db7b2
http://www.sun.com/download/products.xml?id=45c90ca9


ãƒ‘ãƒƒãƒ� 118202-12ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java System Web Server 6.1•

Sun Java System Proxy Server 4.0 Service Pack 4ä»¥é™�•

HP-UXãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ 

ãƒ‘ãƒƒãƒ� 124379-08ä»¥é™�ã�Œé�©ç”¨ã�•ã‚Œã�ŸSun Java Enterprise System for 
HP-UX

•

Sun Java System Web Server 6.0 Service Pack 11ä»¥é™�•

Service Pack 7ä»¥é™�ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�ŸSun Java System Web Server 
6.1

•

Sun Java System Proxy Server 4.0 Service Pack 4ä»¥é™�•

Sun Java System Application Server Enterprise Edition 8.1 2005 Q1ã€�ãƒ‘ãƒƒãƒ� 119172-

22ã�ªã�—
•

Sun Java System Application Server Platform Edition 8.1 2005 Q1ã€�ãƒ‘ãƒƒãƒ� 119176-

22ã�ªã�—
•

Sun Java System Web Server 6.0 Service Pack 11ä»¥é™�•

Sun Java System Web Server 6.1 Service Pack 7ä»¥é™�•

Sun Java System Proxy Server 4.0 Service Pack 4ä»¥é™�•

AIXãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ 

Sun Java System Web Server 6.0 Service Pack 11ä»¥é™�•

Sun Java System Web Server 6.1 Service Pack 7ä»¥é™�•

Sunã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§é–¢é€£ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å�‘ã�‘ã�®StarOffice/StarSuiteã�®ãƒ‘ãƒƒãƒ�ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
CVE-2006-4339

SUSEã�¯æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ãƒ¦ãƒ¼ã‚¶ã�¯
YaSTã‚’ä½¿ç”¨ã�—ã�¦æ›´æ–°ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã��ã�¾ã�™ã€‚
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


