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ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
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ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³3.1ã‚ˆã‚Šå‰�ã�®Cisco Guardã�Šã‚ˆã�³Cisco Traffic Anomaly 
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Cisco Guardã�Šã‚ˆã�³Cisco Traffic Anomaly Detector 
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severity
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20041215-guard

åˆ�å…¬é–‹æ—¥ : 2004-12-15 19:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20041215-guard
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20041215-guard
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ãƒªãƒ¢ãƒ¼ãƒˆã‚»ã‚ãƒ¥ã‚¢ã‚·ã‚§ãƒ«(SSH)æŽ¥ç¶š •

ãƒªãƒ¢ãƒ¼ãƒˆã‚»ã‚ãƒ¥ã‚¢Webã‚»ãƒƒã‚·ãƒ§ãƒ³ •
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Cisco Guard Version 3.1(0.12) 
 
GUARD login:

 

ã�“ã�®ä¾‹ã�§ã�¯ã€�Cisco 
Guardã�¯ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³3.1ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã�¾ã�™ã€‚ 
 

ä»®æƒ³ç«¯æœ«ã�®å ´å�ˆã€�æ‰‹é †ã�¯å�Œã�˜ã�§ã�™ã�Œã€�ã‚·ãƒªã‚¢ãƒ«ãƒ»ã‚±ãƒ¼ãƒ–ãƒ«ã‚„ç«¯æœ«ã‚¨ãƒŸãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ãƒ»ãƒ—ãƒã‚°ãƒ©ãƒ ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“ï¼ˆæ¨™æº–ã�®ã‚ãƒ¼ãƒœãƒ¼ãƒ‰ã�¨ãƒ¢ãƒ‹ã‚¿ãƒ¼ã�¯ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�«ç›´æŽ¥æŽ¥ç¶šã�•ã‚Œã�¾ã�™ï¼‰ã€‚
 

1. 

SSHã‚»ãƒƒã‚·ãƒ§ãƒ³ã‚’ä»‹ã�—ã�¦ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ç•ªå�·ã‚’å�–å¾—ã�™ã‚‹ã�«ã�¯ã€�SSHã‚¯ãƒ©ã‚¤ã‚¢ãƒ³ãƒˆã‚’ä½¿ç”¨ã�—ã�¦Cisco
Guardã�¾ã�Ÿã�¯Cisco Traffic Anomaly 
Detector(TIA)ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã€�show 

versionã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(CLI)ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco
Traffic Anomaly 
Detectorã�¨ã�®ã‚¤ãƒ³ã‚¿ãƒ©ã‚¯ã‚·ãƒ§ãƒ³ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚  
 

prompt$ ssh admin@detector.example.com 
admin@detector.example.com's password: 
Last login: Wed Nov 24 22:45:53 on ttyS0 
admin@DETECTOR#show version 
Copyright (c) 2000-2004 Cisco Systems, Inc. All rights reserved. 
 
Software License Agreement 
 
[...] 
 
Cisco Anomaly Detector 
Release: 3.1(0.12) 
Date:    2004/10/27 19:58:14 
 
DETECTOR uptime is 3 weeks, 3 days, 17 hours, 53 minutes 
System Serial Number:  XXXXXXX 
 
Contact Information: 
   Cisco Systems Inc. 
   riverhead-support@cisco.com 

2. 



admin@DETECTOR#

 

ã�“ã�®ä¾‹ã�§ã�¯ã€�Cisco Traffic Anomaly 
Detectorã�¯ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³3.1ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã�¾ã�™ã€‚
 

Cisco Guardã�¨Cisco Traffic Anomaly 
Detectorã�Œã‚»ã‚ãƒ¥ã‚¢ã�ªWebã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’å�–å¾—ã�™ã‚‹ã�«ã�¯ã€�Webãƒ–ãƒ©ã‚¦ã‚¶ã�§URL
https://<Guardã�¾ã�Ÿã�¯Detectorã�®IPã‚¢ãƒ‰ãƒ¬ã‚¹>/ã‚’é–‹ã�„ã�¦ãƒã‚°ã‚¤ãƒ³ã�—ã€�ãƒ–ãƒ©ã‚¦ã‚¶ã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�®å�³ä¸Šã�«ã�‚ã‚‹[About] 
ãƒªãƒ³ã‚¯ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚  
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Cisco Guardã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�¨Cisco Anomaly Traffic 
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ã�“ã�®ã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ã€�3.1ã‚ˆã‚Šå‰�ã�®ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®Cisco
Guardã�Šã‚ˆã�³Cisco Traffic Anomaly 
Detectorã�®ã�™ã�¹ã�¦ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§å�Œã�˜ã�§ã�™ã€‚ã�“ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�¯ã€�ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ä¸Šã�®ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�«å¾“ã�£ã�¦ã€�æ–‡å—ã€�æ•°å—ã€�ã�Šã‚ˆã�³è¨˜å�·ã�®çµ„ã�¿å�ˆã‚�ã�›ã�§æ§‹æˆ�ã�•ã‚Œã�¾ã�™ã�Œã€�ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚’å¼·åŒ–ã�™ã‚‹ã�Ÿã‚�ã�«ã�“ã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’å¤‰æ›´ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ã�“ã�“ã�§èª¬æ˜Žã�™ã‚‹è„†å¼±æ€§ã�¯ã€�Cisco Guardã�®Cisco Bug ID 
CSCeg12167(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�Šã‚ˆã�³Cisco Traffic Anomaly Detectorã�®Cisco Bug 
ID CSCeg12188(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§èª¬æ˜Žã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�¯ã€�è©²å½“ã�™ã‚‹Cisco
Guardã�Šã‚ˆã�³Cisco Traffic Anomaly Detector 
DDoSç·©å’Œã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã€�ç®¡ç�†rootã‚¢ã‚«ã‚¦ãƒ³ãƒˆã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’ãƒ¦ãƒ¼ã‚¶ã�Œé�¸æŠžã�—ã�Ÿå¼·åŠ›ã�ªãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã�«å¤‰æ›´ã�™ã‚‹ã�“ã�¨ã�§ã€�å®Œå…¨ã�«æŽ’é™¤ã�§ã��ã�¾ã�™ã€‚

ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰ã‚’å¤‰æ›´ã�™ã‚‹ã�«ã�¯ã€�rootãƒ¦ãƒ¼ã‚¶ã�¨ã�—ã�¦ãƒã‚°ã‚¤ãƒ³ã�—ã�Ÿå¾Œã�«passwdã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚æ¬¡ã�®ã‚¤ãƒ³ã‚¿ãƒ©ã‚¯ã‚·ãƒ§ãƒ³ã�¯ã€�SSHçµŒç”±ã�§å®Ÿè¡Œã�•ã‚Œã‚‹Cisco
Traffic Anomaly 
Detectorã�®ãƒ‘ã‚¹ãƒ¯ãƒ¼ãƒ‰å¤‰æ›´ãƒ€ã‚¤ã‚¢ãƒã‚°ã�®ä¾‹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

prompt$ ssh root@detector.example.com 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCeg12167
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCeg12188
https://sec.cloudapps.cisco.comRPF/register/register.do


root@detector.example.com's password: 
Last login: Tue Nov 23 15:48:13 on ttyS0 
[root@DETECTOR root]# passwd 
Changing password for user root. 
New password: <new password typed in here> 
Retype new password: <new password typed in here> 
passwd: all authentication tokens updated successfully.
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Cisco PSIRT 
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URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20041215-guard
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


