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AZRLUET, CiscolOSY 7RIV ITDOHFHLW/IN—22 32 Tlk, show process cpu | include
CCH323AN > R&EMFERALET,

<f#froot>

Router#

show process cpu | include CCH323

112 Mwe 60F3ES5EO 295112 239401 123220072/24000 0 CCH323_CT
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DEAVANCE 2 TIL—ZNREENETH, AELERYERIZTYTIL—KRTS
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H3237'— hF—N—DO—OEREICIFMBENFELET., HHTHREWR. HI237
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SHEBRTDICIE, JO—/VILEREDIT Tproxy h3231 OFREEERLET. Mproxy
h323) A"REE N TVWBRES. BEUENFELET,
-GKZ7OF#MEZFERAL TV EVEEE., AOREZT>TC7OF Mtz EMICT
BDCENTEFET,

E =R ——TEEEATVBINTOI-NAA ROV TERET, F—hF—
NR—OBEEEREIBLETESBACOK, ChERFLTIEEL,

<#root>
Router(config)#

no proxy h323
Router(config)#
gat ekeeper
Router(config-gk)#
shut down
Router(config-gk)#

no shut down
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IOST /N4 ANIOST 7 A4 FJ#—)L (10S FWZ /=& Context-Based Access Control

[CBAC] ) ZFEATALSICREENTWVBIFEIWE. showipinspectall AN RZEFKITL T,
IOS FWA"FINA ATERITENTVWBR A ESHZHAELET, IOSFWH M Z—T7 T4 AICHE
AENTVBREEZRTRDITERLET, COB/EE, 1 ARI > 32 )—)L "<NAME>
l& 14 > X —7 I A AFastEthernet0/0lIC 1 /XU RTHEAEhET,

Interface Configuration
Interface FastEthernet0/0
Inbound inspection rule is <NAME>
tcp alert is on audit-trail is off timeout 3600
h323 alert is on audit-trail is off timeout 3600
Outgoing inspection rule 1is not set

« 4> RX—7 I A AFastEthernet0/0TE{EIOS FW(CBAC)ZA 7ICTBIClF. 1>X—7
IAAREE—RTROION RZAHALET,

<#root>

Router#

config t

Router(config)#

Interface FastEthernet 0/0
Router(config-if)#

no ip inspect

« 7 KI)ND> RIOS FW(CBAC)A FastEthernetO/0ICEREE N TWVWBBEE., 10 X2—7
IAARAV74F1L—230F—RTROAN U READLET,

<#root>
Router#
config t
Router(config)#

Interface FastEthernet 0/0



Router(config-if)#

no ip inspect

out

- BDOIOS FWOEEICHERZSEXBVWEER, H323X Y £—2 MI0S FW(CBAC)LE 12 (F
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£ I

<f#froot>

Router(config)#

no i p inspect nane

h323
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3.10S% Y RJ—4 7 KL AZH(NAT)

NATIL=ILEREREL., WITNHADA U EZ—T IAATNATHA T OT 147282 TVWBHEE.
show ip nat statistics ¥ > RZXTL T, F/NA ATNATHAREE N, 7IT 47K 2TV

PHhEERELET,
<#root>
Router#

show i p nat statistics

Total active translations: 3 (3 static, 0 dynamic;

Outside interfaces
Inside interfaces

Hits: 0 Misses: 0
Expired translations: 0
Dynamic mappings:

0 extended
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Total active translations: 3 (3 static, 0 dynamic; O extended
Outside interfaces:
Serial3/0
Inside interfaces:
Seriall/0
Hits: 0 Misses: 0
Expired translations: 0
Dynamic mappings:
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FNTHY, PATAT—RIXY N TPATE#IZTCPR— M7200" BRIV ICEEEE hTL
BWEE. NATOREZZ T THRBTERIFELEEA.
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ELET,

ip nat outside source ...
ip nat inside destination ...
ip nat inside source ...

F*—"J)— Roverload, route-map, F 7 lfextendableN FEEE N TWEWVWLEREDTOWVT
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-H.323 (TCPAR—K1720 ) ICR L TART A4 Y JPATZRITLTLVBR A ES H ETERR
Bk, RONEZ—201T72ERLUET,

ip nat (inside|outside) source static tcp
ip-addr (port|1720) ip-addr (1720]|port)

ROPIE, REEOFEEZZTED UM HYET,

ip nat inside source static tcp 10.1.0.1 1720 10.2.0.1 5834
ip nat outside source static tcp 10.15.12.1 6884 10.6.7.1 1720
ip nat inside source static tcp 10.1.0.17 1720 10.33.14.1 1720

ROPIE, REUEOHEEZTREA



ip nat inside source static tcp 10.1.0.17 53 10.33.14.1 53
ip nat outside source static udp 10.1.14.75 1720 10.131.1.1 6888
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ARERILEOICRHENTVERT, ROERE, MBEEAFELSVD, HI230EZ YR
—hLTVAERVEY, REZZTEEA, TOMOATRAEEAMRBEOLXEZZTEVE
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HEA), HRPCSCeabs518(FFI1I—4EA)ICERHETNTVET,
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TEREEN TV A, CallManagersREN T — hF—N—to>3a>< "TEfO—-ILZFTL A
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o
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o EEO—ILDR—NESRETCP17T20MNNDESTHB 120, BENBZREEZFIREZRIEE
3 7=%IC, CallManager H323%'— R I AN EDST A LR—RED Y A2 LTWSH & ¥
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Cisco Conference Connection

Cisco Conference Connection(CCC)DINTON—T I EEZ2ZTET, BE. Cisco
Conference Connection(CCC)IZX T2 Y 7 M IV ITHEFHEEATVWEEA, CCCEEITLT
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Cisco Internet Service Node
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Cisco BTS 10200 Softswitch
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ROBIZERICRLET, COBITR, FFARY NT—21F172.16.0.0/116T T,

!I--- Permit access from any IP address in the 172.16.0.0/16
!--- network to anywhere on port 1720.

access-1list 101 permit tcp 172.16.0.0 0.0.255.255 any eq 1720

I--- Permit access from anywhere to a host in the
!I---172.16.0.0/26 network on port 1720.

access-1list 101 permit tcp any 172.16.0.0 0.0.255.255 eq 1720

!--- Deny all traffic from port 1720.
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access-1list 101 deny tcp any eq 1720 any
I--- Deny all traffic to port 1720.
access-1ist 101 deny tcp any any eq 1720
!I--- Permit all other traffic.

access-1list 101 permit ip any any
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ACBRENEADTIVEAVANIK2T, ChsONTFYy h27OYITEET,

interface serial 0/0
ip nat outside

!I-—-- This is used to indicate which interface
I--- this configuration should be applied to.

ip access-group 101 1in
!

access-1list 101 deny tcp any eq 1720 any
access-1ist 101 deny tcp any any eq 1720
access-1list 101 permit ip any any
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interface Null0
no ip unreachables



interface Ethernet0/0

ip address 10.0.0.8 255.255.255.0
ip nat inside

I
interface Ethernet0/1

ip address 11.0.0.8 255.255.255.0
ip nat outside

ip policy route-map block-h323

ip nat inside source static 10.0.0.5 1.0.0.5

access-1list 102 permit tcp any host 1.0.0.5 eq 1720
access-1list 102 permit tcp any eq 1720 host 1.0.0.5

route-map block-h323 permit 10
match ip address 102
set interface Null0
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THEFET T A", ip nat translation port-timeout tcp 1720 21X > RZEMFEAT D &, TV AKR—
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interface Ethernet0/0
ip address 10.0.0.8 255.255.255.0
ip nat inside
I
interface Ethernet0/1
ip address 11.0.0.8 255.255.255.0
ip nat outside

ip nat pool h323-test 1.0.0.5 1.0.0.15 prefix-length 24
ip nat inside source route-map h323-block pool h323-test

access-1list 101 deny tcp any any eq 1720
access-1list 101 deny tcp any eq 1720 any
access-1list 101 permit ip host 10.0.0.0 0.0.0.255

route-map h323-block permit 10



match ip address 101
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