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<#root>

access-point>

show ver

Cisco Internetwork Operating System Software

I0S (tm) C110@0 Software (C110@0-K9W7-M), Version 12.2(8)JA, EARLY
DEPLOYMENT RELEASE SOFTWARE (fc1l) ANNNNAAAN

TAC Support: http://www.cisco.com/tac

Copyright (c) 1986-2003 by cisco Systems, Inc.
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<#root>

ap(config)#
ip http access-class 10
ap(config)#

access-list 10 permt host 10.0.0.1

dQ"IQPB®IIIQP8IO 3€9aH3,'af10.0.0.15Q R IO EAPIQ JO®E,C3, 43,3, 3@ 4€+3,ES¢
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<#root>

ap(config)#
no ip http server
ap(config)#

i p domai n nane

ap(config)#
crypto key generate rsa

The name for the keys will be: ap.your-domain

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys ...[O0K]
ap(config)#

line vty 0 4
ap(config-line)#

transport input ssh



é@"é,CEé0§€1€05,3éf3éf”éi¥éf%é,gé@«?\,%ossHé,_éf©é,né,CéFéf“é,’éVzgg”"50—50 ' Cisco
Aironet
APéQ«ae2¥g1]§é@§§00§0%§0“"5€,$5Héﬂ/zéf'é "a, é,§é,CéQ«é@‘é€0g,,;ae—mééééf§0321-Tg”"54

769 -39 «3S 39 3 | AEQRL£I)"39%5NHE, 4 3@ 39'3Q ENttpd, pafnafa,'d, a%c" d@83Q @4,

<#root>

access-list 111 permit tcp host 10.0.0.1 host 10.0.0.50 eq www

50"3Q®E%IQ5iQ 3€05H3,'3F10.0.0.159 €30 E10.0.0.5059®5f+3fQ4,13,'59,50®3,C3, 5
d,®acfxa@¢a,2afaf " q,,4,8a,¢

GQa@®e,Ta+x€83@Q IE€QIQO™IV'a€ | 3O®Cisco Aironet
AP1x00aft3f€a,n3,"a@«a %4a;ea@™3,a,%af-af"3,!5,83,Ca@®af@afa, afsar12.2(11)A13€83;®:

a50&£él\©gl,"éo(é%(§0 ..é...-lé1/4,0gTMoéi .o

G "3@®e,Ta%+x€85¢ €@Vigilanted@®Reda

Zitounid@«3,"3QL3@ | a ié’§§0-é,CEéQ%é@“"éﬁé0”5,GEé,%oé0®é.f—éf®é.f%é.f‘é0_é€0http://www
2003001.htm&@8¢C°e° @3 @33 @ @3 @ 4@ ™AE,

Cisco
PSIRTa@83€@ €@ "3O®3,Caf%oaf@a,na Nafa@«e "e1h%od@-3,E3Q | 3,3, Tal%+r€859®2

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20030728-ap1x00

7

ag'1e", at¥ee

afeaf" 5, 4 85f2( 2003&" 7ae06 280—¥16:00

5 @&34..~6—afafafua,
1.0 UTC(GMT) o ‘ )

afeaf" 5, 4 85f2( 2003&" 7z 280e—¥18:30

o Y - —|~ ~ 1 ~ A~ ~ors ., ~
11 UTC(GMT) an—éf af -af @araf a@®URLAE,'a; ®aeLaE,



http://www.vigilante.com/inetsecurity/advisories/VIGILANTE-2003001.htm
http://www.vigilante.com/inetsecurity/advisories/VIGILANTE-2003001.htm
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20030728-ap1x00

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



