| Pv4af 8, +af faf a@«a,”a@£L£a@ | aFf-afaffa, a@
10S&,0af%a,;afuaf+a,8a,2a,"

@ a, ¢af%oaf €a,na,faFraFnlD : cisco-sa
20030717-blocked

&@a...~é-<e—Y¥ : 2003-07-16 18:30
af @afaa, afsas 1.15 : Fina

726 ¢¢- : No Workarounds available
Ciscoafea,°ID:

Y73 «d, ", <ef...4 13 A€Pete7a9«a, a,«aZYR-13QPREGZA...ma1 a4
Al
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Cisco |0SA® 1447574 5 85, ¢4, 3RY & Ea@—3€ @ Internet Protocol version
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Service(DoS)@"»x'fa@«d %hi@—i@ e, Tal+taQP8a@™AEE %' aRSIQ®Af—afaf a, af«af+a,£af1haf«a

5,4,14°%5@85@ QIO aQ®I @&E5,'28£21°3Q™5,IQVE, @39 «3,%af4,!5,85,¢5,¢,ia, Vi@

3@ 3@ ®3,Ca3f%0af@a,13, 93 3€ A€ https.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20030717-blockeda€p83... ¥ %03 @83 @ @ 3 @43 @ ™A€,

e02aY7" e£YA" @
&, T4/t aE§aP a9, 8,<£123" 9

5O "3RI @6 (FI@ 3€@Cisco 10S5,%af-35,13,83,¢3,'a@Ye|E3@—aE@Internet Protocol
version

4(IPv4)afa,raffaf a,’at | c@1a@®™a,«3,"3a@1a@«e aR34Q+3, 3@ | 39,3, 3Q™MiQ'3€@ | 3OBE,3,'a
1053,%3f+af°3,!5,83,¢3,'a®Ye|E3@™3,af«af14d,; A€ @3, 3,0 affaf @ A€ QAFOF, 033, «af 143 %05 s
10S3,%54f3f°4,!5,83,C3@EC hif@I9—3€ | 5€,50°3€,Ciscoaffaf@a,n3,'3€ a12+6Y;3, 89—

Cisco

e Qa8 UAfQPIO—3 €@ | 89,3,<4,153f3F4,18,84,05,'¢C°°QIOPMA I Q«I@Q IEQIfLaf@a, RS,
version & 3af 2838 %0d,’ ™% Eaep—a@ | 4,-3,"aftaf

3f@arSafaa, e (n*a@—a@%ae™aE Cisco

10S3,%af+af"a,4,83,ca€@ a€@aEEInternetwork Operating System


%5B%5BPublication_URL%5D%5D
%5B%5BPublication_URL%5D%5D

Softwared€ @39 %3PYi® 39 39 GEEIOSARIE QIO & (a9 3, FIQ%IG™AIE,31°853€®-
Cisco 3ftaf@3,13,'3€«3€ show version
8 38 285 %o2Q E3 Q5,39 A€ O C°3 95, 31°85 59 T, 503, E3QUIO™IE,

i@ B®EIQ AEQI0SAFfAfrarss, 12.0(3)a, a®Ye|Ea@—ac@a,naf’s, af afkaf«3€+3,E3 | 5@
[S-La@83@,3,<3,-3,'3,°6£%3"€3,(r°aQ@—3@ | 30,3 @HIQ™IE,

Cisco Internetwork Operating System Software I0S (TM)

2500 Software (C250@-IS-L), Version 12.0(3), RELEASE SOFTWARE

BfPRfoAfYA, 18 &f -8 nAfEf OFf MAf <A@ A€E12.05€ Q5 Q5O ™IE,

28O BE%IQ F€QI0SEFAFPAF14E,12.02a)T15, 40V {E2 @ —€ 93,0535, 5 ©5€ EC2600-
JS-MZ3@ 559,53, 0£1:3"93, (5 Q—3@ | 30,5 Q%IO™IE,

Cisco Internetwork Operating System Software IOS (tm)

C2600 Software (C2600-JS-MZ), Version 12.0(2a)T1l, RELEASE SOFTWARE (fcl)

Cisco
|OSaf ©3fSaf1a QRO °iQP«IQPriY,i@ | 3O €@ http://www.cisco.com/warp/public/620/1.htmi#35,"

Cisco ON'S 15454 ML 4, -4f35f Y48, %5, «Af Vi %@ 3€€Cisco

10S3, %3353, 8,55,C5, 8" 3@ —3@ | 3f3,03f125953," 5€°5f3,n5fu320Vef)3, 2@ Q3% 3O
1053, %3355, 4,53,C 59 ®3,2af23F35%03fO3,naf5, 138, 3f4aF+5,55,13, '3, a» 3@ —3@ | 3F—afaf"
ONS

154543,%:35-35°5, | 3,83, Caf25f285143,'4.0.05@«3@ 3€QMLA,-3F5f1%3,°8, 0355, ; 3F1453,83,03,' 49 &
154543 2383 f 3F3fhafOAF—aFa,»3Ff3,u(TCC/TCC+/TCC2)3@ 1053, 3@V E39—30°5€,30 V3, €

8, T4Y/rtoe€83, 49 «a,"8 9839 ,50°39,39" 39 aOECC°°9aHP+8,EaPYe£a"O
3@ ®3,3,3,3ef 13" 99«59 530,3€ : QIO "IO®A, Caf%oaf@ 3,03, 953Q®3.+EY:3,4@—3a
eO3¢’°
Ciscoadf «afv.d, ;A€p a€@aftaf-3,0af«af a€8a,naf’a ;afaf@affaf af—afas a af«af@afiaa, afsar4(ll

ND)3€@Time-to-Live(TTL)4€n13€%3€@Ya€ 03€9353,°3€3103(Protocol Independent
Multicast - PIM)a@®TTLa€r3, 2E@a@nCisco


http://www.cisco.com/warp/public/620/1.html#3

I0S&ftaf€8,13,'3 SaQ®AF—af3,»aff8, U3 9«3, 3QLIQ | 51 cOTa@ 3, ES IPVAAFE, +aff3F 59 5604

PIM&f—&f4,»3, 5@ EA®Ye|E3€+3, E3@ | 3€,3,<af«af143,3€ €@af—afaf a,3f«5,:3,03f—1033@®:
pim dense-mode3€@ip pim spar semode3€@ 3@ %439 Y3€ ip pim sparse-dense-
modei@ ®33PriQP®3,af73F 3 %I @RI, 3033, FiQ AP EFe 3035 5, FIO%IQ™IE,A...¥853, 41

af-afaffa, “a@-é,CEéQYé,néf%S\,pafééfféf“é,néf-”é,géf%éf-ééé,néﬂ§0§§0_§€0Address
Resolution
Protocoli’%4”ARPi>3,¢af%0af-a,'é8f e +°af—afaf a,35f«1%%03 @ E3fLaf3,0af«af 3@®x™,E6-"383 €

5 8,13, %59 ®8, 8%+ 2€530 3€Q2-i30®239139®BuUg

IDG@8x-to AE-36+5,E5Q | 50,509%IO™IE CSCead2355(c™M»EEAf A VA T8°, ¢ )@ 3€€Cisco
1053, 1535353, 8,§5,C5, 3@V E5Q ™3IO ™35 | 3@ ®Ciscoaf«af1hd,; 5 «aY:16Y:3,8 750 €A,
ID

CSCdi22941(C™»EE2Af V4, T8, ¢’ )4 §3°Z4.. ¥a @3, E3 @ | 5,39 %39 ™A€, CSCdz71127(c™»E@2Af 4f:

af-afaffa 2€-a,E3@VYA..¥853, 0855 ; 3F14a55,83,05,"3,C%0 ' B35 ™3 <3 @ «3 9 FE@show
interfacesd, 3af zaf3af %08, &/4:C" "a@p—a € | a€@Input
Queued|F3, 27¢3QP—3@%IP™IE, QNI IQ®F,P5,RE, 114 Q" 3QPBE 8@ 3@ 76i1%%03@ ExrceE:

show
buffer s3 3af Zaf3af %0d,’ 8Y2:¢" a@—a €@ | A€ @af@afla Aéf-é,EéJ‘%éf«éJ‘%oé,'anCé@—éé%é@""éﬁaeﬂié

<#root>

Router#

show i nterface ethernet 0/0

Ethernet@/@ is up, line protocol is up
Hardware is AmdP2, address is 0050.500e.fle® (bia 0050.500e.f1e0)
Internet address is 172.16.1.9/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (1@ sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:41, output 00:00:07, output hang never
Last clearing of "show interface" counters 00:07:18
Input queue:

76/ 75/ 1091/ 0

(size/max/drops/flushes); Total output drops: @
I--- The 76/ 75 shows that this is bl ocked

Router#

show buffers input-interface serial 0/0 packet

Buffer information for Small buffer at @x612EAF3C
data_area 0x7896E84, refcount 1, next 0x0, flags 0x0@
linktype 7 (IP), enctype @ (None), encsize 46, rxtype 0
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if_input 0x6159D340 (FastEthernet3/2), if_output 0x@ (None)

inputtime 0x@, outputtime ©@x@, ognumber 65535

datagramstart @x7896ED8, datagramsize 728, maximum size 65436

mac_start @x7896ED8, addr_start @x7896ED8, info_start 0x0

network_start @x7896ED8, transport_start 0x0@

source: 10.0.0.1, destination: 192.168.10.1@, id: @OxAAB8, ttl: 41, prot:

103

l--- prot: 103 is proof that this is one of the attack packets

76 ¢C-

5,815,305 83€@ a€@IPv4afa +affaf s 'at! c@1aO™a,«aQ™i@'aQ | 3OB®IOSAfFaf@a,nd, s ac@a @e
Control

Listiva"ACLi"»3,¢a, 8,»3,'3,°af*af afafaaf«afea, af i1%%od,'a%i¢" d@—a€@ | 4, @rLIQEEQPH/ia.. fa@«

8f ™3, 18 "af—af©O3, af 14, £5,14€83€@ €@ rLaV"a@°af afOaf-a,£affa, 3€ telnetd€@snmpa€@ssha

G "3@O®e,Ta%+r€8 QPRI Q@RLA"OC" 3@«3,"AQLIAQ | cOUAR"af-afdffa, a€@-a,EI@|3€,3,<3,ra]
gueue <new value>

ing, paf3a, AfV.af 8 84 08, 18, 38f 28f38f %od, oiC" A —3@ | AEQA..¥E3S3, 3 ¥4I @B +5€ 3, 3fF5f5,0.
PIM&f' 8 +3f fAf 2@ ®3€;3@8af-afaffa, €3, E3@ Y3, naf5,:3f143f5,83,13,'3€«3 %hIQ—3i@ 3@ a
ACLA@ (%0 'G®5G€ ®Af—afOAffaf Gfa,Oarhif G ®afaf0,0arhofZara, a€p«ar+éY;:6,'476€ 6,
af"afoafsa, affaf” ACL

& 3@ ®3,C3, 4,»3,'3f%3,'af 3@ €@ d@«x"»x'faf afOaf-a,£affa, &, af-afaffa, a@™a,«a,"a@ta:
Independent

Multicast(PIM)a€83€,3,53€ @ af7af«af @3,af£3, af af @affaf af afha, 3€84 €8°-¢3,39«8°78..¥5Q

access-list 101 permit tcp any any

access-list 101 permit udp any any

access-list 101 deny 53 any any

access-list 101 deny 55 any any

access-list 101 deny 77 any any

access-list 101 deny 103 any any

l--- insert any other previously applied ACL entries here
l--- you nmust pernit other protocols through to allow norna
l--- traffic -- previously defined permt lists will work
l--- or you may use the pernmit ip any any shown here
access-list 101 permit ip any any



EE%OZ3 "af©af-3,£affa, a,afa,£3f«3,;353533,°3€@™a,<ACLE,' a+*€—3@™3,<3%0 Q3@ «IEQA"Té{ZACL.
a@—a;; ACL

& toe£af—afOAf faf af 3 OAfVAf 4@83€¢ €@Cisco

10S3,%afaf"a,!48,83,Caf@afua, af8a5312.0(21)S525€<3,%0c120008 9«3 343@—a€ | 12.0(24)SG€€C75(
afea'af a@ ac@af«afuasf”

3f—3af3,»aff3,u3@ Ere%od®>3Qaf afOaf3,£3ff3, a@®a12+6Y: 3, 4@ —3€'3,« 3% QI P «IEQI QY
&? 2@ 3@ EAfOF,naf 3,«af%af%0 3f—3f3,»3ff3,p3@«d T £3+3,ES,3QV3, @IEQafia,naf
af«aflaas”

af—afa,»affa,na@®e’ @ 3, e»r i@ 33, 3QRIP V2« AQPaQPNnIQY™aE, afHaf anaf afsaflas
Receive Access Control

Listsd€@a@ ac@affaf@a nd,'a@ a@®xrLaV"a@°af af©afa,£3ffa, 3,/¢%0'ARSIQP—3€@ | e +a@ G4

http://www.cisco.com/warp/public/707/racl.html

8, nAfAf-AfO4, Af AfOF, Af @aFE ACL

af@affaf af afua, a,/c8»a«a@™a,af afoaf-a £affa, a, af-afaffa, a@™a«IQPRIQY A%€I€...0Q«I@
affaf@a,nd,'a@«€@3,%03, Ei@ | 3@ 393, %30 3€,3f afOaf3,£3ffa, &,/'€"a"Ya@—a€Qaf@affa
ACL 3@ af@affaf af afa, a&»aafyafasta £a@®afm™a,'asf

3f—af0a, aft3,£3,'3€ e€f3€°3,%03, 3@ ' 3€53,53€ 93059 5983O®C%0'AR353H®E, TaVita€85
3,»3,4fY3F5f15,F3 3@ B®é+2eY(3, 598> 8S 20YefLi€ 3O —3 | e6fr. . RI9™E,&;..8 QIOCE
Your Core: Infrastructure Protection Access Control

Lists3€ @3 @83€ a€9a,naffaf-af035,'af 3f03, af@affi; @& ACLAQ®E,~3,08f%03fO3,nafP5€ el 8

http://www.cisco.com/warp/public/707/iacl .html

a.Rafx"a@¢d,v2af*af " a,!a,8a,¢
Cisco |OS &, Y5afaf "3, 3, 84, ¢

& QP90 FIQ«IEQAFAFEfE, (UrIEQIPSE, 398 %e+a@BIf—AfOAFfaf af3,0afASf 3%
scheduled3€@3€ 3€,3€© TafOAM™af«3QEd» 3@ QIO HIG™AE,
(%0'aR33 QB —3Q®AFEFE14E,"3,"5,58%0 % 0], 4 @i, a®3A A 143,"3,°8,S8%0 @ 114%:0
Afeafoafyd 8, 6@ 2S5739™3, 3@ 19 QIQ FE€Qr-FQPBRIRIUOI,'d;Pé 19 «I1955Q,30 19 VIO
- &fjafeaftarsafea,?
& QP ®C%0'dP3I QPR EFQ«I @ «3Q%3,EA AfOIMAf«IPRIEPR0eE], é »(' QAP «afTE, 3 5¢
« &feAf" &f «Af%o
3@ Fa@ af af-3,naf5Q@®a»¥a% Q3@ RAfaFafTafSaF S, 4@ %@ Y@ afia, AFEAf1EF A A a2
e Interim
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Technical Assistance

Centeri% TACi¥%%03 € «3," 3@ L3 | 8% 3% @ 3@ «2%0é.. @363, E3°3€,6™3,53€CCO
3€0<3,%03f€3, | 3 5faf1haf%03 @83 @ @333 9>3,"3E,

50,3055, E5005 3673, 3€05, CAFff—3,°4fafiaf%03 @™, eOVA™ 3«2 QO3 15O AfiafCaF 54
TACAQ«CEECUIAO—39 & 2@ 3,/215, 050 50050 50°30,3€,

afaafeary.a,cym 8,0afAfv4, 5@ %hIQYa@Q af—afOAFFaF afa,0afnaf 30®

10.x4f ™MEfV4, '@ ®AFaF a3, "

11 xEf MAfYA, 15O ®FFaFEF%E, "

11.0

111

11.1AA

11.1CA

11.1CC

11.2

11.2P




11.2SA Catalyst 2900XL 4MB

11.3

11.3T

12.0 &f ™MAfYA, E@ O EFEFE,"

12.0 GOMIQ'aQ | dQRIf—afOESffaf af+a,0afhaf a€@'a@'a@®General Deploymentafi

12.0DA xDSL§ gf @afasf 1%561003€€6200

e—OaaY 8°Z4.. . ¥
12.0DB
NSPG”"6400 UAC

12.0DC NRP¢”“Early Deployment 6400 UAC

12.0S 8,38, ¢/ISP3, pif @afaf 174SGSRA€@RSP€@c7200a€ €10k
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12.0SC 8, +af VAf-Af < Af-Af af Vaif %odf €@ 338 %0ISP:uBR7200

12.0SL 10000ESR:c10k

12.0SP @—OaaeY 874...¥

12.0ST 8,3, ¢/ISPa, if @ af14af " 4@ ®e—0aeeYa°Z4.. YA af a3, T43GSRIEQRSPAEGCT.
12.0(21)SX

12.0SX
12.0(22)SX

12.0SY @—OzaeY 8°74...¥

12.0SZ B—OoeY &°Z4...¥

12.0T e—OaeY&Z4. ¥

12.0W5 Cat8510c3€€ cat8510ma€ @ cat8540ca€€cat8540ma€€Is1010




Cat2950

Cat42325€ 53, 5€°Cat2948G-L3

CoMSM

CorsfcaE@C5rsma @ C36205€@C36405€@C4500a€ @ C7200a€@ RSP

12.0WC ae—OsaeY &74...¥2900X L -L REZE€2900XL/3500XL
12.0WT @—OaxeY &74...¥a@®Catalystd,d,naffaf@i%Scat4840g
12.0X(1) Short-Lied Early Deployment(SMED)af2afafv.a,*

12.1 4f ™MEfY4, 'a@®EFaFaF Y3, "

12.1 GOMIQ'3@ | dQB®Af—AfOASffaf af-a,0afhif d@'a@'a@®General Deploymentafe
12.1AA

12.1AX Catalyst 37505€€p Catalyst 2970

12.1AY Catalyst 2940

12.1DA 6160af—af ©af faf afa ©afv.af




12.1DB 6400 UAC

12.1DC 6400 UAC

8,38, ¢35, "84, (Af Vaf —8f©8 04, °4, ff @afhaf 1%45c7200a€ @ Catalyst
60003€@RSPa€@Cc7100a€€@Cat40003€ € Cat8500MSRI€ € Cat8500CSRa€@LS1010

12.1E

12.1(4)EA
12.1(6)EA
12.1(8)EA
12.1EA 12.1(9)EA
12.1(11)EA
12.1(12¢)EA

12.1(13)EA

12.1EB LS1010

12.1EC e—OoaeY 8Z4...¥




12.1EV e—OoaeY 8Z4...¥

o

12.1EW ae—OameY &°74...¥Cat4000 L3

12.1EX ®&—OoaeY 8°Z4...¥

12.1EY

12.1YJ

12.1T e—OaeY &Z4.. ¥

12.1X(1) 6633, 36 12.1Xaf*afaf13,'3€@ €@ r-jd@«cr’a@®P™a," a@Ta@«12.1TI€P12.23€€

12.1XA Short-Lied Early Deployment&fafeafy.a,*

12.1XC 12.1XD : , ra ea e g
Short-Lied Early Deployment(SMED)af2afafv.a,*

12.1XH

12.1XI

12.1XB 12.1XF
12.1XG 12.1XJ
12.1XL 12.1XP
12.1XR 12.1XT
12.1YB 12.1YC
12.1YD 12.1YH

Short-Lied Early Deployment(SMED)af2afafvaa, 1




12.1XM 12.1XQ

Short-Lied Early Deployment(SMED)af2af2afv.a,*
191XV y Deployment( )afeafeafyaa,

12.1XU Short-Lied Early Deploymentafafeafy.a,*

12.1YE 12.1YF

12 1Y Short-Lied Early Deployment(SMED)af%af%afv.a,*

12.2 4f ™MEfY4, 'aQ®EFaFaF V3, "

12.2 GOMIQ'3@ | AQB®Af—AfOASffaf af-d,0afhaf d@«a 3ha;ed@™a,«General Deployn
12.2(2)B 42 12.2(4)B7

12.2B
12.2(4)B8 ivsz 12.2(16)B

12.2BC Early Deploymentafaafaafyaa, 1

12.2BW 72005€74003€ @353, 39°741153f—aFOAFFaf af+3,0aF1haf 3€8a%x:C" 3QO™E, A

12.2BX af —af af V8f %odf @af>af%o/a°,¢" " d>2¢S

12.2BZ Early Deploymentafaafaafyaa, 1

12.2CX Early Deploymentafeafaafy/aa,*

12.2CY Early Deploymentafaafaafyaa, 1

12.2DA Early Deployment&faafaafy/aa,*




12.2DD Early Deploymentaféafaafy/sa,*

12.2DX Early Deploymentafaafaafyaa, 1

1229A Cisco Aironetdf @ af%af%oa, | 4,8a,Caf—afoasfa Aéf-é,@éf%a”if i%4310Sa€ €@ Cisco
11003,-3f°af%4,°3,¢a, 3,»3,'af€a,nafaf (802.11b)d@«3@Sa€'a <3,¢3, a,»3,'af@a,:

12.2MB 2600 75008€p'a€'Specific Technology ED(GPRS/PDSN/GGSN 2600/7200/7500)

12.2MC @—OaeY &74.. . ¥iYS P RAN

12.2MX

12.2S 8,38, ¢/ISPa, gf @afsas 1%SRSPa€€c7200

12.2SX C6500 Supervisor7208€@®I10Sa,paf@asias”

12.2SY cBk/76xx VPNE fif v.af“ 8, 14f ¢4, , af ¥afVaf «¢”"VPNasO Y ef VL8[ 2af2af v,

12.2S7 7304af —af ©af faf "af «a, ©afv.af

12.2T FOMIQ'3@ | dQ@B®Af—afOffaf af-d,0afaf d@'a@'a@®New Technology Early D

12.2X(1) 12.2Y ()

Short-Lied Early Deployment(SMED)af%af%afv.a,*

12.2XA

Short-Lied Early Deployment(SMED)af2afafvaa, 1

12.2XM




12.2XS

12.2XD 12.2XE
12.2XH 12.2XI
12.2XJ12.2XK
12.2XL 12.2XQ
12.2XU 12.2XW | Short-Lied Early Deployment(SMED)af2af3afYa,*
12.2YB 12.2YC

12.2YF 12.2YG

12.2YH 12.2YJ

12.2YT

12.2YA

12.2YN Short-Lied Early Deploymentafaf2afy.a,*
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