Cisco |OS
ARPAftafvAf-8f 2@ ®E Sae> 3@ 9IP®e, Talatae

‘severi ty a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2001-
20011115-ios-arp-overwrite 0895

& @a...~é-<e—Y¥ : 2001-11-15 16:00
if @afa, afsasf 1.3 : Fina
&76€¢¢- : No Workarounds available
Ciscoaf€ea,°ID:

Y3 «a, a,«ef..a t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~a11 A«
Al

av el@

Address Resolution

Protocol %2 ARPIYx»a, ¢af %0af -8, 1e8Eaetaf —af af "8, 3af «iVdoaf 8 +af faf 8, af af Vad, «af «af—af af vaaf %od, af £,

I0SA®3,153f35"3, ! 5,83,Caf25f255143,"53,'8@Ye|Fa@—a€ '3¢,3,<af«af1ha ¢ a,,a,"d,naffaf@a @ E€ QA

Access

Controlia"MACiVa»afiafta,£3,¢4,¢3, a,»a,'a"9a3%4{%%o0d,¢af%oaf-3,'a @ E¢°a 3,3 @ " GEQARPASFTESY

Hata%se a@®at°a e€...d@«ad %hieo—aie | éfiéfc§f3é,1éf‘éfﬂéf%é,-éf§éf3é0-5,CE§€0é,€é“—-é@®gY¥(

4@ "3@®e,Ta%+r€85¢ d€@CiscoBugID
CSCAu81936i%4"¢™»éE2af | 4f143,94°,¢" " 114%03 @ «& " ~"&1%0a €3, E3@ | 3953, 53€ 95769 -39 ES"©

aREA.. ."é@aé€§g\"(¥é €& 3€@https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advisory/cisc
sa-20011115-ios-arp-overwrite3€8a... ¥ %3 @83 @ @A @343 @ ™aE,

€032 efvsd" €

3©"3@®3,»3, 5, 3f83 3«39 FEQLO L Ef 13" QAP «E-CAP™E RO T TrZ*eY%oa 3, E3@
8, TaVseE85@®a@,a,<e£%23" @
B AQPRLL13"QIQ FEQLO2N"IO™E,E Q4.8 3Q®E,1LAf3f3, ! 5,85,Cafaa144,'3,' a®VYe|E
3, -4,18,%0FY4 @IQEFL0%3%,"3@™3,<10S3, 4RV Fi@—39 | 50,5, 39 3QO0IQ 134, cC°°QIO™
ver siond, 3af zaf3af %o8,’ ¢ ™oe| Ea@ —a @ a @ ™a€,Cisco

10S3,%%af-af"a,!4,83,ca€@ a€@a€EInternetwork Operating System
Softwar 3@ 3@ %P Y@ EEIOS(tM)FEP S, 2af3"3,15,85,C3€ 3@ —3€ 273" ¥39+3,EI€QIf©


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20011115-ios-arp-overwrite
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20011115-ios-arp-overwrite
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0895
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-0895

version3, 35733 %03 @ E3€95€, 39 G€9C°59%5,81°853Q Ee| (a3, FIQ%IQ™AE, 5fEfV

802382 5@ ™3,<10S3, %8313, | 4,83,¢afafafa,a@8¢ haf@i@—i€@ | 3@,3,<3,-3,"3,°aftaf 43,03,

* AGS/IMGS/ICGS/AGSHEE@IGSIEQ@RSMa€@8003€@ubro003€€10003€€14003€€15003€ € 1¢

LS1010 ATM4, 14, odf faf @3 @ ®axroe€x-"af@afa, afsaf
Catalyst 2900X L4653, 3€>3500XL LANE, '8, naffaf€

Catalyst 2950 LANE, 18, oaf faf @

Catalyst 3550 &,15, oaf faf €

Catalyst 2948G-L 336 53,"3€°4908G-L3

Catalyst 4000&f -8, o&fu33, ff VAf" 8 18f ¢4, , Af¥afYaf «(WS-X4232-L.3)
Catalyst 5000 RSM/RSFC

Catalyst 6000 MSFC

af @3,08f18,£3F-1055,'4®Ye|Ea€ —3€ | 5€,3,«Catalyst 6000
Catalyst 8500 MSR/CSR

Cisco DistributedDirector

&, Tal/coc€88,' 49 «8,"8 9839, 80°80,30"5Q "aQECC°° QI Y4, EGQVRELI"§

Cisco

|0SE, Y5f+8f 3, 15,85, 05, 3RV | A9 — 39 | 59,59°50,5 39 30 €950 "30®8, 131+trE559®3:

Cisco

|OSA, Yoif+8f 4, 14 88, CA@ ¢ UAf QIO —3€ | 3955,%03 @ 3IEQIQ"IQPI 94...- 39 5O B®E+EY:5,'8

7008, -Af25f V.4, °5f €3, nafoaf «& CAf fAf—Aaf «Bf VA, (Vi 750369 760393953, 5037703, 35353,
IGX &€ 53,"39°BPX3f03,n3 a@@®WANS, '3, naffaf @333, °0L£ 168" @39 31416Y:3,/89—3€'3€

MGX Y4 2e—8CE°AX| S, 4 Saf «Af V%ol 21246V, 5, 50 —3 '3 @ %563, "5€,

A>3, 1A &f MAFYVA 159 ®F, BLAFAF 8, | 5,55,C5€ 1tV 5 30— 30%I€d, 5E,

Cisco PIX Firewalla€ 81%:18Y;3,'8€©@—3€'a©%3€>3,"3€,

Cisco LocalDirectora@ a%2+8Y;3,'8@—39'a©3%43€>3,"3€,

Cisco Cache Engined@ 812+6Y; 3,49 —39'3 %33, 5€,

CatOS3,’ RV & Ea@—3€ | 39,3 «Catalyst
2901/29023€€2948G3€€2980GA€@40003€€50003€©5€ 53, 3€360003,'3,naffaf @€,

@ ®3E, 3,3 £ 9IQ 955,39 | 59 "IQ B3, Caf%05f 5,05, 0539 ®E+EY;E,/89—39'],



eo3¢ °

eQ@xrt,d® 3;:e("aQP®4 jr-'3Q@®ARPISAE, taffaf @ E€Qaf«afhd,;et?e°«a@®3,nafa, af1haf 3,83,
Address

Translationi% " NATIV»af @affaf af af1ua,” a,¢af%o0a -3, an%0e @>i%%0d, " af*af a5 @RI Y3, @@ «a
10Saf«afha,caffaf@a,na,'a@ a€@al a2a€9«€0 | e{EIQ@—a ! a,3a,0af3,;af1haf3,583,13,"3@®MACS
Bug ID

CSCdu81936i%4"¢™»éE%af | af%a,93°,¢" " 1%%03@ 3@ —3@ | e-tae> AE-3€+3,EFE€QCisco
10S3,2a%af%03 @ ®3°T e @¥a @ ®IFQaf14a, 3f85 3 €83, ®I%OI@ 3, EaQHIQP™AE,3Q"dQBI, @a...-
Bug ID

CSCdv835093€ @ CSCdv63206a€€@CSCAVv77242a€@CSCdv772203€€CSCAu852093 @ 3ét@entd@—a

D7 éC-
4@ 3Q@®e,Ta%+r€8a @B -3 €@ A®SE, afaf afil"ARPaftafhaf-af«a, affaf affa@®:a

104, 40V &A@ —3€ | 5€,5,<af«af 13,3953, 39°3,"3,naffaf QA «3 %IP™3, 39 "3Q®F 525359

<#root>
arp

<ip-address> <hardware-address> <type>

5O'IOOD 69 -1OBR® 2,9 30 4 93...-80 CSCAV04366395C%0'3R559+5,E3Q | 5€,30%5€
arpa€ QI ECO 595, ES, 39 FEQE%0E3983.. ¥85 503, E3OYMACS, C3f%03f3, 56 E5,H3:

ac®xfx"a@éa,2afaf q, a,84a,¢

& BO RO, EIQFEQIPAFEIS, UrIEQI D53, 538 %etiiORIF—fOAFFAF 5f5,05f %S 3O%
AfearoafY4, 18, 69 25I5Q™I GO IO VIO IO R-IOPIREHUOE, 8 é 19«39559,59 10 9IO
afiafsaftafsafea,t

& 3O %0 AREI QP& EF @« @« O3, ES, GfOFMEFIPDIEQR0RES, & »C QIO «AFTE,5F 36+3,C
Afeaf" &f «af%o

80 T30 "3f 33,0339 Pa»¥3%0 93O OafaLafTaf558, 5% @ VA 453, AFEafUaFaFPafA3, 3¢

[nterim



&f jaf2af taf Safa, Wafafeary.a, - 4@ ®a®3xe eV (s, a9¢-"65"3€9 828« %od@ 3, FI€QPIQ—i@'ae-3,
Technical Assistance
Center(TAC)a3 € «a°«a%o@a Q@ «EELCU A QP—3@°39,3€ €@ CiscO.coMa<3,%03f€3, | afafaf14af%0d €

49,3033, E3QB®3 3673, 3€43,Caffaf—a,°af-afhaf%o3@™a «eOYA™ 3@« 3 Q@3 Ta@2af;afcara€
TACEQ@«CEECUITO—30 | 2 295 25,030 50030 50:30,5€,

Cisco |0S

8, 1-8f+3f 4 14 84, CAQ@ ®AF A a5 143, 8@ 93953, 39 @ ¥ A9 B0 4@ AE@http://www.cisco.
3,/89,0.83090—30 |30QIQ 30°30,3€,

Afi4, AfEAfY. Afeafoafy.a,t PE750%aOYIO

80285 @ ™3,«a»¥3%0 @I @ ®AFafESf1a,"

11.16-¥3% QA€ QO™ '3 @ | 3O B®AFQISF3,Cafaf" | dnsSee®

11.2 &f ™aEfYVE 1a@®afafasa,’

11.2 GQO™IQ'3Q | aOB®Af—afOaffaf afa,0af%af a

11.2P 8@ —a@,af—afoaffas af-a,0aflas a@®a3,

11.3 8f ™afY.8, 1A ®EF a4,

11.3 FOMIQ3O | d@B®Af—afOaffas af-a,©aflkaf a
11.3T a—OzeY &°74.. ¥eE.. . 39'39'39®r0OYefLa€C

12.0 &f ™MAfY.8, 15 ®EFEFES 143,

12.0 General Deployment(GD)&E™e£dY 5@ ™39 3¢ |




12.0DA

xDSL 3, fif @afkaf 17456100a€€6200

12.0DB 6400 NSP3@ ®e—O©aeYa°Z4... ¥afeafafus,’
12.0DC 6400 NRP3€@ ®e—©aeYa°Z4...¥afeafafns,’
12.0S 8,38, ¢/| SP3, fif @ 3 %4af 1145 GSRI€ @RSPE€ 720!
12.0SC 8, +afVaf—af «/Af—af &f VA %odf € 3F38f%oISP:ubr7
12.0SL 10000 ESR:c10k

12.0SP ¢10720

12.0ST MPLY/A, ¢4 °4,18 naf faf € a533,°3€ @ GSR 120005¢
12.0T Early Deployment(ED):VPNaE@ Distributed

Directora€ @a @2 @43 @-2€©3%43@af—afOaff




Catalystd, 14, oaf faf @1%4Scat8510ca€ @ cat8540cas

12.0W5 Catalystd, 18, oaf faf @1%5cat2948g-L3a€@cat423:
Catalystd, 14, oaf faf @i%Scémsm

12.0WC Catalyst 2900X L

12.0WT Catalystd, 18, oaf faf @1%5cat4840g

12.0XA Early Deployment(ED)iv/™ €3, %03, E3€ Yaf—a.

12.0XB CY el 6 5@ ®ae—Oae0eY3°74.. ¥af a2 a1,

12.0XC Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.




12.0XD Early Deployment(ED)iv: ™ €3,%03, E3€Yaf—a.
12.0XE Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.
12.0XF Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.
12.0XG Early Deployment(ED)i%: ™ €3, %03, E3€ Yaf—a.
12.0XH Early Deployment(ED)iv ™ €3, %03, E3€ Yaf—a.
12.0XI Early Deployment(ED)i%: ™ €3, %03, E3€Yaf—a.
12.0XJ Early Deployment(ED)iv/: ™ €3, %03, E3€ Yaf—a.
12.0XK Early Deployment(ED)iV.&™ € 3,%o03, E3 € Yaf—a.




12.0XL Early Deployment(ED)iv/: ™ €3, %03, E3€ Yaf—a.
12.0XM CY oxeY 6 5@ ®e—©ae0eYS°Z4... ¥Yafoafafa,’
12.0XN Early Deployment(ED)iv/:5™ €3, %03, E3€Yaf—a.
12.0XP Early Deployment(ED)iY.8™ € 3,%o03, E3 € Yaf—a.
12.0XQ Y seY 6 4@ ®e—O2:eY3°Z4.. ¥af afas ks,
12.0XR Y oeY 6 4@ ®e—O2:eY3°Z4.. ¥afafasf ks,
12.0XS Y oeY 6 4@ ®e—O2:eY3°Z4.. ¥af afaf ks,




12.0XU

Early Deployment(ED)iv: ™ €3,%03, E3€Yaf—a.

12.0XV

CY axeY 6 5@ ®e—©ae0eYS°Z4.. ¥4 55114,

12.1 8f ™MafY.8, 1A ®EFEFaF A,

12.1 General Deployment(GD)3€™eEY 5O ™55 !
12.1AA &f€3 0afodf «A fif @ 3F%aF
12.1DA xDSL 3 if @3 %af i%561005€€6200
12.1DB Cisco 64003 |5f <Af @ af%a, paf«a, c3,”a,»a,'3,3af3
12.1DC xDSL NRP3, if @ af%af i%5c6400r

5,%8, ¢/I SPA, fif @ 3f%af 1%SGSRA€ @RSPFE€ 720
12.1E

Catalyst 6000

Catalyst 2950
12.1EA

Catalyst 3550




12.1EC se—OameY &74... ¥(ED):ubr72005€€ UBRAF 3£ faf9
12.1EX Catalyst 6000

12.1EY Catalyst 85105€€8540a€€LS1010

12.1EZ Early Deployment(ED)iv/: ™ €3, %03, E3€Yaf—a.
12.1T New technology Early Deployment(ED)iv. 5@ ™€
12.1XA Early Deployment(ED)iv/ ™ €3, %03, E3€ Yaf—a.
12.1XB Early Deployment(ED)iv/™ €3, %03, E3€Yaf—a.
12.1XC Early Deployment(ED)iV.36™ € 3,%03, E3€ Yaf—a.
12.1XD Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.




12.1XE

Early Deployment(ED)iv: ™ €3,%03, E3€Yaf—a.

12.1XF Early Deployment(ED)iv/ ™ €3,%03, E3€ Yaf—a.
12.1XG Early Deployment(ED)iv ™ €3, %03, E3€ Yaf—a.
12.1XH Early Deployment(ED)i%/36™ € &,%03, E& € Yaf—a
12.1XI Early Deployment(ED)i%: ™ €3, %03, E3€ Yaf—a.
12.1XJ Early Deployment(ED)iv ™ €3, %03, E3€ Yaf—a.
12.1XK Early Deployment(ED)i%: ™ €3, %03, E3€Yaf—a.
12.1XL Early Deployment(ED)iv/: ™ €3, %03, E3€ Yaf—a.
12.1XM Early Deployment(ED)iv ™ €3, %03, E3€ Yaf—a.




12.1XP

Early Deployment(ED)iv: ™ €3,%03, E3€Yaf—a.

12.1XQ Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.
12.1XR Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.
12.1XS Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.
12.1XT Early Deployment(ED)iv/ ™ €3, %03, E3€ Yaf—a.
12.1XU Early Deployment(ED)iv: ™ €3,%03, E3€ Yaf—a.
12.1XV Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.
12.1XW Early Deployment(ED)iv/™ €3, %03, E3€ Yaf—a.
12.1XX Early Deployment(ED)i%: ™ €3, %03, E3€ Yaf—a.
12.1YA Early Deployment(ED)iv/: ™ €3,%03, E3€Yaf—a.
12.1YB Early Deployment(ED)iV.36™ € 3,%03, E3€Yaf—a.




12.1YC Early Deployment(ED)iv.86™ € 3,%03, E3€Yaf—a.
12.1YD Early Deployment(ED)iv: ™ €3, %03, E3€ Yaf—a.
12.1YE Early Deployment(ED)iv/ ™ €3,%03, E3€ Yaf—a.
12.1YF Early Deployment(ED)iv ™ €3, %03, E3€ Yaf—a.
12.1YH Early Deployment(ED)iv/: ™ €3, %03, E3€Yaf—a.

Affected 12.2-Based Releases

12.2 General Deployment(GD)3E™eEsY/SAQ9 ™3 Q'3 9 |
12.2DD 7200 7400

12.2T Early Deployment(ED)i%™ €3,%03, E3€ Yaf—a.
12.2XA Early Deployment(ED)iV.86™ € 3,%03, E3€Yaf—a.
12.2XB Early Deployment(ED)iv:™€3,%03, E3€ Yaf—a.
12.2XC Early Deployment(ED)iv/™ €3, %03, E3€Yaf—a.
12.2XD Early Deployment(ED)i%: ™ €3, %03, E3€ Yaf—a.
12.2XE Early Deployment(ED)iv/™ €3, %03, E3€Yaf—a.
12.2XG Early Deployment(ED)iv.86™ € 3,%03, E3€Yaf—a.




12.2XH Early Deployment(ED)iv.86™ € 3,%03, E3€Yaf—a.
12.2XI Early Deployment(ED)iv: ™ €3, %03, E3€ Yaf—a.
12.2XJ Early Deployment(ED)iv/ ™ €3,%03, E3€ Yaf—a.
12.2XK Early Deployment(ED)iv ™ €3, %03, E3€ Yaf—a.
12.2XQ Early Deployment(ED)iv/: ™ €3, %03, E3€Yaf—a.
', @a‘e ...

*EQVIQIQ  APPR—Yir 3@ 2|, (B—39859,5,55€93n%0> 59 5,FL, 3@ &f1heE8iQPEIQ,3,

6683 a@®Af;afafTarsars,”
af5faf13,'5€ ® "eUfi@—i@OYa 3@ IEPrS«ARIIFEFA1E, 39 «E UIO—3i@ 5O A3 %hiI?

*** 5 3@ BAFEF A1, A@«3 @ AEQAF A af«Ef%03, 13 aF¥af A, Af8EF 3@ 3€,3,559%3€3,"5€,

é.bﬁﬁfé'\@g""é%é%(éé"é,..-léMIQQTMOéi o

G "3@®e,Ta%+tx€85€¢ d€@Kevin DePeugh <vOnelm0@best.com>5€ “Jeff Nathan
<jeff@wwti.com>3@«3,"a@L£3 ¢ | é>>§é1'é.f©é,1éf“"é,—-é,1é@§é—<é,—é@-é,CEéQVBlack Hat
conferencesd€83...~é—3€+3, FaQ%IQP—3IQYIE€,IQ"3O®L,Ta%+r€83®A, "5, 3,"af—afa,naf 3¢

URL

https:.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20011115-ios-arp-
overwrite

o' 1g", At ¥ee

afeaf"&, afsafe

L3 20028" 7Taae 22ce—Y¥ | GE(ER, YoAf*3f "4, |3, 85, Caf @af 13, af83f 3@ "4;®eL€QE,»8, 4,-af8



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20011115-ios-arp-overwrite
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20011115-ios-arp-overwrite

afeafa afsafs
1.2

20018 12a806 182e—¥

S C,FEQRO L3 " PIEPEV:EY FEQE, 1haF 355, 5,58, CAf

afeafa, afsafs
11

20014 11ee06 21ae—¥

Sf2af2afY.8, *af TAf VA —8f a9 ®ae> 2e-°

areara, ,afsars
1.0

20018 11ae06 155e—¥

4,66 -4...~6<20018" 110808 15e—¥a€ " a%0€08:00¢+33>12/an?3 e«

d'C¢" eO¢ .,

aee-8, Caf%oaf @ 3,53, 33 ¢, [8: 98 %hiOR], IORIQ I9—i¢ 10 29 QIWIO—30 553,55
2003, Caf%03f 93,53, 153 5@®xf.. 4 t3053, 5035155, 5O®EVC" 3P «E-CIO™E, @23 I Q@3 £
3Q%IOVIEDE, 5,'5,25€ 20e3f%03, 3f¥AFAFAF 5O®AT.. 403,555 95O —F 9 «an%ozey TH—i€
ae0e-5, CAf %o 3,13, 55 @®8 " "8;°8t.. 439 «6-C5O—30 | ®f..8 +6..95:/3€® URL

3,/Ce@CYIO—FEQIO IO BN %0, &, 98 5 - 1hIP—3OVE 39 FEHI nUIOECRICO
5O"3O®3f%03, 3 YA 5@®a%f..3 39 A€, 3,303 "93O®3, 3P af%0aF 543,95, 8 ez



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



