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CUBE or
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2 A7 1.CUBEtLF1FRE
COHEETE, SPTORILXY £—JZ#REIT DL SICCUBEZREL £ T,
BEERE :

SIPA—HYI—2IT 2 NUADTFT7AILRNDRNTARNRAS Y NDOERE
. Transport Layer Security(TLS)ZERA T2 H DX A VILETODEE
FIE :

1.CUBEANDEFXF 1T II)I(SSH)EY>a>ZREEXRT,
2.SIPAZY U TCUBEDMFRELR/(CA)IAEZFEATAICIE., KOOV RERITLET,



CUBEIlE. CUCM(198.18.133.3)8 & TXCVP(198.18.133.13)& DRI TSIP TLSEAEZ I L &
9,

conf t sip-ua transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit

3.CVPADKREAAVIETTTILSEZAMICTAICE. XOON REEFTLET, COHIT
. FA4VIETRT60002FERAL A=) %ZCVPICIL—FT 1> LET,

Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls exit
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COEETE, SPZORILXYE—J(SIPTLS) 2R ETA LS ICCVPO—LY—NEBEL
£¥9,

FE :

1. 0% 4 > tucce web Administration.
2. gibﬁ'ﬁ Call Settings > Route Settings > SIP Server Group.

Media Routing Domain Call Type Dialed Number Expanded Call Variables

HEICETIWVWT., CUCM, CVVB., BELUCUBEICK L TSIPH—NTIL—THABEEIATVET
o CNESIAXNTICRLT, EF21T7SIPR—RN%Z5061ICERETHIHLENHVET, COHITRE.
ROSIPH—NTIN—THERENET,

. cucml.dcloud.cisco.com CUCM®MDHE
. wb1.dcloud.cisco.com CVVBMDIBE
. cubel.dcloud.cisco.com CUBEF

3. 7Y% cuecmldcloud.ciscocom TDHE., Members SIPH—/NTII—TRENFMAERRLET
o Set securePort 'S 5061 I UYL, save.



S
Route \;-ettlﬂgs Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cuecm1.dcloud.cisco.com

| Members |

List of Group Members °
Hostname/IP Priority Weight Port SecurePort Site
198.18,133.3 10 10 5060 5061 Main
4. 21) Y 2 whbi.dcloud.cisco.com T D, Members tab.SecurePort% ([CF&TE s061 20 1Y U L,
Save.

O ra
P\OUte ”—jetm HQS Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit wwb1.dcloud.cisco.com

| Members |

List of Group Members o
Hostname/IP Priority Weight Port SecurePort Site
vvb1.dcloud.cisco.c... 10 10 5060 5061 Main

RAY 3.CVWBEF1FERE
COEETE, SPZ7ORIILXY = SIPTLS)ZRET D KSICCVWBEZERELE T,
FIE :

1. O 14 > % cisco VB Administration R—2 &AL £,
2. g@]ﬁ'ﬁ System > System Parameters.

almlin  Cisco Virtualized Voice Browser Administration
CISCO  Fyr Cisco Unified Communications Solutions

System  Applications  Subsystems  Tools  Help

System Parameters
Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. P\] Security Parameters o3 N ﬁﬁ Enable E’j}?ﬁ TLS(SIP) . ﬁ'(ﬁ Supported TLS(SIP)



version S TLSv1.2.

Security Parameters

Parameter Name Parameter Value Suggested Value

TLS(SIF) O Disabld ® Enable Disable

Supported TLS(SIP) Versions TLSV12

» Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Crypio Suite : AES_CM_128 HMAG_SHA1_32] ® Disable O Enable Allow RTP (Mixed mode}) Disable

4. [Update] V)Y OILET, YUY T okCVWBIV U ZBREETZILSICKRDZ IOV
TRFRTENET,

alimliy  Cisco Virtualized Voi

vvb1.dcloud.cisco.com says
cisco For Cisco Unified Communications So

Please restart Cisco VB Engine for the updates to take effect.
System  Applications  Subsystems  Tools  He

System Parameters Configuration “

LE Update Q Clear

5, _CNSOEEZITSICE, CiscoVWBI VDV ZBREBIIMLEN HYET, VBIVDYV
EHEBETSICIE. cisco VB Serviceability R -, Go.

W EEDENRE Cisco VVE Administration
Cisco VVE Administration
Cisco Unified Serviceability
Cisco VVB Semviceability

Cisco Unified OS5 Administration

6. gibff Tools > Control Center — Network Services.
Tools H&lg

Control Canter - Metwork Services

Ferarmance Configuration and Logging

7.3 BR Engine 221 Y I L., Restar.



Control Center - Network Services

> start (@) Stop [}E Restart | (@ Refresh

— Select Server

Server * | vwhbi

System Services
Service Name

() Perfmon Counter Service
¥Cluster View Daemon

N er Manager
@) *Engine ‘I

rNanager Manager

kSubsystemn Manager

/A 4ACUCMEF 1 TRERE
CUCMTSIPX Y E—S#RETBICE. ROREERTLET.
. CUCME*1UT 4 E—RERAE—RCRETS
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A
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-CUCMEDEFI1TI—-JI2 MNOTFINA RBERE

CUCMEF1VUF 1 E—REBREE—RICRETS

CUCMIEE, D220 tEF1VF 1 E—REHR—NLTVET,
CEEFITE-—R(FT7AILRNE—R)
CRAE—R(EF21TE—R)

FE :

1. EFIVFTAE—RERBEE—RIZERETSICE., IO 1> LUFET cisco Unified CM
Administration "j'ZI':— RehTW ﬁt"/bo



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

[ Login et

2.CUCMICIEEICOT 4> L. system > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. F D I security Parameters 20> 322 F I YU LET, Cluster Security Mode CFREE LTV

2 0.
Security Parameters
Cluster Security Mode * 1]

iZluster SIPC&uth Mode Cisabled

4. [V ZARtF 11)FT 141 F— R(Cluster Security Mode)]NOICEREET N TWRBEEEK., VT A
AtEXF1)TAE—RFFEEFITICERECATVWSR CEZEKRLET, CLINSBRBEE—
REEMCTIHENHYET,

5.CUCMAMSSHEY> a3 xz@AEEXT,



6. SSHEHTCUCMICEEICOJA LS, OIAR REFEITUET, utils ctl set-cluster

mixed-mode

7. Typey Z7AV T KA RRENLES, Enter2 VYO LET, COOANVRIF, 95AXE
F1UTAE—REZREE—RIZBELET,

8. EE’E ﬁ;‘j] ICFBICEE, cisco CallManager & cisco CTIManager H—EA.
0. H—ERZBEBITSICE. ICBEL TOJ 1> LET cisco Unified Serviceability.

VERBEEEI Cisco Unified Serviceability m

Username

Passwar d

| Login g

10. ERICOTJA4 > LS, ICBEILET. Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20

Copyright © 1999 - Locations ¥ ne.

all rights reserved. Dialed Mumber

This product contain Bl =5 and Is subject to Unite

compliance with U5 CDR Analysis 5. By using this product »
and Reporting )

& surnrnary of U5, | ryptographic products m
COR Management

Frr infarmatinn ahn ——rrm—mmrer——eminicatinns Mananer nleas

M. —NZERL. co.

Select Server

Server* [cucm1.deloud. cisco.com--CUCM YoiceVideo *-*]| Go | |

12. CMH—E AD T T, cCiscoCallManager X, Restat R Z )Y IOLET,

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

1B.RYTTIYTAY DAL, KV EANERCBREBIZETHEEXT,



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. BEBAKIIL 2% cisco callManager[Cisco]ZIEIRL £ T  CTIManager JRXIZ. Restart FiE B
I BDRAR > Cisco CTIManager Service .

|CM Services

Service Name

Cisco CallManager

Cisco Unified Mobile Voice Access Service
Cisco IP Woice Media Streaming App
Cisco CTIManager
Cisco Extension Maobility

8] [0} S NS IS

15, RYTTYTAYE—J AL, Kk T—EANERCBREBIZETHEET,

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. Y—EANERICBEFHLES, V77ARZEF 1T A E—RIFBEE—RICEREENT
WBRZEEEFEL, FIESTHHETNTVSDELSICCUCMEBEREICBELE T, X2, Cluster
Security Mode. /X ICERET D LENH V) ET, 1.

Security Parameters

I Cluster Security Mode ¥ 1
Cluster SIPOAUth Made * Disabled

CUBEB &K U'CVPOSIPRNZ > VEFa2VUFT147O7FAIILDOERE

FIE :

1. 0714 > % cucM administraton B R—REhTVWEEB A,
2.CUCMICIEEICOY 14> L%, system > Security > SIP Trunk Security Profle CUBE®D 7 /N4 Atz
ADTFT47O7 7 AN EEBLET,



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration

146

tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
o cryptographic products may be founc

nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

3. LT, addnew ILWO77AI)ZEMLET,



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. 5% TE SIP Trunk Security Profile ROBRICRTRDIC, sae R—ZDETRT~TB sae IT,

Swstem »  Call Rowting +  Media Resources +  Advanced Festures = Dewvice - Application +=  User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reszet 52 Apply Config I::} Acddd Mewy
-Status

@ Aadd successful

@ Reset of the trunk is required to have changes take effect,

-SIP Trunk Security Profile Information

Mame* SecureSIPTLSforCube
Description

Device Security Mode |En|:r3rpted Vl
Incoming Transport T3r|:u3"c |TLS "’l
Qutgoing Transport Type TLE il

[_JEnable Digest Authentication
Monce Validity Tirme (rins)* G000

Secure Certificate Subject or Subject Alternate Name |s1p-cw

-
| Incorming Part® SO6l

[_Enable application level authorization

(] Accept presence subscription
(] Accept out-of-dialog refer®®
] Accept unsolicited notification
(] Accept replaces header
I Transrnit security status

L allow charging header
SIP 150 Outbound SDP Offer Filtering * |Llse Default Filter 1"*-"’|

5. VLANMDEZTEZ Secure Certificate Subject or Subject Alternate Name CUBEFERAZE D HIBER (CN)IC—HT B



RBEFHVVET,
6.9 copy RRZDIUYIL., Name B'S SecureSipTLSforCVP & & T' Secure Certificate Subject —

BI2XENHBCVPI—IILF—/NABOCNICEFBLET., 77UV T sae 27UV ILT,
JIV—%ZRTLET,

G Save x Delete Copy % Reset z Apply Config EB_‘.I A Mesy

@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information
*

Marne |SecureSIPTLSfDerp |
Description | |
Device Security Mode |En|:r1_.rpted Vl

Incaring Transpart Tvn,r|:u3"c |TLS Vl

Qutgaing Transport Type |TLS Vl
[|Enable Digest Authentication

Monce Validity Tirme (rnins)® 600

Secure Certificate Subject or Subject Alternate Name |cvp1.dcloud.cisca.com |

Incoming Port® SO61

[_JEnable application level authorization

[ Accept presence subscription
] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header
[ Transmit security status

[ allow charging header
SIP Y150 Qutbound SDP Offer Filtering"c Use Default Filter b

ESIPRSIOADSIPR S OEF2VUTF47O7 74N OBREN T

FIE :

1. [CUCM Administration] R —= T,  Device > Trunk.



Device - Application - Uzar Managame

CTl Route Paint
Galekesper
Gl vy

PhiGre I

I Trink

Remote Destinstion
Devios Setting=s L]

2.CUBERZ >V %#BELET, COHITIE, CUBERNT TR veube. 7)Y T Find.

Trunks (f -5o0f5)

Find Trunks where | Device Name v | begins with ~ fvCube | | Find || Clear Filker IE“E]
Select itern or enter search text V|
’:J Name = Description Calling Search Space Davice Pool Route Pattern Partition
0 & vCUBE dCloud CSS dCloud DP  cloudcherry.sip twilio.com dCloud PT
O s vCUBE dCloud €SS dCloud DP 7aon PSTH Incoming_Mumbers
)] g wCUBE dCloud CSS dCloud DP 6016 ESTH Incoming_Rurmbers
0 é yCUBE dCloud CSS dCloud DP 7019 PSTM Incorning_Nurnbers
0 i vCUBE dCloud C55 dCloud DP 4441 3K Robot &gent Remote Destinations

3.[vVCUBE]Z2 )Y LT, [VCUBE kT > 75 E(VCUBE trunk configuration)| R—> ZH & &£
EE

4. FIZAZ8—I)LL T sipinformaton 29023 ICBEIL .  Destination Port 'S 5061.

5. Change sIP Trunk Security Profile 'S SecureSIPTLSForCube.

rSIP Information

Destination
[l pestination Address is an SRV
Destination Address Destination Address IPvE Destination Port
1* [198.18.133.226 || 5061
MTF Freferred Originating Codec™® Flilulaw hd
BLF Presence Group* | Standard Presence group Vl
ISIP Trunk Security Profile® [ SecuresSIPTLSforCube | |
Rerouting Calling Search Space |< Mone = "l

6. 7)Y Y savethenRest ~TBLEOHIC sae TEEZHBEALET

Trunk Configuration

B Save x Delete % Rezet |:|']= iucled Mewy

Status

® Update successful




The configuration changes will not take sffect on the trunk urtil s resst iz performed. Uses the Resst button or Job Scheduler 1o sxeculs the reset.

7. BE)E Device>Trunk, CVPRZ U ZRELE T, cDHITIE, CVPRF IR cvp-sip-
Trunk . 1) Y 2 Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==
| Select itern or enter search text ¥ |
(] MName Dezcription Calling Search Space Device Pool
-SIP-Trun -SIP-Trun ou ou
- CWP-SIP-Trunk CWP-SIP-Trunk dCloud C55 dcloud DP

8. 7)Y cvpsiP-Tink CVP RSV VRER—D ZRHEE T,
9. FIZCAZO—I)LL T sipinformation 29> 3 >, BRTZEE Destination Port A5 5061 .
10. Change SsIP Trunk Security Profile 7' & SecureSIPTLSForCvp.

r SIP Information

Destination
[ pestination address is an SRV
Destination Address Destination Address IPv6 Destnation Port

1* [198.18.133.13 || 5061

MTF Freferred Originating Codec® Fliulaw i
BLF Presence Group® Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCyp hd |

1. 91929 saethenRest ~ T2EOHICsae ZEZEHALET

Trunk Configuration

LE Save x Delete % Reset |:|']= acled Mew

Status

@ Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

CUCMEDEFITFI—Ix2 bOT/INAARERF
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L. EF2UF470774LEZTOTFNA RICEIV) HTHIMBENF HVET, LSClE. T2 KRR
A MNOREF—ZFRBLET, COLBF—E, Certificate Authority Proxy Function(CAPF)#
BE—Ck 2 TERENTVET, F7 1)L RTH, BEEBIEA Y AN—LEhELA,

FIE :

1.4 > 5% Cisco Unified Serviceability Interface.
2. BB Tools > Service Activation.

alial,  Cisco Unified Serviceability
cisco For Cisco Unified Communications Solutions

Alarm * Trace * | Tools * | Snmp ~ CalHome + Help -

Cervice
Activation

i Control Center -
Feature Services

3. CUCMHY—/NNZZEIRL, oco.

|'5E|EEt Server

Server”| cucm1.dcloud.cisco.com--CUCM Voice/Video ~|| Go

4. ZF>/ cisco Certificate Authority Proxy Function 2OUv oL + Save HT—EA% 777_' 1 71[’4 LET,
Y0 ok&VI)YILET,

Security Services

| Service Name Activation Status
Cisco Certificate Authonty Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated

5, H—EANTIOT AT ICBPDTWVWBRZERZBEELTH S, Ccisco Unified CM Administration.

Cisco Unified Serviceability

Cisco Unified Reporting

Cisco Unified CM Administration
Disaster Recovery System
- Cizen Lnified Serviceahility m
6. CUCMBRICEEICOJA>LES, IZBBHLET, System > Security > Phone Security Profile L
—JIVRNFENAADTFNAREF2IVFT47O7 74N EERKLET,




aliml,  Cisco Unified CM Administration

CISCO  ryur Cisco Unified Communications Solutions

Svztemn wf| Call Routing * Media Rezources +  Advanced Festures +  Dewi

Cizco Unified Ch

Cisco Unified CM Group device is configured. Th
Prezence Redundancy Groups 15 Paging is not cnnfigur
Phorne MTF Reference

DatesTime Group

BLF Prezence Group

Fedgion Information k ld m i n iSt I'ﬂtiﬂ n

Device Poal

Device Maobility k
CHCP 2
LDAP »

SAML Single Sign-On

on Friday, December 20, 2019 1(

Cross-0rigin Resource Sharing

feeliss) =, Inc,
Location Info b
MLPP » fures and is subject to United Stat

aws, By using this product you ac
Phyzical Location

o cryptographic products may be

SRET
Erterptise Parameters hrnunications Manager please visi
Erterprize Phone Configuration our Technical Support web site,

Service Parameters

Security k Certificate

Application Server I Phone Zecurity Profile I

Licensing k SIP Trunk Security Profile

Geolocation Configuration CUMA Server Security Profile
=

7. FALTVWA IS R TFENAARRATICHIET R X1 UT47O07 74N ZEROHE
T, :0)150‘6'(.1\ 7 |\77J'>/J‘{Eﬁﬁéhf (AR 72&5\ Cisco Unified Client Services Framework -
Standard SIP Non-Secure Profile . 7)Y 2 copy ® COZ7O7 74 )% IE—LE T,



Phone Security Profile (I -1o0f1) Rows per Pagel 50 'I

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I 'ﬁ'}’l ='|

I- Name “ Ceszcription Copy

Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. 707 7A)NMDEHIZIZZE Cisco Unified Client Services Framework - Secure Profile® 7 1) Y 2 L, &
DRICRTESICNTA—REZZEL T, saeR—IDELIZRRENET,

Svstem *  CallRouting *  Media Resources = Advanced Festurez = Device = Application = User

Phone Security Profile Configuration

G SEVE x Delete Copy % Feszet £ Apply Config I{IJ] Aodd Mewy

—Status

® 8dd successful

—Phone Security Profile Information

Product Type: Zisco Unified Client Services Frameworlk

Device Protocol; SIF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted ;l
Transport Type™® |-|-|_5 |

M TETP Encrypted Config

r Enable Oauth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |En,r Mull String -]
Key Order® [rsa only B
RSA Key Size (Bits) ¥ [z048 -
EC Key Size (Bits) |{ MNane = -]

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

—Parameters used in Phone

SIP Phone Port™® [5op1

Sawve | Delete | Zapy | Feset | apply CnnfigJ add Mew |

0.ZETNAARZTOAT77ANDERN EEICTTLES., ICBEULET., Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone a

Trunk
Remote Destination L

Device Seltings L4

10. 7Y D Find IXTOEATRELERFEMZ BRI SIZ(E. [agent phone]z V)Y UL
79,
1. [T—2 T MO EFEEERE (Agent phone configuration)|R—Z HAFE £ T, BEK certification
Authority Proxy Function (CAPF) Information o LSCZ 4 > AR —J)L B I&, Certificate Operation ' 5
Install/lUpgrade & Operation Completes by ¥R DEED BFICEEL F T,

— Certification Authority Proxy Function {CAPF) Information

Certificate Operation® Install/Upgrade "-"’l
Authentication Mode * By Mull String """l

Authentication String

Key Order® |RSA Only v|

RSA Key Size (Bits)™* | 2047 ~ |

EC Key Size (Bits] e
| Operation Completes By |zp21 ||o4  [[16 ][12 | CreevmseDo:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. ¥ 3R Protocol Specific Information o Change Device Security Profile ' & Cisco Unified Client Services

Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode* | MNone v|
Packet Capture Duration ||:|

BLF Presence Group™® |Star||:|ar|:| Presence group vl
SIF Dial Rules |-=: Mone = vl

MTP Preferred Originating Codec® 711 ulaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Elvl

Rerouting Calling Search Space Cisco Unified Client Services Framewark - Secure Profile

13. 7Y 7 sae R=JDELICRFENKT, EENERCRFEN LI ZHEIL,

Reset.



System = CallRouting = Media Resources = Advanced Features = Device v A

x Delete Copy %' Reset | 7 Apply Config |:|';5 Add New

Status

® Update successful

4. RYTTITIARINEE, Reset ZVUYILTTIUIIAVERIBLET,

Device Reset

r Reset Information

15. T—2 I M FNAANFCUCMIZCEBRRE NS, BEOR—TJZEHL. LSCHEEIC
AVARM=ILENTVDR L ZHRELET, 7 certification Authority Proxy Function (CAPF)
Information Section, Certificate Operation = %ﬁi@'% %Eb‘“& V) ES 9, No Pending Operation, &

Certificate Operation Status l— §XTEE 11T L%  Upgrade Success .

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® ! Mo Pending Operation e

Authentication Mode © By Null String

Authentication String

Generate String
Key Order® RSa Only
RSA Key Size (Bits)* 048
EC Key Size (Bits)
Operation Completes By 2021 |04 |16 | [12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.
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16. FIEZZRL TKEEV, 7-13.CUCMTSIPZREI B LHICEATRIMENT -T2 b
TNARAZRET DO,
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SIPT VTN BEYNCRBENTVD L ZRIEIDICE. ROFIEZERITLET,

1.VCUBEAMSSHE Y a>zZRE, N REEITLET, show sip-ua connections tcp tls
detail , CVP(198.18.133.13) & DTLSEHRAN BERI N TV BV L ZBELET,

¥ BER Tk, CUCM(198.18.133.3)TSIPA 7> a > AICCUCMEND T V5 1 715TLS®
Y AVMOEFTEMCE>TVET, BMESIPAT S ar A xWiEE, SIP TLS#ELE
BEELEE A,

2.CVPIcOY 4> L., WiresharkziRE L E .,
3.AVEZ IO Z—FBSICTANI-ILEZRELET,
4. CVPEY 23 IZBHLET, WiresharkT, CUBEZERL =SIP> T+ )T & RIS

ICE. AKDT7 1)L R2ERTLET,
ip.addr == 198.18.133.226 && tIs && tcp.port==5061



CeRc RE Res=E=F oz [Eaaan

[ [ip-addr == 158.18.133.226 &4 tis &3 tep.port==5061]

Ma. Tirne Source Destination Protocal  Length Info
2489 63.188370 198.18.133.226 198.18.133.13 TLSvl.2 173 Client Hello
2411 63.183691 198.18.133.13 198.18.133.226 TLSv1l.2 1153 Server Hello, Certificate, Server Hello Done
2414 63.188871 198.18.133.226 198.18.133.13 TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2415 63.20823828 198.18.133.13 198.18.133.226 TLSv1.2 6@ Change Cipher Spec
2416 63.283063 198.18.133.13 198.18.133.226 TLSv1.2 123 Encrypted Handshake Message
2419 B63.287388 198.18.133.226 198.18.133.13 TLSv1.2 614 Application Data
2421 63.255349 198.18.133.13 198.18.133.226 TLSv1.2 635 Application Data
2588 63.495588 198.18.133.13 198.18.133.226 TLSv1.2 1867 Application Data
2565 63.585008 198.18.133.226 198.18.133.13 TLSv1.2 587 Application Data

F IV U:SIPover TLSEfIEBIETNTVETH, CODIFE, HHIECVPECUBER®
SIPF’?/J\ 'IZ#J-T—C&%) [ t Eﬁﬁwu\biﬁo

5.CVPECVVBDOEDSIP TLSEE#Kt ZHEEL £ B U Wiresharkty > 3> T, RDT7 1)L 2%
EKITLEY,

ip.addr == 198.18.133.143 && tls && tcp.port==5061

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

mae RE Re=x=ZF s [Eaaan

[ [ip.addr == 198.18.133.143 && tis && tcp.port=="5061]

Mo, Time Source Destination Protocol  Length Info
249@ B3.358533 198.18.133.13 198.18.133.143 TLSv1.2 171 Client Hello
2494 §3.36@224 198.18.133.143 198.18.133.13 TLSv1.2 1285 Server Hello, Certificate, Server Hello Done
2496 63.365714 198.18.133.13 198.18.133.143 TLSw1.2 321 Client Key Exchange
2498 63.485567 198.18.133.13 198.18.133.143 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
2581 63.434463 193.158.133.143 193.18.133.13 TLSw1.2 129 Change Cipher Spec, Encrypted Handshake Message
2583 63.442731 198.18.133.13 198.18.133.143 TLSv1.2 631 Application Data
2585 63.446286 198.18.133.143 198.18.133.13 TLSv1.2 539 Application Data
2586 63.472883 198.18.133.143 198.18.133.13 TLSv1.2 1@e3 Application Data
2566 63.512889 198.18.133.13 198.18.133.143 TLSv1.2 715 Application Data

FIY U SIPover TLSEHKIIBUE N TVERT L., COFE. HORFCVPECVBOED
S|P1_"?7§‘“ﬁ%'c‘fh_5\,\5c_tiéﬁﬁm,\bﬁj'o

6. CUBEA'SCVPEMSIP TLSEW ZHFE I DL ETEET, VCUBESSHEY > a»IZBEL
RDOAX Y RZEFTLTEF 17 BsipEEE2BIEBLET,

show sip-ua connections tcp tls detail
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FI Y :SIPover TLSIELIFCVPEBILENTVET L, COFZE. HHOWEKCVPE
CUBEEIMSIPEENf X 17 THH L =2HBELET,

7.COBATE. O-LET7IF47T,. d-LICREETEBRI—J IV R EVESD, REE
(MOH)ABIC X £,

BI—JIVRMAO-IIICIEETEDRDICLET,

LT Cisco Finesse

!\.': Not Ready
CISCO

B Agent Ready

]:‘ @® Break

Agent Mame State




Q.I—CIVhANFFHEN, -IFI-2I 2O NIN—FT 12 TENET, I YT Answer
—LICRELRT,

Incoming Gall from 3227046871

Michael Littlefoot

Customer Name

Customer Email michael.littlefoot@decloud.cisco.com
Customer Address -
0o:03 Gall Reason

Mortgage Informat... - Adwvisor Services

Advisor Services

Answer

10.0-IAIT—JI2 MCERLEY,

11. CVPECUCMMDEDSIPES 2R IS ICIE,. CVPEY S a2 ICBEL, WiresharkTXD 7

1INEERTLET,
ip.addr == 198.18.133.3 && tls && tcp.port==5061

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE e DBREQRes=T IS [Eaaqn

[ [ip.addr == 198.18.133.3 &8& ts && tcp.port==5061

Mo, Time Source Destination Protocol  Length Info

| 22887 657.375539 198.18.133.13 1198.18.133.3 j TLSv1.2 172 Client Hello

| 22889 B57.376159 198.18.133.3 198.18.133.13 TLSv1.2 1514 Server Hello
2209@ 657.376159 198.18.133.3 198.18.133.13 TLSw1.2 1242 Certificate, Certificate Request, Server Hello Done
22893 657.3808313 198.18.133.13 198.18.133.3 TLSv1.2 1330 Certificate, Client Key Exchange
22895 657.392428 198.18.133.13 198.18.133.3 TLSv1.2 323 Certificate Verify
22098 657.431871 198.18.133.13 198.18.133.3 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
22100 657.432498 198.18.133.3 198.18.133.13 TLSvi.2 129 Change Cipher Spec, Encrypted Handshake Message
22182 657.448345 198.18.133.13 198.18.133.3 TLSv1.2 583 Application Data
22184 B57.441387@ 198.18.133.3 198.18.133.13 TLSv1.2 sa7 ﬁpplication Data
22187 657.5@9253 198.18.133.3 198.18.133.13 TLSv1.2 1195 Application Data

FI Y4 :CUCM(198.18.133.3) L DSIPBER TR TTLSEN L TITLIETH. CDBE
. HACVPECUCMEIMSIPES A1 7 THAEEBRALET,

NZ7L>1—b

TLSHARMENTWEVEEE., CUBETXRNOIANY RERITL, debug TLSEEMICLTRT T
N1 —F12T%TVET,

« Debug ssl openssl errors
« Debug ssl openssl msg
« Debug ssl openssl states
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