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API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com
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/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping (] [$sAMAccountName$@brhuff com (] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAccountName$.space |— present

coSpaceSecondaryUriMapping [ | |

coSpaceNameMapping [ |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e
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- «<md:SPSS0Descriptor protocoISupportEnumeratlon 'urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc: i i
<md: AssertlchonsumerSennce index="0" Locatlon— https /lmeet brhuff local: 443/ap|/auth/ssolldpﬂesponse

Binding="urn:oasis:names:tc:SAML:2.0:bindings:
«/md:SPS50Descriptors
</md:EntityDescriptor>
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Performance Monitor
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View
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Wezlcomas
— Welcome 1o the Add Retying Party Trust Wizan
— Thie witard will bl you Bdd B new g paty rust ba the AD P oorfgurston database. Felpng parbes
@ Select Dutn Sooers Cormame cierg i edsty lokers that 5 e by thee Fedration Seracs b sakos mtherdacalion ard
mthonizalion decmons.
@ Configurn Mulsipsiee
Rstpreplinn haw? Tha nebyireg party st that this wizend creates defines how thin Federation Servics recogrines the reing
& ity el s claims 1o 8. Yo con defins issusnce iranifors nules for issung claims 1o e mlying party
ulﬂl mﬁhl“ Bt o complla the wited
i@ Readyto Add Trst
@ Finish

fF?msll_l! Cancel !

6. Select Data Source’X —< TImport data about the relying party from afile®F 7> 3 KRR >
%i#IRL ., Browse Zi#IRL T, Webbridge MetaData7 7 1 L DBFIICBEHL £,



Salect an option that this wizand vl use bo obtain data about this nehying pasty:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Example: fs confoss com or hitpa-/ewsr.contoso.com/app

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
ecporbed 2 fedarntion meiadais bo & fis. Ensure thal ths fils i fom & busied soores. Ths wizand

i Enter data about the nelying pasty manualy
ke thi opiiion Lo manually inpul The recsssary dats sboit this rahying paty ceganitaton.

7. TRRBOEE, R—IT, ADFSHOIYF 171 CRHLTERENBEHEADLET
(R RBFADFSEEOY—/N\—BNTEE<, RBHRERHTALHOLNOTT ),



Erter the dieplay name and amy optional notes for this rebang party.

This b5 the nelng tnest part for CM5 550 with Webfpp|

8. TConfigure Multi-factor Authentication Now?; R—J T, F7 ) MDOEXRIZL T "Nexts Z
BIRLET,



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure multi-facior suthenticabion settings for this relying party trust by navigating to the
atomriiutice: Fokicins o For e ok e . s ;

9. Choose Issuance Authorization RulesX—=> T, Permit all users to access this relying party{
FIVIN—DVZEMBFERTRICLEXT,



Choose Isseance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.

@ Welcoms iCheece one of the folowing options for the indial beharvier of this selying pay's Bausnos suthorcstion nis

@ Select Dala Source -

o aens o Beceaa i rebing paty |

@ Spechy Daplyy Mass =Thoe ripaaracn sutharzaton e wil be corfaured (o et ol users Lo Bocess ths ebimg paty. The rehng
a : : Mokt Eacior party sarsice o spphoation may 2l damy the user socaess

o Ngw? ) Derry all users access o this nelying party
@ Chooss Basancs

Buthrdzation Fulss Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.
@ Ready o Add Trust

@ Frish

Wiski 2o b Hol it ithenizaiesn nubes T Bhis sy ety trust By salpetire th relying paety e
e chcking Edit Qam Rules in the Actions pane.

10. EHEZEBMNT D EBNOT T R— T, WebbridgeDEAENHESEND A > R—NE -5
%27 THRTEET, Webbridge —EATONA A —DOURLOFMIC OV T, HBIFET
VRRANEBEELET,



Thes nebying paty trust has been configured. Renview the folowing sefings. and then cick Meod fo add the
redying pasty tnest (o the AD F5S confipuration datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL hides | Brdng  Defsut | Resporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

M [ZETIR=DT, [ALZ]AT723a2EBRL TV —RZRHAL. ERI I OEEZLHIT
LEXY,



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

IdPT MWebbridget—EAD T L —LIIL—IL DERK

FEBAE R A E S5 Webbridge B ICERE N iz D T, SAMLISE TWebbridgelC 2t 3 REE
REATIIHBEDLDAPEMZ—HE 201, ERRAZERTEET,

1. ADFSEEI>Y —J)L T, WebbridgeDIAEFAEFHZEARTL., ARAIORA TER
RADREZERLET,



Add Redying Party Trast...
Audd Mon-Claims-Aware ..

2. <DisplayName>B DU L —LIIL—IL DIwmER— T, L—ILDEM.. ZERL X,



lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

| Ede Fute... | | Remove Rue.

3. Add Transform Claim Rule Wizard/X—< T, Claim Rule template 7> 3 > ICX L TSend
LDAP Attributes as ClaimsZi#R L, NextZz#IRL £7,



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

4. BERBAUOBENR—T T, dASFNAHEEHROBRAUNZROETHERLET,

1. 7L—LIIL—ILE =ChEBFADFSOIL—ILICEASNIEBRTHILBENHYERT (-
ZROHM )

2. B A N7 = Active Directory

3. LDAP Attribute = Callbridge API®authenticationldMapping& =L TWAHEANH W ET
( %l : $sAMAccountName$ )

4. BEIL—LZRAT = hnlk, Webbridge SSO®Mconfig.jsonA M authenticationldMapping &
—HBIBIHLENBYET, (Bl :ud)o,



oonfigure thes nuie 10 send the vahses of | DAF stivhobes a5 claimes . Select an attrbute stone from

mﬂfﬂm Specihy how the stibubes will map o the cubgong claim Bypses that vl be

g

Rude tarrplate: Send LOAP Atirbotes & (e

— ~,

Mapping of LOAP altrbules o oulpoing claim types-

Osm Type (Sefect ortype bo add maone)

| View Ride Langusge... | | ok || Cocel |

Webbridge AW SSO7 —HA T7ZIP7 7 A4 I ZHEKL £,

COFRERF, YR—RENTVBRXAPRBINYE T EDSSOREZRIET DI
Webbridge NSRBI ENDTT, RED DA TR, ROIL—ILZEBTEIHENFHVET,

« ZIP77ANE. 774 EBDENICsso_ZH T THIART B LEN H V) T T (sso_cmstest.zip’x
E)o

c CZOTF7ANNTYTO—RENDE, Webbridgeld EAFRIEZEMICL, COT7 ALY
7 v 7’ 0— R& ni-WebbridgelZ dSSON & ZFHTEE T,

s BROTATFOTATA7AONA S —2ERATRHEER. BOZIP77AI)IZB0OWmEAF



—RTPYTO—RIBUEABYET (L, ssoDTLT 1Y I RRFHET),

« Zp7 TANEERTREER, T7AMIIOARZERARTL TzipEMBL ., BEBZT 7SI
Z7ANFIZANTZpERL BEVWTLSIZE L,

Zp7 7 AL OHER, BSLFERENTVBALESAILBLUT, 2 ~ 477 (L THRENE

9,

filename B AL :,)ZE
chiE, idPTUYNETE SMetaData7 74 )N TF, ADFSTIE,

ido confia.xml https://<ADFSFQDN>/FederationMetadata/2007- Ly

'dp_contig.x 06/FederationMetadata.xmllcBEITD & T, ChEBEDOIFB &N
TEEXT,

confiaisonT 7 1 ), [ET1E: WebbridgeAr# R—h&hTWB KX (>, SSONBIEN Y |,

9 B ERITHEDICHERTHISONI FAILTT,
sso B, F— chiE, DZ7ONA A —TREENELNHABEF—OWEF—TT, NO
—— BEENLEF—20EF1IUT A RELCOIME
sso_encrypt.key (Bl hiE., DZ7AONAM A —TERE N L HBES{EF—OREF—TT NO

S{LF—)

o BEHENET—2DORBELCOHME

idp_configxmlZ B8 L TERELET

1. ADFSH—/\ ( £/=ZADFSICT7 I ATE DB ) T, Web7 S UHEHEET,

2. Web7 5 JH TURL https://[<ADFSFQDN>/FederationMetadata/2007-
06/FederationMetadata.xmlZ AL FE T ( ADFSH—NTO—HDILIZEEL TVWBRHEEE,

FQDNOAH V) IZlocalhostZEA TR CEETEET ), ik, 774
FederationMetadata.xmIA X D> O—R&ENE T,



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

C [1) adfs.brhuff.com/FederationMetadata/2007-06/FederationMetadataxml i1

Faderationhetada...xm

3.Zip7 PANEERTIERICATIO—RLETZ7A4I)EIE—L, idp_config.xmllZ &8l %
ZELZET,
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Local Disk (D) » brentssoconfig » 550config

Mame

&

I config.son
E’r idp_config.xml

5 % B

b

A>T Y %EEEconfigjson7 7 4 )L DYERK

config.jsonliC X DIDDBHUAEETENTEY . ChSBEAAY I} RICEEFNTVIREND
WET,

1. supportedDomains:IdPIZ X U TSSORINF I Y Ve D RXAA D IUARNTT, &
BORXAVEAINTRPDENTEET,

2. authenticationldMapping : < filk, ADFS/IAPASHAERIL—ILO—FHEL L TIRE 1
BNTA—BTT, Chid. APOEAERZATORBDOEE —BITHIHENHYE
T JL—LI—I :

3. ssoServiceProviderAddress : c fid, IDZ’'O/NM A —ASAMLICEZIEE TS ED
FQDN URLT Y, —niEWebbridge®FQDNT&HBHEN HVET,

Configured as
wid»to,match
outgoing,claimon [+

, ADES
] config jsan / a'ﬂnl.’ﬂMduMawr&gs«“lbwz?D-%Oh--\b«-%??-rb?ﬂz?-acd?%b :
= . Bapoing & =Gid", Ul@ URL— Qf -...-lm:: |“.-S o a1t com 1| :
R et S Webbridge,for e ) [ p—
IdRito,send T — O = —
response;to e —
supported domain of o
‘brhuff.com’ for SSO© ST » e surethe LA R4attribute
authentication o zon] z usedlin ARES forthe Claim



sso_sign.keyDERE ( A 7> 32 )

CODT7T7AIICE, IdPICA FR— NE NizWebbridge X 2 F—X TOBRICERAE NBIAHED
WMBF—DEENATVIBENHYET, BRICEAESNDIEHEK., ADFSTNOWebbridge X 2
F—RMNDA>R—KNHIZ, <KeyDescriptor use=signing>t o> 3> O T OIASEREFAL T
X509Certificate #BEFT DL CRETEET, £/-. ADFSOWebbridgesI B EFI A EEHE/—
T 1 MProperties > Signature TRR ( BRTA VR—K8 ) TBDEETEEXRT,

RDOBITIE, ADFSIZA > R—BME B ETIZWebbridge X 2 F—Z B IIE h = callbridgeiE B &
(CN=cmscb3.brhuff.local)Z #F2 T& £ 7, sso_sign.keylCFAE N I-WEF—F.
cmscb3.brhuff.localfIFAE & — BT B MEF—TT,

ChEA7T23a>ORETHY ., SAMLEEZRESILTZHZEICOHMLETT,

sign.key - Motepad

<2xml version="1.0"?
tityD “hitps:/ [meet.brhuff.local: 443" 1D="https:// meet.brhuff.local:443" xmins:md="urn:easismn 5:bC:SAML:2.0:metadata”

; Vi
File FEdit Format View Help protocol =uu:|m& umeration="umn:oasis:names:tc:SAML:2.0:protocol” Want! As ertionsSigne lrue ul\n lequestsSign en “true’>

----- BEGIN RSA PRIVATE KEY----- - 5 ng"
MIIEogIBAAKCAQEASKRS jasvilPghwfpwupou93dYhpVsnzYg5rMtrinB0zW3YAOh Kay 7 e=" hmﬂ ,ffwww w3.0rg/2000/09/xmidsig#">
yEaan.

c=|t|?u:ate for Sioni ng d -
“—
Relying Truatﬂt‘:t\a‘ importediin e __|
Organization | Endpoints | Proxy Endpoints | Notes | Advanced
S4GInsncFVM1fcoyBBlakeF2CkHpIdoTpkol72rUfwkbN1X4brox46Kulan3zsl Mortoring | derttiens | Encrypton | [ Sgrature ] Accepted Geims
+m3MT1EyFSNCmRt7980Kq2bKPHMWTO1 160pF 5 V1 rppm/ LKOFVDREXsUbty Specty the signature verfication cenficates for requests from this reing
ity

Subject Issuer Effective Date Expiratic

ECH::mscbib CHNbrwff-AD20... I% /2020 7:42:1...  8/9/20)

sso_encryptkeyZFRELET (F7>3> ),

COT7T7ANICE, IdPIZA >V R—KN&E nizwebbridge X 27— XN OEESLIZERE hBFHEE
DMBF—HFEENTVIXENf BV ET, BSLICEAEShBEHERK. ADFSTO
Webbridge X 2 7 —2 MO A > 7R— KNH(Z, X509Certificate l— <KeyDescriptor use=encryption>t %
JAVOIRERRERETDI_ETHRETEETT, £z, ADFSOWebbridgesEFAEFAEERE
IN—7 1 DProperties > EncryptionTHRR ( BRTFAVR—KN ) THIEETEEXT,

ROFITIE, ADFSICA > FR— KM E NBEICWebbridge X 2 F— R IZIBHNE h f=callbridgefE B &
(CN=cmscb3.brhuff.local)ZH#FRTE EJ., sso_encryptkeys ICHEAEThLWEFT—F.
cmscb3.brhuff.localfIFAE & — BT HMEF—TT,

ChREFT2a>ORETHY) ., SAMLSEZESILITZEEICOHMBETT,

SFIU RSy LS >

1| sso_encryptikey - Notepad - Zmd:ke eyDescri pl or u:
Fie Edit Format View Help - «ds: Kfylnfg:gll:li S="Rtip:/ Jwww.w3.0rg/2000/09/xmidsig#">
- <d

----- - I : . j Ifds X509Ceﬂlfcat9>MIIFWTCCBKmgAwlBAgITPAAAAGE’)QC]VCaMSYWA\C&AAAZZANngqhkiG9w08A¢UFADBKMRUwE|
- Sl il A1 : Z Z7as: Ertincates

</ds:X500Data> i
Webbridge3 Properties [

| Organization | Endports | Proxy Endoorts | Notes | Advanced |
Monitong | _Identiiers Signature | Accepied Clams
Specfy the enceyption cerficate for this reling party trust.

Encryption certficate:

+n3MZ 1EYF SNCIRT 7 980Kq ZbKPHIWZQL160p T ZXJNVLrppm/ LKOJVDRFXSUDTYO+E lssuer Chibrhdi-AD2012CA, D =brhuf, DC=local
7Ldud3/hoot FZYEhRS FVKCEVCO67ns IF +d21KOgUECQYPVHTULGCKKAS Jomgutin Subject: Ch=crrach2 betwaf ocal
...................................................................... Chective date: 8/9/2020 74213 FM

Expiration date: 8/9/2022 7:42:13 PM

| Bowse.. | [ View.. || Remowe




SSOZIP7 7 1 )L DERK

1.SSOBE 7 7TANICERATRZIIXNTOTI7AI)N Z2BARRLET,

MName

-ﬁ' config.json
H idp_configxml

__| sso_encrypt.key
| sso_sign.key




AB  T77AIUNEEATVR7AIINABERBLABEVTLSIEE VY, EHET S ESSOHNH
BELE<BZYET,

2NAZARTT7ANEEIIYIL, EE>EM (zipFERX ) 7HIILFZBRLK T,



Mame

-E55 -
L config.json
| ﬂ idp_configxml
e ==
Move to OneDrive
7-Zip >
CRC SHA bl
Edit with Notepad++
share
Cisco AMP For Endpoints b

. Compressed (zipped) folder I

Cut

Copy B Desktop (create shortcut)
% Documents

Create chorteut

3.77A4NEEMLES, sso L7141 0RZFEALTENOBRICT 7ML EZEELE T,
MNarme

o

Ly config.)son
& idp_configxml
| | sso_encrypt.key

| | ss0_sign.k
El sso_testfile.zip

SSO Zip7 7 4 )L ZWebbridgelc 7Y 7O— R L &ET



SFTP/ISCPUZAT7 > NaBE ( ZOBHITIEWINSCPAERENhTWET ). Webbridge3Z R A
Rg2H—/NICEHRELET,

1. ERONRA>2 T, SSOZip7 74N HBBAICBEL. B2V YILTF7Y 70— REER
T30, 774N ZERSZYITTFTRROYZLET,

--------

prere e

2. 77 4L HFEL(CWebbridge3t—/NICT7 Y 7O—R&Ehis5, SSHEY S a ZEVWTIONY
Rwebbridge3 restartZ £1TL £ 9,

3.syslogTlk, ROXY E—J@FSSONA Z—TIHFRUILIECEEZRLET,

HBE7 Ut AN— R(CAC)

HET7VEAN—R(CAC)IE, RERNERRFRE, ERENRENREE, I EREZNER
EORENZIDEL THETDIAN—MNT—RTT,

CACH—RZHEATZI—HOHA A TOLALEZRICRLET,

PCOERZ AN, CACH—RICEEWFITET

OJ4 2L (GEHERBIRTZBHEEEHYET ). PINEAALET,

7o —%2H<

SMURLIZBEBIL., 2@BICSNT2A72a>E @3 Y4409 F7 a3 2R
LET

5. H 4242 : Active Directory A’ CACOT 4 A SERL TWBjidMapping& LU TERE

b=



ThTWBI1—HYEZAHNLET
6. A4 20T
7. ADFSR—I A EHEERTEN, BENICAADEThET
8. A—HEFEoBFEaTcOdJ41>LTVWET,

ADFSA'CACH—RICERATHENDERLUEMEL T, jidMapping ( cnE1—FOoH1>2 14>

B TT ) ZLdapmappingTiREL £9, $userPrincipalName$x & ( ANZFE/NNENKBIE 1
£7)

T, ADFSOUL—LIIL—ITHEAET NI EMHE TS K SIZ, authenticationldMapping | [E
ULDAPEMZREL £,

O L—ALI—I)LIE, SuserPrincipalName$ZUIDE L TCMSIZIREET D CEEZRLTVWE T,



Edit Rule - webbridge 1o * !

oy can configune thea ruls fo send the values of LDAP atinkutes a3 claem. Select an afinbute slone from which 7
wﬂﬂwﬁm.%ﬁh“ﬂmhhmmmmuhm v

Claim e name:
[thﬁdg-nd
Ride {emplate: Send LDAP Attribubes a3 Claems

EEE l_

Atrbute shore:
Aative Directory -
Mappng of LDAP atsbites bo oubgoing clam bypes:

ﬁmmhm[s.humqpm S S —

k Lser-PrincpaHlame = | uid -

WebAppiRFNDSSOOY 4 > DF A ~

SSONREENEDNT, RDOKRSICH—NETARNTEEXT,

1. Web7 7’ r—<,3 > ®Webbridge URLIZEBEI L. SigninfRZ> ZBIRLET,



& EN(Us) (7

M

Cisco Meeting Server

Join meetngs, amiwheng, anytime

Join a meeting

NI
CISCD



2. 1—H—ICl, I—-H—BEANTBATIIVHFRRENET (ZOR—JICRF/INAT—K
CATIAVABOVCEISERLTLEEY ),



(] Home @ EN(US) ()

M

Cisco Meeting Server

Sign in 1o web app

atfuan]us
CISCO



3. A—HF., ADFSR—JICUA AL I REhET (I—HVFHAOALE ), COR—DT, 1
—HRFIPIZH U TRAT R EOICTIL TV ILEANTILENHY) KT,

adfs.briwtfoom/adfs s/ ¥

L ]
. __________________ =&

Brihwuff SSO

Sign in with your arganizational account

4. 1—H—F, IPEFERAL TERBREADB LCRIEL %, Web AppR—AR—JIZT Y
tERATBEODR—IVTURAAL I RNENET,

meetbrha bocalfen-LUS/ \ports

]
\ -+

j Guest/Host Space

'Guesuﬁcmmmeuﬁi-:mﬂ. J{jhn DDE'S HDTT"IE

Last kogen 2021-05-04 at 18:08. See delmls

' Guest/HosiniquelRland

in : t
John Doe’s Space




NSTILaA—Fa42Y
EXNBENZ TN 21—F142Y
SSORBENEARNB NS TIN21—F120TDBE

1. IdPTOIEAEFREE L TOA 2 R—NIFERAE NhBWebbridgeSAICEBERENEXZFT—2R
HFELLKEREENTWVWR L, BRUREE h-URLAN config.jsonA O
ssoServiceProviderAddress & [EFEIC— BT D C & ZHRELE T,

2. 1dPAh SRRtE ., Webbridge3 ssod> 7 4 F 1L —2 307 7AMIIICEBENEXZT—
AN, IAPASEHBLERHOXART—RTHBD L Z2BRLET, Chik, T—/NDKRA
NREXHBAELEICEEN B> EBELEEAKIC, BIVAR—MLT, OV 714F21L—>
AVTTANERBTDIBENHYYET,

. ERLBSILOMBF—ZFALTTF—XEZRESLTIEEREF. ELLV—HF—5
webbridgelc 7Y 7’'O— R U fzsso_xxxx.zip7 7 A IO —EPTHBD & 2R LE T, A8
THNE, AT IVORBF—EFEALTICTANER A, COBSILAT>a > 2FEH
B ICSSONBEET DA ESH ERERL TS EE LY,

4. SSOR XA >, Webbridge3 URL, # &k U'SAMLResponseh 5 —H 32 FREh DRI Y
EIOELWEMZERL Teonfig.json N BREENTVWBEEZRIELET,

i, OJ0BRN SR TIN2a—F 1420 28R#hDEEEBENTT,

1. WebbridgeMURLICEBE T 5 & & &, URLOFKE - ?trace=trueZ {3+ T, CMS syslogT®
HEsOxF > J2BMLUET, (B : https://join.example.com/en-US/home?trace=true),

2. Webbridge3t —/\Tsyslog followZR1TL T, TARFICS A TF ¥ TF Y ETSH,
URLIZKNL—ARFAZ72a>zEBMLTTANERITL, Webbridge3®& KT*CMSO—)L7 V)
Y 2% —/\H Slogbundle.tar.gzZ REL £ 3, webbridge & callbridge A" RIU Y —/NICH B
BE, HEBZOEE—NDlogbundle.tar.gz7 7 1 ILIE T T,

Microsoft ADFSEEZ=_1— R

BEIZELD2TIE, SSOVOEAICEENREL, IPREXLFKIPEDBEICEEN RETSH
BEMN BV ET, ADFSEFERATZIHEEE. KOV I ZHERALTEENf RELTVWD LR
., BET7O3 2 RETIDENBENTT,

Microsoft A7 —X A 1— R

RICHZRLUET,


https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

client_backend : TZ— : SamlManager:SAMLEZREEKR_e135ca12-4b87-4443-abe1-
30d396590d58 " X DB TARBMLU EL & : urn:oasis:names:tc:SAML:2.0:status:Responder

COIZ—, BIORFIXNIRDE, IAPEFADFSHARETEEN REL 12, BIR
TRICFADFSOEEEICLDUBANUETHAIEEZRLTVET,

LI DZHBTEREBATLL

SAMLResponseZIdPA S X#LEL TVWBEIC., Webbridge AN OJICADIZ— Xy -7k
AL, SSORHTOOT A VICKKRTRIBEEN HYIET,

client_backend:INFO:SamlManager:[57dff9e3-862e-4002-b4fa-683e4aa6922c] Failed
obtaining an authenticationld

O e, FAXRTEHICIIPH 5IBE hi=SAMLResponseT— X &R T D FRIZ,
Webbridge3 T k. authenticationld|Z Xt 9 % config.json& LB L T, ISEICEMSRBEBMEN RO
DPESBA 2k ZRLTVET,

BENFrBELBESHLOBEF—2EAL TESLENTLVEWES, SAMLEEREWeb T Z0H
#2H TDeveloper Tools Network Logging#* S it L . base64Z AL TTFI1—RTEXT, &
ABESLENTVWRHEEE. IdPAIN SESHLENISAMLISEZERTERT,

ZYRND—O0OVZRRIZDBE. "OVERE OFIVIRY VREXTAICLT, R
—IJEERICOTINF LEEEThBVELSICLET,

Preserve log Disable cache Mo throttling

AREY—-IOZY NDO—o0OF > JHD (HARF—REEREND ) T, namedlOTD
idpResponseZ 1R L TPayloadZi&IR L, SAMLIEZEZBRBLET, BRLELSIC, Thi
base64TF I1—F ZFEAL TTFI—RTEEXT,



Mame

llustration.pnglid=183128... Form Data VIEW SOUrCE wview URL-encoded
webchent-infield html SAMLRes : PHNhb N1IE BTy LWFmNT ctN] WY 2EAN2 T11ilWZ
A1NFValiBE T NGal

idpResponse

meetbrhufflocal

= cinn in lnnnnnn z T wid MDkcwel PYNTASSHN 5 p¥

DEyLUNBLCBEQz]1icahlZmysTERDPHYY2F P ZpY| dW 'y TmF t ZT48 THMSWDUWOVN1cmlhbES1bWl 1c j4xMaMa

SAMLResponseTF—2X % 25§ 5B (&. <AttributeStatement>Dt o> 3> 2B L TRET h
PEMBEZRLET, cOEIZIAVAICKEK, BREENEERRXA T EIPPHSEFENLEERAR
ATHFBYNVET. Bl :

<BHEAT—KX2 K>

<Attribute Name="<#&#®& O URL">
<AttributeValue>testuser1</AttributeValue>
</E>

<Attribute Name="<NamelD D URL">
<AttributeValue>testuser1</AttributeValue>
</[E >

<Attribute Name="uid">
<AttributeValue>testuser1</AttributeValue>
</[E >

</AttributeStatement>

BN E A ZHEEL T, Attribute Statementtz 2> 3 > O T D <AttributeName>Z 2L, &EZ
SSO config.json®authenticationldmappingz V> 3> TREE N TV REELERTEERT,

B DB TlE, authenticationldMapping®FREN BEENHNBEERIC—HE T, — BT
authenticationldZ B2 TS hizxh 2 & 2BRTEE T,

SEEIDNY v E >4 : http://example.com/claims/NamelD

COBBEZBRTDICE, RO2ODFENHYNEXT,

1. Webbridge3 M config.json M authenticationldMapping CEREE N TV A RNB L EREIC—H
TH2IL—LEFIRSIC, IWPEBIL—LIL—ILZEHTEEXT,
(http://example.com/claims/NamelDDIdPICEEBIE ni=o L —LI)L—))

- /fall S



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://example.com/claims/NameID
http://example.com/claims/NameID

2. Webbridge3 Tconfig.jsonZE# L T, TauthenticationldMappings A IdPTREE hiz
HABRL—ILOIDELTERIC—BITDLDICTEET, (0FY, T
authenticationldMappings ZE# L T, B%®& ( "uidys . "<URL>/NamelD.y ., &1z
& "<URL>/CommonName, ) DVTINHAIL—HTEDELDICLET, EEThiheEC
Callbridge APITEREE NB HifFEE (ERIZ ) —HTBRY)

BIITT7H—>2a N EEhEFBATLE—RLEBATLE

IdPA* 5 MSAMLResponse D RAIC, 7H—2 3> OBREICABMUECEZRTROIS—H
Webbridge TR REh, T —N\REIC—BLEBEVTH =23 AF Y TENBDENBYET

o

client_backend : TZ>— : SamIManager : RIFICERLETH—2ar b EHA
client_backend : 1&§#% : SamlManager : FFAIE N MR I—HY—IC8FTNBEVWTH—>3>
ZEAFXFYTLTVET

COIZ—I&. IdPA 5SAMLResponseZ 2T HBRIC. Webbridge A —H T2 7H—>3>z8R
205hhd, " BLEVEEZAFY L., RENICKBLLESSOOTA U FRELIECEETR
LET,

CORBEZBETSICIE, IdPH 5SAMLResponseZ R T D ENBEN TS, BENBRL
EELORBF—EFAL THEELENATVEVEES, SAMLEZRWeb7 S THENL T
Developer Tools Network Loggingh S#iH L. base64ZFER L TFI—RTEXT, HWENES
ftEhTWVWBHEER. IdPRIA SESILE hIZSAMLISEZERTEET,

SAMLResponseT*— X ZFAN B FE, IEEND<AudienceRestriction>t o> 3a>&2Rd &, OB
ENFIRENTVDRIANTORRI—Y —ZHFETEET,

<% tHNotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-30T19:36:37.071Z>
<X R HlIfR>

<Audience>https://cisco.example.com</Audience>

</AudienceRestriction>

</%A>

<Audience>t ¥ 2 3 > (https://cisco.example.com) )DEZEA L T, WebbridgekE D
config.json MssoServiceProviderAddress&E LB L, ZE2IC—BHTIHESH ZRIAITEE T,
COBITIE, REEOT RLAIC T:443; NMEMENTVSR o, REENFRERAOY—ERY
ANAZ—OT RLAE—BLBVWCENRBOFRERTHD N DAY ET,

ssoServiceProviderAddress:https://cisco.example.com:443

COEROSBEBENRELBEVRSICTRICIE. CNSOBTELIC—HITIUXENHYET, =
DPITE, XD2D2DFEOVWTNANBEENTVET,

1. config.jsonMssoServiceProviderAddresstz 0> 3> O7F7 RL AN 5:443%ZBIBRL T, IdPD
SAMLResponse TiRftE B Audience7 1 —IL RIC—BT DL SICTEFXRT,


https://cisco.example.com%3C/audience
https://cisco.example.com)%C2%A0
https://cisco.example.com:443

FhlE

2. AP ®'Webbridge3M X 27— ZOREABFAEFERIE. URLIC443ZEMTDRSICEHRT
EXTART—REEHITRHEEE. ADFSLOFIAEFAEGHE L TBEAVR—NT2X

BEABYVET, LEL, IPUA Y —RASEEIAASINAECHZEEL LBERE. BA 2 KR—
NTDILEBHWEEA)

E . Z&NotBefored & ' NotONOrAfter: <Conditions NotBefore=2021-03-30T19:35:37.071Z
NotOnOrAfter=2021-03-30T19:36:37.071Z> 2 FEL TL &L\,

H—NORZANFELBVEES, TORZIWEZHTERE N EEVNHBOEEINC 55 AJEEMED
HYET, CLIZFEAL INTPH—NZHEZELET. TOKE, ntpserverlist AN RZEFEAL T
REESNTWVWANTPY—/NZ#EEL ., ntpstatus AN REFEAL THREETNTVWANTPH—N
DREZHBELE T, date ANV RZHEAL TH—NOBLZ2#IELE T,

EN:O—AIL/ASBNTPH—NZEHAL TVWBHEIF., time.google.comBED/NT VY D
NTPH—NEREL THTLKEEV (BIICNT VY IUDNSH—NZRELEEEBRLTLKE
W),

WebZ7 77U THA A TEEBATLE



(] Home @ En(us) @

a
o) |

Blahman Industries

Sign in to web app

darmckin@brhuff.com

() Sign in failed

W 2019-2023 Ceco andior its affilees. All nghits
resened.

MInir
CISCO

Chts Fads Crdes Welknd e



https://%3cjoinurl%3e?trace=true

user.info cmscb3-1 client_backend:INFO : SamIManager : [63cdc9ed-ab52-455¢c-8bb2-
9e925ch9e16b] SAML h— 2 2 ER D SSO_2024.zip& —

3H19H10:47:07.927 user.info cmscb3-1 client_backend:INFO : SamIManager :
[63cdc9ed-ab52-455¢c-8bb2-9e925¢cb9e16b] Attempting to find SSO in SAML Token
Request

3A19H10:47:07.930 user.info cmscb3-1 client_backend:INFO : SamlManager
:[63cdc9ed-ab52-455¢c-8bb2-9e925ch9e16b]IEE ICE K E N /=SAML~N—2 >

SFUA2:

J—%HA"webbridget 4 >4 2 R—=TJDSSO zip7 ZPANWICIBEWR XS ZFEALTHA1420L
&SELELE, 9472 MNE. YN ABLEI—TFEORAO—RZED
tokenRequestZEEL FTF, WebbridgeldOJ 1 VRAITEEESICEFEILELET,

CMS Webbridge k L — R ( ?trace=true A’ AT N TW3EE )

3H18H14:54:52.698 user.err cmscb3-1 client_backend:ERROR : SamIManager : Invalid
SSO login attempt

Mar 18 14:54:52.698 user.info cmscb3-1 client_backend: INFO : SamIManager :
[3f93fd14-f4c9-4e5e-94d5-49bf6433319e] SAMLR— U 2~ ERTSSOZ B2 hFEEB A
TLL

3H18H14:54:52.698 user.info cmscb3-1 client_backend:INFO : SamIiManager
:[3f93fd14-f4c9-4e5e-94d5-49bf6433319¢] SAMLh— U > ERTSSOZ#HEL LS &L
TVET

2 WEEE

I—HYAELVI—HFEZADL, SSOYA A IUR=—IHNRRENET, I1I—HRFIIICE
LOWI—HFRENAT—REAALETAH. TSigninFaileds FRRENET

CMS Webbridge k L — & ( ?trace=true A"MEAE hTVZHEES)

3H19H16:39:17.714 user.info cmscb3-1 client_backend:INFO : SamIManager :[ef8fe67f-
685c-4a81-9240-f76239379806] SAML k — U >~ ER M SSO_2024.zip& —

3H19H16:39:17.714 user.info cmscb3-1 client_backend : %k : SamIManager
[ef8fe67f-685c-4a81-9240-f76239379806] Attempting to find SSO in SAML IDP
Response

3H19H16:39:17.720 user.err cmscb3-1 client_backend : TZ — : SamlManager : %
H&SAMLT % —=> 3 > (ZauthenticationldD X Y EV T e EEEZN R OA VW EHA

Mar 19 16:39:17.720 user.info cmscb3-1 client_backend: INFO : SamIManager :
[ef8fe67f-685c-4a81-9240-f76239379806] Failed obtaining an authenticationlD



SFVAIOERE, IIPOUL—LIIL—ILTHERAENATWVWBIL—LRATH,
webbridgelc 7Y 7’O0— R& N 7=SSO zip7 7 A )L TEAE hdconfig.json7 7 1)L D
authenticationldMappinge — 8L TV\WBEA 272 & TF, Webbridgeld SAMLISZ Z
N, BHERNMconfigjsonTREENTVWAIRBE—HBITDEZTFHLTVETD,

4 Edit Rule - Webbridge3 *

'I Yiou can thes rube ko send the values of LDAP ativhubes as claims. Select an afirbote stooe freen wihech
Wm aitributes Specily how the attrbutes will map to the outgoing daim types thal will be issued

Claim e name:
fiebbrcged)
Fide template: Send LOAP Attibutes a5 Claims
Aetribute store;
Actrvn Dienciary ki
Mapping of LDAP attributes to culpeing claim types:
LDAP Atinbute (Select or type to Cuigoing Claim Type (Select or typs 1o add mons)

] E-Mad-Addressas =~ | E-Mal Addsss ™

ADFSO YL —ALIL—I

T e Pt ~ P |~ e

"anthenticationlddapping® : “uid®,
SnnoServiceProviderfAddoess® ¢ "hittps://mect . brhuff.local 4439,
"anpporcedibomaineg™ 1 ["BEhAlL oo™ )

LN i des P

Ly
config.json @
A—HEARBREEhEV

>FIUA 1

A—HhRota—HRTHSI 24> ULk (K442 H, webbridge3lc7 v 7H— K& h1:850zip7 7 {1 VORABT & —
BTan, a—vhHFIELEL)
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user.info cmscb3-1 client_backend:INFO : SamIManager : [79e9a87e-0fa4-44df-a914-
bbcabb6c87c6] SAML k —%2 > ERDSSO_2024.zip& —

3H18H14:58:47.777 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fa4-44df-a914-bbcabb6c87c6] Attempting to find SSO in SAML Token
Request

3H18H14:58:47.780 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87cO]IEE ICHEKE NIZSAMLN—T >

3H18H14:58:48.072 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87¢6] SAML N — U >~ ERMSSO_2024.zip& —

3H18H14:58:48.072 user.info cmscb3-1 client_backend:INFO : SamIManager :
[79e9a87e-0fad-44df-a914-bbcabb6c87c6] Attempting to find SSO in SAML IDP
Response

Mar 18 14:58:48.077 user.info cmscb3-1 client_backend: INFO : SamIManager :
[79e9a87e-0fa4-44df-a914-bbcabb6c87c6] Successfully obtain
authenticationlD:darmckin@brhuff.com

Mar 18 14:58:48.078 user.info cmscb3-1 host:server:INFO : WB3Cmgr: [79e9a87e-0fa4-
44df-a914-bbcabb6c87c6] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢-024 2a1-b125-
136fdf5612a5(user=steve@brhuff.com)

3H18H 14:58:48.092 user.info cmscb3-1 host:server:INFO : no user found for
authorization

3A18H14:58:48.092 user.info cmscb3-1 host:server:INFO: unsuccessful login request
from steve@brhuff.com
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user.info cmscb3-1 client_backend:INFO : SamIManager :[d626bbaf-80c3-4286-8284-
fac6f71eb140] SAML N — 2 > ER D SSO_2024.zip& —

3A18H15:08:52.114 user.info cmscb3-1 client_backend:INFO : SamIManager
:[d626bbaf-80c3-4286-8284-fac6f71eb140] Attempting to find SSO in SAML Token
Request

3A18H15:08:52.117 user.info cmscb3-1 client_backend:INFO : SamlManager
:[d626bbaf-80c3-4286-8284-fac6f71eb140| EE ICE K E N I-SAMLN—2 >

3H18H15:08:52.386 user.info cmscb3-1 client_backend:INFO : SamIManager
:[d626bbaf-80c3-4286-8284-fac6f71eb140] SAML k — 2 > ER O SSO_2024.zip& —

3H18H15:08:52.386 user.info cmscb3-1 client_backend:INFO : SamIManager
:[d626bbaf-80c3-4286-8284-fac6f71eb140] Attempting to find SSO in SAML IDP
Response

3A18H15:08:52.391 user.info cmscb3-1 client_backend:INFO : SamIManager

:[d626bbaf-80c3-4286-8284-fac6f71eb140]72 Ak ID:darmckin@brhuff.com%& 1E FICHEL
=L 1

Mar 18 15:08:52.391 user.info cmscb3-1 host:server:INFO : WB3Cmgr: [d626bbaf-80c3-
4286-8284-fac6f71eb140] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢ 272-42a1-b125-136fdf5612a5
(user=darmckin@brhuff.com)

Mar 18 15:08:52.399 user.warning cmscb3-1 host:server: WARNING : rejecting login
attempt from user 'darmckin@brhuff.com' — authenticationld incorrect

3A18H15:08:52.412 user.info cmscb3-1 host:server:INFO: unsuccessful login request
from darmckin@brhuff.com
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EHOLDAPEME —BLEB A, Successfully obtain
authenticationlD:darmckin@brhuff.com, & WS 1Tl&., ADFSIC (Active Directoryh* 5
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Related objects: [aplivL/idapMappings

XML view

Object configuration
jidMapping

nameMapping

cdrTagMapping
coSpaceNameMapping
coSpacelriMapping
coSpaceSacondarylrMapping
caSpaceCallldMapping

$sAMAccountNames@brhuff.com
N3

£cng's Space
ssAMAccountMames.space
SextensionAttribute] 2§

SsAMACcountMNames

authenticationldMapping

APILDAPY Y E> Y

Object configuration

userdid darmckin@brhuff.com
name Darren Mckinnon

authenticationld darmckin

userProfile_d5cd50c4-e423-4b06-bd17-7492b0baScb3
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3H18H14:24:01.096 user.info cmscb3-1 client_backend:INFO : SamIManager :
[7979f13c-d490-4f8b-899¢-0c82853369ba] SAML k— U >~ ER M SSO_2024.zip& — K

3H18H14:24:01.096 user.info cmscb3-1 client_backend:INFO : SamIManager :

[7979f13c-d490-4f8b-899c-0c82853369ba] Attempting to find SSO in SAML IDP
Response

3HA18H14:24:01.101 user.info cmscb3-1 client_backend:INFO : SamIManager
:[7979f13c-d490-4f8b-899¢-0c82853369bal[EFE (CFRREZEE L £ L 1=



ID:darmckin@brhuff.com

3A18H14:24:01.102 user.info cmscb3-1 host:server:INFO : WB3Cmgr: [7979f13c-d490-
4f8b-899¢-0c82853369ba] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢c-4 2a1-b125-
136fdf5612a5(user=darmckin@brhuff.com)

3A18H14:24:01.130 user.info cmscb3-1 host:server:INFO : successful login request
from darmckin@brhuff.com

3H18H14:24:01.130 user.info cmscb3-17R A K : H—/\ : 5% : WB3Cmgr:[7979f13c-
d490-4f8b-899c-0c82853369ba] issuing JWT ID e2a860ef-f4ef-4391-b5d5-abdfa89ba0f

3HA18H14:24:01.132 user.info cmscb3-17R A N : ¥ —/\ : 53K : WB3Cmgr:[7979f13c-
d490-4f8b-899c-0¢c82853369ba] sending auth response (jwt length=1064,
connection=64004556-faca-479f-aabe-691e17783aab)

3A18H14:24:01.133 local7.info cmscb3-1 56496041063b wb3_frontend:
[Auth:darmckin@brhuff.com, Tracing:7979f13c-d490-4f8b-899¢c-0c82853369ba]
10.10.10.8 - [2024%3 A18H : 18:24:01 +000] status "POST /api/auth/sso/idpResponse
HTTP/1.1" bytes_sent 0 http_referer "https://adfs.brhuff.com/" http_user_agent
"Mozilla/5.0 (Windows NT 10.0; win64; x64) AppleWebKit/537.36 ( Gecko® & 3 &
KHTML ) Chrome/122.0.0, Safari/537.36" to upstream 192.0.2.2:9000:
upstream_response_time 0.038 request_time 0.039X ') #1710786241.133
upstream_response_length 24 200

F<FESNBDERB (FAQ)

Dt 3> Tlk, Cisco Meeting Server £ MWebApp SSOICBITHFAQX REY U ZELY) £
FE9,

Webapp SSO JWTIKHLERTEE T A,
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https://adfs.brhuff.com/
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
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PhICBEDE (HAR248[ ) . WebApp1—H EWebAppA T 1 U R—JICEFINICRENET
o 27 L. IdPTPersistent SSONEBXICE>TWB NI FUA TR, I—HEWebAppOd T A
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WebApplZ X § D HLRZAZAREIC TR O DEH N — I U AN ZALDEREIZE T S HREHLER
(Cisco Bug ID CSCwm28758) A" "B ENTWVWE T,

720 ZMUIBE. WebApp\DBRIABETT A,
COTFIAOTO—RRDEBY T,

1. 1—H@EWebApplcAT 4 > LET ( SSORIAAFREFER ) »
2. 1—HE, WFhAOBITTZIUHERBALUET,
3. A—HYHNT O EBERE, WebAppH A4 NIBEHLET, (T<IC, £LEET)
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HRINICEDAESHRIELICKELET, IWTHFEMTARNL—ICEELTVWBRY, 7
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BELTLSEEZL,
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« JWTAINVALID(EXPIRED)D B4, 1—HEWebApp®OY A O R—JICUALL I RER
. WebApplcBOV AV TH2MBENHYET, 1—HiEk, IdPRREARICAHLU T, IAPICHT
PERAEMEETRIEREHYET (LEXE, IPFLEYS I USSOELER/N—F AT
> RSSOEFALTLWREE ).
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