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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj574143(v=ws.11)
https://help.ubuntu.com/lts/serverguide/network-file-system.html
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Call Bridge MFS (version 3) 2049
Uploader Web Admin of Call Bridge 443 or port specified in Uploader configuration
Uploader Vbrick Rev server 443 for video uploads and AP| access to Vbrick Rev server
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CMS CallBridgeV 7 A&

CMSAKNU—X/LO—H—

CMS7v 7O0—4&

ANU—X2 % AVBrick DME

ANVU—X2 7 RVBrick Rev
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calloridgeld T TICEREENTHY, A—IILZ2ZFANTVE L ZRRELTVET,
ATY 71 AR

FLLVARNY—=XIOAVR—FDNTE, hitpsERZUY AV ITRIHBERZHY KEBAN . SIPEL
(SIPE# ) ZUY AV LET, ANU—XH—NICRE, TLSEERAOENLIAAENINr VETT,

streaner> pki csr tac CN:.*.tptac9.com subject Al tNane:streaner.tptac9.com.............. ......
Created key file tac.key and CSR tac.csr CSR file tac.csr ready for downl oad via SFTP

A—AILZEERBCAVN SBREENI-FIAEZMBLET, Secure File Transfer Protocol(SFTP) %
FALTERENEERHEZARN) XS —NICT7YZ7O—RLET, FICTDE, SEHEN
ERBICTY7TO—REhkECEZBERELET,

CORFIXVNTRER, ANU=RIZTVAIRA—RAAZEZEALET, GIAEHN M RE2SR
LTLSEEL,

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/
Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf

streaner> pki list User supplied certificates and keys: tac.key tac.cer ROOTCA cer exanple. key
exanpl e. csr tac. csr

AT Y 72:MMP/SSHDOEXE

« MMPOXY > REFEAL T, ANU=ROUARZVIAVR—TI(ARE, YUYAVTBSIPTCPR— B RUFTLSAR— N ERELET
A K —Ysip listen <interface> <tcp-portjnone> <tls-port|none>

streamer > streamer sip listen a 7000
TLS sipiEf DA EFEA TS, TCPsipEhiZ "nones ELTRHRELE T, IV REIROEHY T
streamer > streamer sip listen a none 7001

¢« ANU=XH—-NICAIHEZERATS

A ) —X> streamer sip certs tac.key tac.cer

c ANV=—ZYJnmEZBRRLET


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-3-1/Certificate-Guidelines-for-all-Deployments-3-1.pdf

streamer > streamer sip resolution 720p

« ANU—=T0HEMIL
streamer> streamer enable

« A7 aUT, TLISHREENTVRBE. ARNU—XTSIPOTLSKRIEZRTTERT
streamer > tls sip trust ROOTCA.cer

ETLSELGZREITSICE, TLSKRAZEMICTAEEZHRLET,
A K1) —<>tls sip verify enable

s FRDFEBBAELVC L ZBRELET

streaner> streaner Enabled : false SIP interfaces : tcp a: 7000, tls a:7001 SIP key file :
tac.key SIP certificate file : tac.cer SIP CA Bundle file : none SIP Resolution : 720p SIP
traffic trace : Disabled Call Limt : none

e ROOARVREFEALT, ANU—IZEMIZLET, Mstreamerenables; IXNTOXY E—JIZRNDKSIC "SUCCESS,) ERRENDIMENSH
VET

streaner> streaner enabl e SUCCESS: Key and certificate pair match SUCCESS: Streaner enabl ed
ATY T 3ariome

CDFRE. CallBridgeZRANFTBHCMSTEITENET, KRIZ. CMSOWebadming >R —7 T4 ANDAPIZRL ET, Postman, Poster® & DRESTY
FATRNEFERTEEXT,
FLWSIPARNY—YEBMIZT S &, sipStreamerUrid/callProfiles® T M Call Bridge CRES KO FEATEE T,

CMSH—/NTAPIZfER T %, [Webadmin] > [Configuration] > [APIII.BEL X7,

c D-L7O7 714 OER

1-1{of 1) show all - Create new

« sipStreamuri=demo@streamer.com & StreamingMode=E B/ F 8 D%

The user part of the configured "sipStreanuri” (i.e. the part before '@ synbol) has no
significant meaning, and for the new SIP streaner conponent, although required, it can usually
be anything, e.g. "streaner@treaner.conl.The inportant part of the URI is the "domain" part.


mailto:sipStreamuri=demo@streamer.com

| « return to object list |

/api/v1/callProfiles/1c390ade-d4c2-4cfb-bc3a-251dc6d8b367

Related objects: /apifvl/callProfiles

Object configuration

streamingMode manual
sipStreamerUri  demo@streamer.com

Write this object to "/api/v1/system/profiles”

/api/v1/callProfiles/1c390ade-d4c2-4cfb-bc3a-251dc6d8b367

e ———

e
gatewayAudioCallOptimization [
lyncConferenceMode  [| | <unset> v|

lockMode [ | | <unset> v|

sipStreamerUri [ | demo@streamer.com

===

sipStreamuri=demo@streamer.com & StreamingMode=E B/ F B O 5% E

o FIZER Lz A M) —callProfile&/system/profilesiCIBIML &4, ChiIO—NIERETHY) . REE hi TsipStreamerUriy A"ARNJ—T DOE
EICEAEIET,



| « return to object list |

/api/v1/system/profiles

Related objects: /api/v1/system/profiles/effectiveWebBridgeProfile

Object configuration

callLegProfile add951de-3ded-4619-a428-d779e6b0ad23
callProfile 1c390ade-ddc2-4cfb-beda-251decdB8b367

dimfProfile 5a7edd42-adc7-4ad5-Bbc3-e3b998e2d648

/api/v1/system/profiles

| | |add951de-3ded-4619-a428-d77%e6b0a323

1c390ade-d4c2-4cfb-be3a-251dc6d8b367 ]

userProfile D | || Choose |
iviBrandingProfile [ | || Choose |
callBrandingProfile [ ] | || Choose |
compatibilityProfile ] | || Choose |
diallnSecurityProfile [ | || Choose |
webBridgeProfile [ | || Choose |

SATFTALIZO7 7 4 )L\ DcallProfile ®Ii& N

e ANU—=Z2JIZERT S AR—AIZVBrick 'streamURL'ZBML £ T, 'Stream'& VWS FRDAR—RIE, CMSWebM 2 —7 I/ RA%ZFEAL T
ERLELE

Space configuration

ANV—=22TJICERT S MEE

e AR—RAZZEL T "StreamURL, ZEBMLE T, 'streamURL'DERE XD ESY T,
rtmp://<VBrickBroadcastUsername>:<VBrickBroadcastPassword>@<VBrick IP®E /= I&FQDN>/live/NameofStreamfl Tl&., —h%
rtmp://broadcast:broadcast@10.106.81.40/live/SpaceStream771 & UL TRREL TVWET



Object configuration

nams Stream
autnGenerated False
un 1004

calld 98765

streamUrl - romps/ broadcast: broadcast @10, 106,81,40/ve/SpaceStreamsT

serret VWILGTIUSCUqUGIE. pR_g

Japifv1/coSpaces/ca2847f3-02c7-438b-93e5-09434ecIded2

name

uri
sacondanyUri
callrd
cdrTa
passcode

‘tenant
callagProfite
califrofile
calBrandingProfile
dialinsecuntyProfile

defaultayout [

requireCallld |
secrat [
regenerateSecrat [
nonMembercoess [

streamiid [
onnerndGuid ) |
meetingScheduler [
paneFlacementHighestimportance |
panaPlacementSeifFanstods [

usarProvisionedCospace [

owmerkid |

| | GUID (none avallable)
[ | Stream |- prosent
1| 1004 (URI user part) - present
o (URT user part)
O | 98765 - present
| urset> w
|[hoosa |
O | ehossa |
O |[Chooze |
O |[ Chocse |
(m]| | [ Choose |
1 | 2unsels w
| VWzUQScuqlU G2i8 piR_g - present
| cunset> v
[cunset> v
e 106,81 40veSpaceSireamTT | [URL) - present
| GuIp (none available)
<unsel \!.
Madiy

ATYT 4

PPIRNINI2 RIL—I1 DR

outboundDialPlan)L—JLIZX YE T T2 HAZAURIZHRELET ( RXSA/ & T
streamer.comy BEFEDURIZT D CENTEEXT ), streamerUriTHEAET D RXA2 &)
— T 14299 3&S(CoutboundDialPlan)L— )L ZEREL T E&E LV,

Qutbound calls

Fiter || Submit |
Call
n Domain SIP proxy to use Local contact domain Local from domain Trunk type Behavior Priority Encryption  Tenant Bridge
Scope
streamer.com 10.106.81.58:7000 m Standard SIP Continue 20 Unencrypled e <all> Jesciit]
7 | streamer.com 10.106.81,58:7001 e s StandadSP | Stop Encrypted o |ab | fed)
recorder.com 10.106.81.58:6060 fresd-igdon StndadSIP | Continue | 10 Unencypted | no | <alb | fecil]
7 | recordeccom 10.106:81,58:6061 Sk StandardSP | Stop 10 Encrypted o b | fedt)
| | [standard siP v | | [stop  v| | [0 Auto v Lo L.
_ Resel
TIORNTY RIL=ILOERK
SIPSIP(5060,5061)DialPlansip proxy to use
streamer> streanmer Enabled : true SIP interfaces : tcp a: 7000, tls a:7001 SIP key file : tac. key

SIP certificate file :
Limt

. Disabled Call
7y7O0-4

none

tac.cer SIP CA Bundle file :

none SIP Resolution : 720p SIP traffic trace

TV IO AN EZRTEIREERTFIBNFSELTTFALINIEEELET
streamer> uploader nfs 192.168.15.38 : &&

Ty 7O—RENCREBRERRTIQBY —NEEELET
streamer> uploader cms host join.mextp.local



. Call BridgeZ %17 L T\ ®Meeting ServerOWebEEBR— N EEELET
streamer > uploader cms port 445

. Call BridgeZ 1T L T\ Meeting ServerCAPI 7V t AEZZF D1 - EHELET

streamer > uploader cms user apiadmin
streamer > uploader cms password
NAT—REAHLTLEEZY

. CMSH S MIEEEE/N> R)LZMeeting ServerEEARNFICEMULET
Call BridgeZ 217 L T\ ®Meeting Server T, JL—RCADFEREEL INTOHREEIAEN T
E—&FI—2IC®kETHIAHEE/N> Rl(crt-bundle)ZER L £ 9,
streamer > uploader cms trust ROOTCA.cer

- Vbrick RARE, PY7TO-SNFERTEIR—NERELET
streamer> uploader rev host ciscotac.rev-na.demo.vbrick.com
streamer> uploader rev port 443

E BIEENEVRY, R—RETF7 I NTUMICREENET,

EFAFEZT Y 70— KT BAPIHERZF D Vbrick Rev1—HZEMT %
streamer> uploader rev user tacuser
streamer> uploader rev password
NAT—REAHDLTLEEV
. SEBAE /N> R)LZVbrick ReviSA N7 ICEBMLET
JIL—RNCASIBAE L IXTOHRBEAEN IE—%ZREFT BIHE/V> Rl (crt-bundle) &
Vbrick ReviF—/NXOF T —2VIZERLET
streamer> uploader rev trust vbrickbundle.cer

LTy 7TO-S0EREEFIVIL, TY 7O ZBMLET

streaner> upl oader Enabled : fal se NFS hostnanme : 192.168. 15.38 NFS directory : Recordi ng CV5
host : join.mextp.local CVS port : 445 CMS user : apiadmin CMS trust bundle : ROOTCA cer Vbrick
Rev hostnane : ciscotac.rev-na.deno.vbrick.com Vbrick Rev port : 443 Vbrick Rev usernane :
tacuser Vbrick Rev trust bundle : brick.cer View access : Public cospace_nenber_access : edit
recor di ng_owned_by_cospace_owner : false fall back_owner : adnin coments_enabled : true
ratings_enabled : true downl oads_enabled : true active_upon_upload : true del ete_after_upl oad

fal se
BREMNMEL WSS, Tuploaderenable; OX > RZEFEAL TUploaderAVAR—X 2 REBMICLET, RICRTELDIC, IXTOXYE—TIC T

SUCCESS. ERRENDUENBYET,

streaner> upl oader enabl e SUCCESS: upl oader enabl ed

ANY=X



-onference: Stream (3 active calls
sIP B596@10.127.241.219 [lesg]  (call 77, incoming, unancryplad)
2 minutes, 28 seconds
AAC (64.0 Kiv's, -6.0dB gain), H.264, 768 x 448 30.0fps, 321 Kb's
OPUS, H.264, 640 x 360 4.91ps, 4.01 Kb/'s
additional protocols | unencrypted Active Control, unencrypted H.224
remate address | 9506@10.127.241.219

SIP call ID | 1edib000-10001-2911-03(492a610.127.241.219

incoming media
cutgoing media

CMA  Guest_330 [less] (call 80, incoming, encrypled - AES-128)
call duration | 27 seconds
incoming media | no audio
outgoing media | OPUS, H.284, T68 = 448 30.0fps, 321 Kbis
remote address | guest2537753157

Menitor —=> Multi-Protocol Connections

(ol w| entries Page Rofresh Intervali | Mever ~
L= L Tue, 11. Ausg 2020 00:34:10
Bxtmam Ty IEAukus Boel Sanl Lot To
I RTMP Activa 10.106.01.60 1995 14840 o 2 min 23 sec SpaceBioam Ty

A0 V00 B OGO ATSpaceSireamTT || Aspor10, 100 81 400058 AsrSpaceSireamTT | mEi 10,106 81 A0 181SAeSpacaSireamTT

ZARNY—SUHTEEESIPARNY —S 40— LA
Fy7rO—4

uploader®sysloglBHF T, ML AR NOOT ZBEBTEEXT,

Jun 17 22:24:41.867 user.info cns-02 Upl oader[1]: scanning directory:

/ mt/recordings/forwardedCalls Jun 17 22:24:41.867 user.info cnms-02 Upl oader[1]: scanning
directory: /mmt/recordings/spaces Jun 17 22:24:41.869 user.info cns-02 Upl oader[1]: checking the
status of /mmt/recordi ngs/ spaces/ 8a7076e2-6db6- 47e9- 98ee- 3bd063e32559/ 20210618032309+0000_vi d-

i d=c4605aaf - dc49- 4cd7- 9174- c46185bal983@bri ck. np4 Jun 17 22:24:41.870 user.info cns-02

Upl oader[1]: CGetting from https://ciscotac.rev-na.deno.vbrick.com 443/ api/vl/videos/c4605aaf -
dc49-4cd7-9174- c46185bal983/ status Jun 17 22:24:42.035 user.info cns-02 Upl oader[1]: Received
vbrick response status code: 200 Jun 17 22:24:42.035 user.info cns-02 Upl oader[1]: vbrick
response: main.vbrickStatusResp{Status:"Ready"} Jun 17 22:24:42.035 user.info cns-02

Upl oader[1]: file 20210618032309+0000_vi d-i d=c4605aaf - dc49-4cd7-9174- c46185bal983@bri ck. np4 vid
c4605aaf - dc49-4¢cd7-9174- c46185bal983 status Ready Jun 17 22:24:42.035 user.info cns-02

Upl oader[1]: CGetting from https://ciscotac.rev-na.deno.vbrick.com 443/ api/vl/videos/c4605aaf -
dc49-4cd7-9174- c46185bal983/ pl ayback-url Jun 17 22:24:42.200 user.info cms-02 Upl oader[1]:

Recei ved vbrick response 200

RSTNS1—F 42

ANJ—X
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ANU—=XICE&, callbridged>R—F> N Z@A LY —NET TLO—X ) SAEANVET
Lo BELBWEES, FEREFAEVANTRELTVEREERE. RICRTIT—HNF1R> N0
TJICRTRENET,



0200808 | casotass | o | APt TAC2" Space GUID: det2at -Obeb-1d85e Call Ce
20200809 | 0400:18946 | Info | conference d1be8391-edBc-4406-994c-2607b46MI4c: lock state has changed to uniocked

2020-08-09 04:00:18.946 Infe APl call leg d95bab32-16c3-4afe-bfB2-5514c%219¢fd in call d1be8391-2d8c-4406-094¢-2e07b46fbiac (AP call 5d906TI5-441d-4a63-8a36-af2d43al8cad)
2020-08-09 | 04:00:18,846 Info | unable to start recording (space TAGZ') -- no icense

2020-08-09 04:00:18.947 Info conference d1be8301 -edBe-4406-994c-2e07b4d 6fbidc has control'media GUID: 6d365821-ddfa-49d7-bidc-323089c2c3e5

2020-08-09 | 04:00:18.847 Info | conference d1bed391-edBc-4406-394c-2e07Th4 6fbfdc named "TAC2"

2020-08-09 04:00:18.947 Info call 2: configured - AP call leg d95ba532-16¢3-4afe-biB2-551409219efd with SIP call ID "58dda880-10001-21-931492a@10.127.241.219"

2020-08-09 04:00:19.213 Info | call 2: compensating for far end not matching payload types

BEBSA D AZEBMLTLKEEV, S4EADAT—2 A, X R Tlicense, ZEH
L CCLITHERTEXT

cnsl> |icense Feature: callbridge status: Activated expiry: 2023-Apr-28 (690 days remnain)
Feature: turn status: Activated expiry: 2023-Apr-28 (690 days remmin) Feature: webbridge status:
Activated expiry: 2023-Apr-28 (690 days renmin) Feature: custom zations status: Activated
expiry: 2023-Apr-28 (690 days renmmin) Feature: |local _|icense_npde status: Activated expiry:
2023- Apr-28 (690 days renmin) Feature: recording status: Activated expiry: 2023-Apr-28 (690 days
remai n) Feature: personal status: Activated expiry: 2023-Apr-28 (690 days renmin) Feature:
shared status: Activated expiry: 2023-Apr-28 (690 days remain)

2.TLS7R—b

© TLSR—RMARE A TVWT, FABNEARATATVWEWVES, TLSZEATZLODAN
—NDIEAEDHRE

- AEAENMEATERVWES, TCPR—NEZWTZRET S

streaner> streaner sip listen a 7000 7001 streaner> streanmer enable FAILURE: TLS port set but no
certificates configured FAILURE: Streaner configuration not conplete

CNnT, TLSR—NZHIBRTSA, SIPTLSEESLFANI—THAELZEMT S, 200F 7
YarvpRBEhELLE

TLSAR— RN ZBRMITHE&2HELET,
3.RTMPARY—AFELLEBEZTNATLEL
OJICIS—NFRRENET

daenon. i nfo streanmer streamer-sip[2280]: 144500.368 : INFO: call 3: retrieved stream URL from
RTCP: "rtnp://broadcast: broadcast @O0. 106. 81. 40/test" daenon.info streamer streaner-sip[2280]:
144500. 368 : INFO : call 3: parsing rtnp://broadcast: broadcast @O0. 106. 81. 40/t est daenon.info
streaner streamner-sip[2280]: 144500.368 : INFO: call 3: RTMP stream="test" daenon.info streamner
streaner-sip[2280]: 144500.368 : INFO : call 3: RTMP server="rtnp://10.106.81.40: 1935/test"
daenon. i nfo streaner streamer-sip[2280]: 144500.370 : INFO: call 3: Connected to RTMP server
daenon. i nfo streanmer streamer-sip[2280]: 144500.370 : INFO: call 3: C2 pending - |len 1536
daenon. i nfo streaner streamner-sip[2280]: 144500.370 : : call 3: snd: create new chunk stream 2
daenon. i nfo streaner streamner-sip[2280]: 144500.370 : : call 3: snd: create new chunk stream 3
daenon. i nfo streanmer streamer-sip[2280]: 144500.370 : INFO: call 3: RTMP sent chunk size of
4096 and connect message daenon.info streamer streaner-sip[2280]: 144500.410 : ERROR : call 3:
connection : far end closed connection 5

7\ I\ U 7 RE 0) $ mﬁ 7& EE s l/ N RTMP URL 7& r rtmp://<VBrickBroadcastUsername>:<VBrickBroadcastPassword>@<VBrick
IPELE l:tFQDN>/I|ve/NameofStreamJ DERTCELSBRELTSEEV,

A=W —T12JICEBT2H=E

CMSAKU—=XWESIPR—ADIZA T RNTHBD I, BIRLAERSIC, L—FTAVITERETIHENHYVET, ChiCkY, A=IIFKKTD>F
DANRESTDAREN BYET, COBFITIE., CMS Callbridge N BED—IILZREEL LN, RO TRZUOHI2aVRLLTIN -EEREELUEE
INVITE; T5—TXRBLELE



2021-06-28 17:37:02.412 Info user 'guest300535034' starting stream ng (space 'test')

2021-06-28 17:37:02.413 Info APl call leg bc0917df-589c-4628-887d-79481d322fed in cal

63f Ob174- 831e- 4al12- b4ee- 27186d4162af (APl call 00286960- 9af 9- 4d5d- 9ca7- 20dd40425292)

2021-06-28 17:37:02.413 Info call 44: outgoing SIP call to "deno@treaner.com' from space
"test"

2021-06-28 17:37:02.413 Info call 44: configured - APl call |eg bc0917df-589c-4628-887d-
79481d322fed with SIP call |ID "7d37a80e-7996-4e8d-aa87-77c9d4729cec"

2021-06-28 17:37:04.482 Info call 42: receiver report 1 interval for rx video 0 = 6113ns
(period 6108ns) 00000000

2021-06-28 17:37:22.074 Info call 44: falling back to unencrypted control connection...
2021-06-28 17:37:54.075 Info call 44: ending; local SIP teardown with reason 7
(transaction timeout - no provisional responses sending INVITE) - not connected after 0:52
2021-06-28 17:37:54.075 Info call 44: destroying APl call |eg bc0917df-589c-4628-887d-
79481d322f ed

2021-06-28 17:37:54.076 Info streaming call leg for space 'test' disconnected with reason

7 (transaction tinmeout - no provisional responses sending | NVITE)
CMS Callbridge ¥ —/S®[FfE J1—)L(Outbound Calls)FREZHEL, EELANOT— IV EELKREENTVRIHAES A EBRRLET, £, O-)L
ZO77ALFELVWARY—XURITHREENTWT, BUZO7 7 1 )LA Cospace - BER TSN TWVWRAESHZRALET,

Fyv7O0-A
1.7V ODOFMIELL B EEA,

Ty 7O0—ROJICIZ—HNFERRENET

Jun 27 11:29:27.864 user.info streamer Uploader[1]: Received vbrick response 500 Jun 27

11: 29: 27. 864 user.info streaner Uploader[1]: posting to:

https://sal es. vbrick.com 443/ api/vl/user/login Jun 27 11:29:47.870 user.info streaner

Upl oader[1]: Received vbrick response 500 Jun 27 11:29:47.870 user.err streamer Uploader[1]:
Failed to initialise Vbrick dient Jun 27 11:29:47.870 user.err streamer Uploader[1]: vbrick
returned status code: 500

vorick U —/NICIEEL WO L F U2 v LER—RMHIRREENTVD L EZBERLET, T, TV
7'O0—A A"CMS callbridge webadminZdR— N ICEETED L ZHRBLE T,
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