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FUBBREREBRONT TN 1—F 420 TI2HFECOVTHALET,
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RDHHA RIE, CiscoUnified 9971 IP 7 # > EFIICEIVWTVET, BRIEIP 72> EFIIL
L2 TEBRBZENFHYET,

CORFIXVNOERE. FEOZRARELHAZTNARACETVWTERENELEZ, DR
FIAIAXRNTEATZIXNTOTNA AR, B (F7AILD ) REOREHNSEEBLTVWERT

o WRORY RD—IUNRBBHTHIBEICE. EOLRSBIAXNVRICDOVTE, ZTOEEN
BEEBIODVTHREIEBRL THEBENHVET,

A74Fa2L—>3>
Cisco Unified Wireless LAN Controller BEOEFT IO A RAL> B
DA4YLAAO—AINIIVF ZY NDO—% (WLAN) OREE

P72 RAICBIOY—ER Y N8BIF (SSID) #AET2 L 2B8HLET, L, &
BEXIS Cisco Wireless LAN T RIRA 2 RN EHYR—RNTBDLKSICEREENLEBEFD SSIDAH B
BE., TOWLAN ZRDOVICEATEEXRT,

IP7#>THEAENS SSID &, HED 80211 IR AT OXICEHAETNBDRSICRETS
ENTEERT,

P72, 5GHz FHTEHHESERIZLEZHHOLET, child, 5GHz FEHTZHOTF v X
LNE2ERATEDSA, 24CGHz FREB ETFT B EZ<BVEHTT,

BIRL 1= SSD AMED DA VL ALAN TEAZ TV RV EZBELTSEEY, chik, &
BRARPO—SIVIHICEENr REIDAEMN BRI LOTT (B, koEF21UT1 XA
THERAEhTVWRES),

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit ‘voice’
* WLANs

General | Security | QoS | Pelicy-Mapping | Advanced

WLaNg

AL Profile Name voice
Type WLAN
EE“) uaii':c
Status W Enabled
Security Policies [WPAZ][Auth({BD2.1X + CCKM)]
(Maodifications done under security tab will appear after applying the changes.)
Radic Policy |_BO2.11a anly
Interface/Interface .
Group({G) Lithp-0 voice
Multicast Vian Feature _| Enabled
Broadoast SS10D # Enabled
NAS-TD WLCS508-1

Cisco Centralized Key Management ( CCKM ) ZERT I, IP 74277 —LDIT N—
2329101 MEZETLTVBIFE, REAF—BEE XA 7 XL T Advanced Encryption



Standard ( AES ) B St & KT 802.1x + CCKM & & & Wi-Fi Protected Access ( WPA ) 2 7/R1J >
—ZBMCLT, @EEF217 O—IJZFEICLET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit "voice’
WLANS —] Sacucity [ 25 I I |
» Advanced Layer2 | Layer3 | AAAServers |

Layer 2 Security & | WPA+WPRAZ
MAC Filtering® [
Fast Transition

Fast Transition |
Protected Managamant Frame

PMF | Disabled :

WPA+WPA2Z Parameters

WPA Policy ™
WEAZ Policy I
WPAZ Encryption W aES _ITKIP

Authentication Key Managemeant

BOZ.1X i Enable
CCKM o Enable

ne | i

P78 911 KWBION—=23>0T77—ALATITERTLTVWRBEARK, RIAF—EEX
4 7IZ% L T Temporal Key Integrity Protocol ( TKIP ) B &1L# & T 802.1x + CCKM 2 &
WPARDS—ZBMICL, BEEF17 O—I T ETREICLET,

CISCO MOMITOR. WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit ‘voice'
* WLANS P ' Y ’ Y
WA General Security | Qos | Policy-Mapping | Advanced
b Advanced Layer 2 | Layer3  AAA Servers

Layer 2 Security £ | WPA+WPAZ

MAC Filtering®
WPA+WPAZ Parameters

WPA Palicy i
WPRA Encryption AES M TIIP
WPAZ Policy

Authentication Key Management

B02.1X ¥ Enable
CCKM ¥ Enable
PSE [ Enable

WPA gti-randomize State | oo b s |
14

IP7#>2&-IEM0O WMM SISEFEA 0 SSID ZFEAITZFENDRSICOHK, Wi-Fi TILF
XTA4TF (WMM ) 7R 1) > —% [Required] ICERETDHLEN HVET. WLAN RIZIEWMM 75
AT BEETEIEHEERE. ThosDISA4T7 > N250 SSID/WLAN ICEETD & E2HE
HLET, MOIEWMM O9SAT RN IP 742 EEU SSID 2 FHTAHENHZEEE.



WMM 7R 2 —7A" [Allowed] ICRREE A TWVWARZEZRELET,

Quality of Service ( QoS ) Basic Service Set (QBSS ) 2054 7> NZT RNZA XTSI,
7920 PO EA KAV N (AP) OO—JL PRIvS 34l (CAC) BERICLET,

cCISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'voice’
¥ WLANs ( |
A General | Security QoS  Policy-Mapping | Advanced |
]
Adhmnoad Quality of Service [Qos) | Platinurm {voice) : |
Application Visibility a Enabled
AVC Profile | nome A
Metflow Monitor | nane

Override Per-User Bandwidth Contracts (kbps) 12
DownStraam UpStreanm
Average Data Rate .ﬂ . .ﬂl .
Burst Data Rate o o
Average Real-Time Rate .ﬂ . .ﬂl
Burst Real-Time Rate D o

| Clear

Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream UpStream

Aversge Data Rate 0 o
Bomme Pme= P=be ~ L]
ol I Il I I
CISCO MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP FEEDBACK
WLANs WLANSs = Edit 'voice'
* WLANS : = : i ]
e General [ Security | Qos | Policy-Mapping [ Advanced
— Burst Real-Time Rate 0 0
b Advanced | Clear
Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream  UpStream
Aversge Data Rate 0 o
Burst Data Rate 1] i
Aversge Real-Time Rate | © ]
Burst Real-Time Rate 1] i
| Clear
WHMM
WMM Policy | Regquired =
7020 AP CAC # Enabled
7920 Client CAC Enabled
Madia Stream
Multicast Direct # Enabled

M E(Z S U T [Enable Session Timeout] Z58EL £,



EFEI—LhICRIYEBITNERRTIESDIC. £V RALATINEEMH-TIA. &
ALTIRNEEETD (e xid 24 BEOEY) 864008 ) CEABBHLET, Y3 &
ALTINEBYDICTDERRORENZRICEBENETA, £YT3Y RALTINE, &
SATYRDILFY Y v LEEMNCERIL. 95AF Y RBBEILTF S v ILEER
LTWBCEARRBIDOIR/ISET,

Aironet JLERMEEE (Aironet IE ) ZBMICLET, EF7Y—ETF (P2P) 7Av*>2J 70> a>
FEMICTIHENF HYET, HEICISU T [Client Exclusion] Z5XE L £9, [Off Channel
Scanning Defer] TlE, HENDF 1 —DAF ¥ U REBITAF v REKHZRAETEEXT,
HE(ZHU T, [Maximum Allowed Clients per AP Radio] 258 ETE £ 9,

2 7B M Dynamic Host Configuration Protocol ( DHCP ) 7 RL RE|v) BT EZEMICTIHEN H V)
£,

[Management Frame Protection] &, [Optimal] & /(& [Disabled] ICFRET D HEA HV) E T,

REZNYTUONT7#—XAEREEZERETHICEK., E—2FH 100 ms & KT Delivery
Traffic Indication Message ( DTIM ) #if 2 Z#HAL £ 9,

[Client Load Balancing] & [Client Band Select] A"MICZ > TWA & 2R LET,



1.|.|||||
Clsco

| WLANs

* WLANSs
WLANS

b Advanced

atfivi]ne

Cisco

MONITOR  WLANs CONTROLLER

WLANs > Edit ‘“voice'

WIRELESS

SECURITY  MANAGEMENT

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Cverride Enabled

Cowerage Hole Detection & Enabled
=

Enable Session Timeout 25400

Session Timeout (secs)

IPvG | Nome =

Aironet TE »f Enabled
Diagnestic Channel _ Enabled
Owerride Interface ACL 1Pvd | Mone * |
LayerZ Acl Mone

P2P Blocking Action Cisabled
Client Exclusion 2 Enabled
Maximum Allowed Clients |

&

Static IP Tunneling 44 Enabled
Wi-Fi Direct Clients Policy | Disabled  * |
Maximum Alluwed Clients 20

Per AP Radio

Flmme b mak

HMONITOR  WLANS CONTROLLER

WIRELESS

SECLIRITY

COMMANDS HELP FEEDBACK

DHCP
DHCP Server | Owerride
DHCP Addr. Assignment | Reguired
OEAP
Split Tunnel (Printers) _| Enabled

Management Frame Protection (MFP)

MFP Client Protection 2 |_Optional  *

DTIM Peried (in beacon intervals)

802.11a/n (1 -255) |2
202.11bfgfn (1 - 258) |2

MANAGEMENT COMMANDS

MNAC

NAC State | None

Load Balancing and Band Select

HELP FEEDBACK

WLANs

* WLAN=
WLANS

¥ Advanced

WLANs > Edit "voice’

| General | Security | QoS | Policy-Mapping = Advanced

Clear HotSpot

Configuration S

Client user idle
timeaut(15-100000)

Client user idle threshold

i) Bytes

(0-L00DDO0D;

Off Channel Scanning Defer

o123
1

Scan Dafer Priority

Scan Defer Tima(msecs) 100

4 567

o

FlexConnect

FlexConnect Lacal Enabled
l i
Switching 2

FlexConnect Local Auth 2 Enabled

Learn Client IP Address 5 ' Enabied

vian based Central

Switching iz Enabled

2 bO—Z ORRE

Load Balancing and Band Select
Client Load Balancing

Chient Band Sebact

Pasalve Client

Passive Client )

Voice
Media Session Snooping Enabled
Re-anchor Roamed Voice Clients Enabled
KTS based CAC Policy _ Enabled

Radius Client Profiling
DHCP Profiling
HTTP Prefiling

Local Client Prafiling

DHCP Profiling
HTTP Profiling

Cisco Unified Wireless LAN Controller D7 R AR BATELLKEREESNTWVWBD EZBRELET,

Cisco Unified Wireless LAN Controller TEHOR— RN ZFEAL TWVWRBEEE) V&N
(LAG ) #H%ICLET.

BE& AP XILFF v AN E—R%Z

RELET, 6.0 XWYEROUY—ATR, —xI>bO—

FRETTILYZT O-—RNSVIVIFBEENTVELE, 6.0 I, COBEEISA

TNO—-RNZIVTEERFN, WLAN

RE(SSIDFRE) DT TCCNZRETEFT,



CISCO MONITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Mame WLCS508-1
Tnventory 802.3x Flow Control Mode | Disabled ¢
Interfaces LAG Mode on next reboot Enabled * {LAG Mode is currently enabled ).
Intarince Groups Broadcast Forwarding Disabled *
Mhsioust AP Multicast Mode 1 Unicast
e AP Fallback Enabled
* Redundancy Fast S5ID change Disabled =
b Internal DHCP Server Default Mobility Domain Name WTGE-VoWLAN
F Mobility Management AF Group Mame VTGE-VaWLAN
Ports User Tdie Timeout (seconds) aoon
F NTP ARP Timeout (seconds) 300
¢ CDP Web Radius Authentication PAP
F PMIPvS Operating Envirenment Commercial (0 to 40 C)
F IPVE Internal Temp Alarm Limits OtoaB5C
b mDNS WebhAuth Proxy Redirection Mode hsabled
b Advanced WebhAuth Proxy Redirection Port o
Maximum Allowed APs 2 0
Global IPvE Config Enabled =+
HA SKU secondary unit Disabled *

1. Multicas! is not suppovted with FlexConnect an this platform.
2. Walue zero implies there is no restriction on maximum allowed APs.

802.11 XY RO —V ORE

5GHz 2ERT2HAE. 802.11a XY NT—%5 AF—RAH [Enabled] L& > T\ L &7
#LUET, [Beacon Period] & [100 ms] ICFREL £,

XAAFZYOEEND— I MO—)L (DTPC ) OHR—KMAFBEMCE>TVWBR & EBEBLE
9, Cisco802. 1IN POV EA RS N eFERATBEEE. ClientLink AB#ICEZ>TWVWDE%E
BELET, BENDJ—ATIE, [Maximum Allowed Clients] Z58ET 2D ENTEET,

HA(BER)L—MELT12Mbps, Y R—KN (FEE)L—FELT18 ~24 F/lF 18 ~ 54
Mbps ZERETRDCEZHEMOLET, L, REILCK>TR., BE(EX)&ELT6Mbps &
BMCULABThEBSBVEENI HYET, 2T, 36 ~54Mbps L—RTXUY NA"BSH
BPT7VT—23ar (EFFABE)FFELETAE, ChsSOL—KNEZ2EMICTEXRT,

[CCX Location Measurement] ZBXICLE T,



cISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters

* Access Points
All APs General Data Ratas**

= Radios
B802.11afnfac B02.11a Metwork Status ¥ Enabled & Mbps Disabled
‘a""""r: ”-“3"; Beacon Period {millisecs) 100 3 Mbps Disabled
Dual-Band Radios
ion Threshaol .
Global Configuration Fragmentation Thrashold 2346 12 Mbps Mandatory =
{bytas)

b Advanced DTPC Support., # Enabled 18 Mbps Supparted ¢
Mesh Maximum Allowed Clients 200 24 Mbps S oo
RF Profiles RSSI Low Check Enabled 36 Mbps Supparted  *
FlexConnect Groups :gi]}Thfcshold (-&0 to -90 a0 48 Mbps Supporbed
FlexConnect ACLS 54 Mbps Supporbed -

* B02.11a/n/ac 802.11a Band Status
Network CCX Location Measurement

- RRM Low Band Enabled o
Mod Enabled
RF Grouplng Mid Band Enabled ® n
TPC Interval (seconds) 60
DCA High Band Enabled

Cisco Unified IP Phone 9971 M’ E

IP7#> LT Wi-FilREZBHITBICE. F—NYREEZYF AOU-2ZFEALT,
[Applications] 7R & > > [Administrator Settings] > [Network Setup] > [WLAN Setup] BB L £

o

45 LAN OS8E
EMIBIAND7O77AINEBRETAICE,. ROHA RSAICRHRVET,

- [Wireless] A" [On] ICEREE N TVWD L ZBFELET,
- [WLAN Sign in Access] Z [On] ICERET D &, I—HREFLRE/NAT—REZEHITBHERICS
a—KNAY NEEAL T [Applications] X Z1—ICFP IV EATEET,
CEEJALYLALAN O [SSID] EANLET ( AXTENLZARBENET ),
Cisco Unified IP Phone 9971 THR—KRENTVWBTAVYLALANZ7O77A4), BEXTFEZT
FHTES SSIDRETNENLEE1DTY,

3DNDENS 80211 E— RAFATARETT,

- BB

. 802.11a

. 802.11b/g
BET—RTE., 24GHZ FY¥RILESGHzZ FY RN HICAF Y oEh, BEBFHRY ND—
IONFRATETHNE, FTIEARANIHULT5CGHz EEOEEMITFANIRITENET,

802.11a E—RTE S5CGHz F ¥ RILEFHAAF ¥ Eh, 802.11b/g E— RTIF 24 GHz F v %
LWEGFAFTVENET.,. COBFEE, RETLERY NIV —IUFRARETHNE, 7O
ARAYMNOEEFIFFRITETNET,

Z—7"> + Wired Equivalent Privacy (WEP ) ¥l EEF—Z2tF1V 71 T—RICFEATS
KO IPT7AVEREL, TOEARAVMERIC—HBTDIART 1Y U WEP F—1FHZE A
ALET,



. [IPv4 Setup] T, DHCP 2B T3 H AZT A Y Y P EHREBETIHEBIRLET,

- XY NDJD—2 0O DHCP A1—7"#2H T Trivial File Transfer Protocol ( TFTP ) 4—/\® IP 7
RLAZERBIZELSICATSI 150 £ 66 MRETNTVEVEAR., [Alternate
TFTP] % [Yes] loRELT TFTP =D IP P RLAZEAHDLE T,

+ 11/02/0919:08 | 23675 + 11/02/0919:10 | 23675
Administrator Settings X Administrator Settings

WLAN Setup

Wireless MAC Address
WLAN Sign in Access Domain Name
IPvd Setup 551D

MAC Address Security Mode EAP-FAST »

Domain Name 802.11 Mode 802.11a >

Apply Apply Revert

$ 11/02/09 19:10 | 23675 £ 11/02/09 19:11 | 23675

Administrator Settings - Administrator Settings

Security Mode EAP-FAST Setup

() Open with WEP User ID |migilles

) Shared Key Password e
[ Leap

O EAP-FAST

Revert Rewvert

Cisco Unified Communications Manager O &€

ATYT 1 IP7#VICBULEERREY 707 L— N ERELET,

= Phone Button Template Information
Button Template Name * [ci.co 70256

= Button Information
Hution Faaturs
1 Line =*

Line b

|5E-:rn:||i Daal |

Frivacy
Sarvice URL
Zpead Cnal BLF
Call Park BLF
Intercom
Hiphility

Do Mot Dusturb ——

Hong
— | Save | | Delate | [Copy | | Reset | | Add Rew |

[+ ST, T S I ¥




ATFYT2:IP7#4>% CUCM IZIBIILE T,
ATYS3: MEBETA4—I)LRICEZADLET,

ATYT 4  FHULERLEERREY TV L—hNEVTRF—FTUTL—hZE)ETE
ER

ATY75IPPhonelc 1770774 2EALET,

EFaUras O 74N ERERHL T, Bl TE— RELIFESIEE—REBNICTEET, TN

BT, 2TV XT1T, BLRORETZ 7 AINDESIN BN ET, EFI1UT A

Z°'07 7 14 JL T Locally Signed Certificate ( LSC ) E@EAHICTBICIE, Certificate Authority Proxy

Function ( CAPF ) "BIEL TV B L EN 'S 1) F T, Cisco Unified Wireless IP Phone 7925G,

7925G -EX B L7926 G ICHTBEL TVD, HETLTA2AN—IEhBFHE (MIC) ZtF
IYF« ZO77ANTEATBICEETEET,

32

IP7#>A8V =) OJE2RELET, P70 ETIOEARANOBTRIBEE NS E
FIEBRAVE—DEBIETEEXT,

IP7#2H, X714 T THEAAEEZ SSID DAF ¥ ZHRBLET,

09039 08-10 09: 33:32. 750 649 668 INF wl anngr : [1298@mdrv_nrvl.c] State change(1542),

DI SCONNECTED - > SCANNI NG

09040 08-10 09:33:32.750 685 2805 DEB LibWfi : wfi_wait_for_event(CTRL- EVENT- STATE- CHANGE i d=0
st at e=3)

09041 08-10 09: 33:32. 750 685 2805 DEB LibWfi : wifi_wait_for_event()

09042 08-10 09: 33:35.390 1063 2652 | NF Unknown : VWWMservice: Waiting for 39961 ns before
attenpting to reconnect.

09043 08-10 09: 33: 35.468 685 807 DEB St ateMachi ne: handl eMessage: E nsg. what =401431

09044 08-10 09: 33: 35.468 685 807 DEB St at eMachi ne: processMsg: Adapt er Connect edSt ate

09045 08-10 09: 33: 35.468 685 807 VBS Et hernet St at eMachi ne: Adapt er Connect edSt at e{ what =401431
when=-1ns }

09046 08-10 09: 33: 35.468 685 807 DEB St at eMachi ne: handl eMessage: X

09047 08-10 09: 33:36.617 649 664 INF wl anngr : [1298@mdrv_nrvl.c] State change(1559), SCANNI NG
-> | NACTI VE

09048 08-10 09:33:36.617 210 313 INF SWWAN : nl _i pThrd():recvisg() |en=56

09049 08-10 09: 33:36.617 210 313 INF SWWAN : NL event: 16 found; device idx:6 flag :0x1002
09050 08-10 09:33:36.617 210 313 I NF SWWAN : Got a nmessge NEW.LINK nessage!!!

09051 08-10 09: 33:36.617 685 2805 DEB LibWfi : wfi_wait_for_event(CTRL- EVENT- STATE- CHANGE i d=0
st at e=2)

09052 08-10 09: 33:36.617 685 2805 DEB LibWfi : wifi_wait_for_event()

09053 08-10 09: 33: 36. 617 685 804 DEB Et hernet St at eMachi ne: Interface nl anO Li nkSt at eChanged:
down

IP 7 #>A" SSID NDBEEEN T ZBRIKL FT,

09054 08-10 09:33:36.718 649 668 INF W anngr : [1293@mdrv_nrvl.c] State change(2221), "",

| NACTI VE -> ASSOCI ATI NG

09055 08-10 09:33:36.718 649 668 INF W anngr : [2226@mdrv_nrvl.c] Connecting to "l corream
Wrel ess", a0:55:4f:c2:ec:eb, chan 56, rssi -56, |oad 4

09056 08-10 09: 33:36.718 685 2805 DEB Li bWfi : wifi_wait_for_event(CTRL- EVENT- STATE- CHANCE i d=-
1 state=5h)

09057 08-10 09: 33:36.718 685 2805 DEB LibWfi : wifi_wait_for_event()

09058 08-10 09: 33: 36. 734 2348 2348 VBS Settings. AccessPoint: refresh: for SSID | corream Wrel ess



09059 08-10 09: 33: 36. 734 2348 2348 VBS Settings.Ci scoWfiMdifiable: Translating Wfi nodifiable
state 0 for SSID: "lcorream Wrel ess”

P 7N TIORARANEDOBEEFRNFICEKILET,

09093 08-10 09: 33:38.835 649 664 INF W anmgr : [1293@mdrv_nrvl.c] State change(2479),

"I corream Wrel ess", ASSCCI ATI NG - > ASSOCI ATED

09094 08-10 09: 33:38.835 210 313 INF SWMAN : nl _i pThrd():recvnsg() |en=112

09095 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09096 08-10 09:33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nessage!!!

09097 08-10 09: 33:38.835 210 313 INF SWWMAN : nl _i pThrd():recvnsg() |en=80

09098 08-10 09: 33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09099 08-10 09:33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nmessage!!!

09100 08-10 09: 33:38.835 210 313 INF SWWMAN : nl _i pThrd():recvnsg() |en=80

09101 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09102 08-10 09:33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nmessage!!!

09103 08-10 09: 33:38.835 210 313 INF SWMAN : nl _i pThrd():recvnsg() |en=132

09104 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09105 08-10 09:33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nessage!!!

09106 08-10 09: 33:38.835 210 313 INF SWWMAN : nl _i pThrd():recvnsg() | en=68

09107 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09108 08-10 09: 33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nessage!!!

09109 08-10 09: 33:38.835 685 804 DEB Et hernet St at eMachi ne: Interface nl an0 Li nkSt at eChanged:
down

09110 08-10 09: 33:38.843 685 804 DEB Et hernet St at eMachi ne: Interface nl an0 Li nkSt at eChanged:
down

09111 08-10 09: 33:38.843 685 2805 DEB LibWfi : wifi_wait_for_event(CTRL- EVENT- STATE- CHANCE i d=1
st at e=6)

09112 08-10 09: 33:38.843 685 804 DEB Et hernet St at eMachi ne: Interface nl an0 Li nkSt at eChanged:
down

IP 7 # 2 A HRFBAL 2B L £ 9,

09146 08-10 09: 33:39.039 649 664 INF W anngr : [3492@umn drv_nrvl.c] Supplicant event: EAP-
STARTED EAP aut hentication started

09147 08-10 09: 33:39.039 649 664 INF w anngr : [3492@wn drv_nrvl.c] Supplicant event: EAP-
PROPCSED- METHOD vendor =0 net hod=25

09148 08-10 09: 33:39.039 649 664 INF wl anngr : [3492@wmdrv_nrvl.c] Supplicant event: EAP-METHOD
EAP vendor O nethod 25 (PEAP) sel ected

09149 08-10 09: 33:39.046 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09150 08-10 09: 33:39.046 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09151 08-10 09: 33:39.046 210 749 INF SWWAN : get_source_port(): START, MAC=0xa0554f c2eceb

09152 08-10 09: 33:39.054 210 749 INF SWWAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2
09153 08-10 09: 33:39.054 210 749 INF SWWAN : ndk_get _source_port(): rc = 0, port = -1

09154 08-10 09: 33:39.054 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09155 08-10 09: 33:39.054 225 225 INF PAE : paeCGetPort(): port obtained = -1

09156 08-10 09: 33:39.054 225 225 WRN PAE : PAE rcv: nsg received from unknown port, drop...
09157 08-10 09:33:39.125 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09158 08-10 09: 33:39. 125 2348 2348 VBS Settings. AccessPoint: refresh: for SSID | corream Wrel ess
09159 08-10 09: 33:39.125 2348 2348 VBS Settings.CiscoWfiMdifiable: Translating Wfi nodifiable
state 0 for SSID:. "lIcorream Wrel ess”

09160 08-10 09: 33:39.125 2348 2348 VBS Settings.C scoWfiMdifiable: wifi configuration

nmodi fiable state value= 0 internal string value: |ocal

09161 08-10 09:33:39.125 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09162 08-10 09:33:39.125 210 749 INF SWWAN : get_source_port(): START, MAC=0xa0554fc2eceb

P 7 #2 A Y —NDOABETPEAP ZFI Y ILET,

09163 08-10 09:33:39.132 649 664 INF W anngr : [3492@mdrv_nrvl.c] Supplicant event: EAP-PEER-
CERT dept h=0 subj ect ="/ CN=CUCM Srv-01. cucm cot ac. com



09164 08-10 09:33:39.132 210 749 INF SWWMAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2

09165 08-10 09: 33:39.132 649 664 INF wl anngr : [3492@wmdrv_nrvl.c] Supplicant event: EAP- PEER-
CERT dept h=0 subj ect ="/ CN=CUCM Srv-01. cucm cot ac. com

09166 08-10 09: 33:39.132 210 749 INF SWWAN : ndk_get _source_port(): rc =0, port = -1

09167 08-10 09:33:39.132 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09168 08-10 09: 33:39.132 225 225 INF PAE : paeCGetPort(): port obtained = -1

09169 08-10 09:33:39.132 225 225 WRN PAE : PAE rcv: nsg received from unknown port, drop...
09170 08-10 09:33:39.132 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09171 08-10 09: 33:39.132 649 664 INF wl anngr : [3492@wmdrv_nrvl.c] Supplicant event: EAP- PEER-
CERT dept h=0 subj ect ="/ CN=CUCM Srv-01. cucm cot ac. com

09172 08-10 09: 33:39.140 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09173 08-10 09: 33:39.140 210 749 INF SWWAN : get_source_port(): START, MAC=0xa0554fc2eceb

09174 08-10 09: 33:39.148 210 749 INF SWWMAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2
09175 08-10 09: 33:39.148 210 749 INF SWWAN : ndk_get _source_port(): rc =0, port = -1

09176 08-10 09: 33:39.148 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09177 08-10 09: 33:39.148 225 225 INF PAE : paeCGetPort(): port obtained = -1

MIERIC AL £ T,

09226 08-10 09:33:39.312 649 664 INF wl anngr : [3492@wn drv_nrvl.c] Supplicant event: EAP-
SUCCESS EAP aut hentication conpl eted successfully

09227 08-10 09:33:39.312 210 749 INF SWWVAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09228 08-10 09:33:39.312 210 749 INF SWVAN : get_source_port(): START, MAC=0xa0554fc2eceb

09229 08-10 09: 33:39.320 649 664 INF W annmgr : [3492@mdrv_nrvl.c] Supplicant event: CONNECTED
- Connection to a0:55:4f:c2:ec:eb conpleted (auth) [id=0 id_str=]

BEICRIILET,

09230 08-10 09: 33:39.320 649 664 INF wl anngr : [1293@wmdrv_nrvl.c] State change(2592),

"I corream Wrel ess", ASSOCI ATED -> CONNECTED

09231 08-10 09:33:39.320 210 749 INF SWWAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2

09232 08-10 09: 33:39.320 649 664 INF wl anngr : [56@mutil.c] Wfi connected[|lcorream Wrel ess]:
a0: 55:4f:c2:ec:eb, co-cucm Ch: 56, RSSI: -57

09233 08-10 09: 33:39.320 210 749 INF SWWAN : ndk_get _source_port(): rc = 0, port = -1

09234 08-10 09: 33:39.320 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09235 08-10 09: 33:39.320 225 225 INF PAE : paeCGetPort(): port obtained = -1

09236 08-10 09: 33:39.320 225 225 WRN PAE : PAE rcv: nsg received from unknown port, drop...
09237 08-10 09:33:39.320 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09238 08-10 09: 33: 39. 320 685 804 DEB Et hernet St at eMachi ne: Interface nml anO Li nkStat eChanged: up
09239 08-10 09: 33:39.320 210 313 INF SWWAN : nl _i pThrd():recvimsg() |en=1012

09240 08-10 09: 33:39.320 210 313 INF SWWAN : NL event: 16 found; device idx:6 flag :0x11043
09241 08-10 09: 33:39.320 210 313 I NF SWWAN : Got a nmessge NEW.LINK nessage!!!

IP 7 %4> # DHCP U—A&ERELET.

09588 08-10 09: 33:39. 703 3246 3246 DEB dhcpcd : broadcasting for a | ease of 192.168.110. 236
09589 08-10 09: 33:39. 703 3246 3246 DEB dhcpcd : Starting to send nessage number of nmessage=0
09590 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : REQUESTI NG SENT

09591 08-10 09: 33:39. 703 3246 3246 DEB dhcpcd : STATE_RENEW NG STATE_REBI NDI NG ml an0

09592 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : *sendi ng DHCP_REQUEST with xi d 0xc89244e9, next
in 3.57 seconds

09593 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : get_tos_byte() = 96

09594 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : Set ToS byte for DHCP to configured val ue of
[ 96]

09595 08-10 09: 33: 39. 703 2348 2348 VBS Settings. AccessPoint: onBindView [|corream Wrel ess]
nodi fiable state was enpty, setting visibility to gone

09596 08-10 09: 33:39. 710 2348 2348 VBS Settings. AccessPoint: onBindView [|corream Wrel ess]
nodi fiable state was enpty, setting visibility to gone



09597 08-10 09: 33:39. 718 2348 2348 VBS Settings. AccessPoint: onBindView [|corream Wrel ess]

nodi fiable state was enpty, setting visibility to gone

09598 08-10 09: 33:39. 726 2348 2348 VBS Settings. AccessPoint: onBi ndView. [CUCM PEAP] nodifiable
state was enpty, setting visibility to gone

09599 08-10 09: 33: 39. 734 2348 2348 VBS Settings. AccessPoint: onBi ndview [CUCM LAB] nodifiable
state was enpty, setting visibility to gone

09600 08-10 09: 33:39. 742 2348 2348 VBS Settings. AccessPoint: onBindView [Kenirand] nodifiable
state was enpty, setting visibility to gone

09601 08-10 09: 33:39. 750 2348 2348 VBS Settings. AccessPoint: onBindView [Flex_Cuest] nodifiable
state was enpty, setting visibility to gone

09603 08-10 09: 33:39. 765 2348 2348 VBS Settings. AccessPoint: onBi ndVi ew. [ ASA5506W A] nodi fi abl e
state was enpty, setting visibility to gone

09604 08-10 09: 33:39.906 3246 3246 DEB dhcpcd : in handl e_dhcp_packet. .

09604 08-10 09: 33: 39.906 3246 3246 DEB dhcpcd

09605 08-10 09: 33: 39.906 3246 3246 DEB dhcpcd : in handl e_dhcp

IP 7 # 24" DHCP ¥ —/\A'5 ACK ZERi8L X7,

09606 08-10 09: 33:39.906 3246 3246
192.168. 110. 122.

09607 08-10 09: 33:39. 906 3246 3246
09608 08-10 09: 33:39.976 3246 3246
09609 08-10 09: 33:40. 046 3246 3246
attached networks

09610 08-10 09: 33:40. 046 3246 3246
attached networks

DEB dhcpcd
DEB dhcpcd
DEB dhcpcd
DEB dhcpcd

DEB dhcpcd

acknow edged 192.168.110. 236 from
cont_init_retry = OLD:0 NEWO
handl e_ti meout:ifname nml an0 state: 9

checking 192.168.110.236 is avail able on

DBG checki ng 192. 168. 110. 236 i s avail able on

IP 7 # >} Gratuitous ARP ZXEL T, IPAEBICERATREZCEEZERLET,

09611 08-10 09: 33:40. 046 3246 3246 DEB dhcpcd : sending ARP probe (1 of 2), next in 1.94 seconds
09612 08-10 09: 33:40. 468 685 807 DEB St at eMachi ne: handl eMessage: E nsg. what =401431

09613 08-10 09: 33: 40. 468 685 807 DEB St at eMachi ne: processMsg: Adapt er Connect edSt ate

09614 08-10 09: 33:40. 468 685 807 VBS Et hernet St at eMachi ne: Adapt er Connect edSt at e{ what =401431
when=-5ns }

09615 08-10 09: 33:40. 468 685 807 DEB St at eMachi ne: handl eMessage: X

09616 08-10 09: 33:41.992 3246 3246 DEB dhcpcd : handl e_tinmeout:ifname man0 state: 9

09617 08-10 09: 33:41.992 3246 3246 DEB dhcpcd : sending ARP probe (2 of 2), next in 2.00 seconds
09618 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : handl e_tinmeout:ifname man0 state: 9

09619 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : binding the DHCP | P address Probe=2

09620 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : startup O | ease of 600

09621 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : get_option2addr: 2054072512

09622 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : get_option2addr: 134744072

09623 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : |eased 192.168.110.122 for 600 seconds....server
192.168. 110. 122

09624 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : Check values : state=3 m an0O 192. 168. 110. 122
300/ 600 192.168.110. 236

09625 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : executing "/systeni etc/dhcpcd/ dhcped-run-hooks',
reason BOUND

09626 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : Enterning configure_env....

IP7#>2H DHCP #7232 Xv+—2%%EFELET,

09627 08-10 09: 33:43.992 3246
09628 08-10 09: 33:43.992 3246
new _ci sco_tftp_server=192. 168
09629 08-10 09: 33:43.992 3246 3246 DEB dhcpcd
09630 08-10 09:33:43.992 3246 3246 DEB dhcpcd
new_donai n_nane_servers=192. 168. 110. 122 8.8.8.8
09631 08-10 09:33:43.992 3246 3246 DEB dhcpcd
09632 08-10 09: 33:43.992 3246 3246 DEB dhcpcd
09633 08-10 09: 33:43.992 3246 3246 DEB dhcpcd

3246 DEB dhcpcd
3246 DEB dhcpcd
110. 86

option 1*: new_subnet _mask=255. 255. 255. 0
option 150*:

option 3*: new_routers=192.168.110.1
option 6*:

opti on 15*: new_donmi n_name=cucm cot ac. com
option 51*: new_dhcp_I| ease_ti me=600

option 53*: new_dhcp_nessage_type=5



09634 08-10 09: 33:43. 992 3246
new_dhcp_server _identifier=19
09635 08-10 09: 33: 44. 257 3246
192. 168. 110. 236

09636 08-10 09: 33: 44. 265 3246
09637 08-10 09: 33: 44. 265 3246

/ dat aRoot /. syst emf mi sc/ dhcp/ dhcpcd- nl an0. | ease

09638 08-10 09: 33: 44. 265 3246
reason BOUND

09639 08-10 09: 33: 44. 265 3246
09640 08-10 09: 33: 44. 265 3246
09641 08-10 09: 33: 44. 265 3246

new_ci sco_tftp_server=192. 168

09642 08-10 09: 33: 44. 265 3246
09643 08-10 09: 33: 44. 265 3246
new_domai n_nane_servers=192.1
09644 08-10 09: 33: 44. 265 3246
09645 08-10 09: 33: 44. 265 3246
09646 08-10 09: 33: 44. 265 3246
09647 08-10 09: 33: 44. 265 3246
new_dhcp_server _identifier=19

3246 DEB dhcpcd

2.168. 110. 122

3246 DEB dhcpcd

3246 DEB dhcpcd
3246 DEB dhcpcd :

3246 DEB dhcpcd :

3246 DEB dhcpcd

option 54*:
configure: man0 adding | P address

adding route to 0.0.0.0/0 via 192.168.110.1
Witing lease file
executing " /systent etc/dhcpcd/ dhcpcd-run-hooks',

Ent erni ng configure_env.. ..

09648 08-10 09
09649 08-10 09
09650 08-10 09
09651 08-10 09
09652 08-10 09
Ready)

09653 08-10
09654 08-10
09655 08-10
09656 08-10
addr ess

09:
09:
09:
09:

Gat eway

192. 168. 110. 122

09659 08-10 09: 33:

8.8.8.8

09660 08-10 09: 33:
192. 168.
09661 08-10 09: 33

Addr ess

Info

09662 08-10 09: 33
cucm cot ac.
09663 08-10 09: 33

Nane

192. 168. 110. 86

09664 08-10 09: 33:

09665 08-10 09: 33:
09666 08-10 09: 33

33:
33:
33:
33:
33:

33:
33:
33:
33:
192. 168.
09657 08-10 09: 33
192. 168.
09658 08-10 09: 33

44.
44.
44.
44.
44.

265
265
265
265
265

214
210
210
210
685

44.
44.

265
265
44.398
44.398
110. 236
44.398 685
110.1

44.398 685

685
685
685
685

44.398 685

44.398 685
110. 122
44.398 685

44.398 685
com

44.398 685
44.398 685

44.398 685
44.398 685

3246 DEB dhcpcd : option 1*: new_subnet rmask=255. 255. 255.0
3246 DEB dhcpcd : option 150*:
110. 86
3246 DEB dhcpcd : option 3*: new_routers=192.168.110.1
3246 DEB dhcpcd : option 6*:
68.110.122 8.8.8.8
3246 DEB dhcpcd : option 15*: new_domai n_name=cucm cot ac. com
3246 DEB dhcpcd : option 51*: new _dhcp_Il ease_ti me=600
3246 DEB dhcpcd : option 53*: new _dhcp_nessage_type=5
3246 DEB dhcpcd : option 54*:
2.168.110. 122
241 INF NETSD : nl _i pThrd():recvimsg() |en=60
313 INF SWWAN : nl _i pThrd():recvimsg() |en=56
313 INF SWWAN : NL event: 16 found; device idx:6 flag : 0x11043

313 | NF SWWAN :

DhcpSt at eMachi ne:

Wi fi

wifi wait f

andr oi d_net
andr oi d_net
andr oi d_net
andr oi d_net
andr oi d_net
andr oi d_net
andr oi d_net
andr oi d_net

andr oi d_net

2805 DEB Li bWfi
2805 DEB Li bWfi

804 DEB Et her net St at eMachi ne
3245 INF dhcp_utils:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB Net Util s:
3245 DEB

3245 DEB

DhcpSt at eMachi ne:

P7AVHTATEVTFATFAEEIARN (ITL) 7
EREBBLETS,

10276 08-10 09: 33:47.632 3329 3329 I NF dgetfile:
[ GI3329] [ sr c=CTLSEPOOCCFC4ACCD2. t | v] [ dest =/ dat a/ dat a/ ci p. cf g/ app_ci p. tftp/ CTLSEPOOCCFCAACCD2. t | v
][ serv=][serv6=][sec=0]

10277
10278
10279
10280
10281
10282

08-10
08-10
08-10
08-10
08-10
08-10

09:
09:
09:
09:
09:
09:

33:
33:
33:
33:
33:
33:

47.
47.
47.
47.
47.
47.

632
632
632
632
632
632

3329
3329
3329
3329
3329
3329

3329
3329
3329
3329
3329
3329

I NF
I NF
I NF
I NF
I NF
I NF

dgetfile:
dgetfile:
dgetfile:
dgetfile:
dgetfile:
dgetfile:

Runni ngSt at e:

Cot a messge NEW.LINK nessage!!!
_wait_for_event (CTRL- EVENT- SCAN- RESULTS

or_event ()

Interface nml an0O Li nkStat eChanged:
DHCP is started OK

_utils_runDhcpCommon()
_utils_runDhcpCommon()
_utils_runDhcpCommon()
_utils_runDhcpCommon()
_utils_runDhcpCommon()
_utils_runDhcpCommon()
_utils_runDhcpCommon()

_utils_runDhcpCommon()

_utils_runDhcpCommon()

4

up

| pver:4 | P

| pver:
| pver:
| pver:
| pver:
| pver:
| pver:
| pver:
| pver:

DHCP succeeded on m anO | Pv4

4

4

DNS 1

DNS 2

Server

Vendor

Domai n

TFTP 1

TFTP 2

FAINERRAESEEIAN (CTL) 774D

GETXXTP

I n normal

node, call -

DTRACE [ GT3329] nakeXXTPr equest
DTRACE [ GT3329] par seEMCCConfi g

EMCC node

is fal se

DTRACE [ GT'3329] par sebDhcpl nfol nt oTft pLi st
Using WRELESS interface for dhcp properties:

> makeXXTPrequest (...)



ok
10283 08-10 09:33:47.632 3329 3329 INF dgetfile: cisco_tftp_server2 unavail abl e:
10284 08-10 09:33:47.632 927 1611 ERR SQ.iteLog: (1) table 'device' already exists

P 722K, BRIBDTIT 17 CUCM H—NZERELET,

10361 08-10 09: 33:47.640 1095 1540 I NF ccservice-j: Tel ephonyManager Dat a: fetchCal | Serverl nfos
svr Hndl s[ 1] =1584903492 node=CCM st at us=ACTI VE Cal | Server | nfo=[ 192. 168. 110. 86, CCM ACTI VE]

10362 08-10 09: 33:47.640 1095 1540 DEB ccservice: SIPCC SIP_CC PROV: 0x5e77b5bc,

CCAPI _Devi cel nfo_get Cal | Server Name: returned ipv4 192.168.110. 84

10363 08-10 09: 33:47.640 1095 1540 DEB ccservice: SIPCC SIP_CC PROV: 0x5e77b5bc,

CCAPI _Devi cel nfo_get Cal | Server Mode: returned 02

10364 08-10 09: 33:47.640 1095 1540 DEB ccservice: SIPCC SIP_CC PROV: 0x5e77b5bc,

CCAPI _Devi cel nfo_get Cal | Server Status: returned 00

10365 08-10 09: 33:47.640 1095 1540 I NF ccservice-j: Tel ephonyManager Dat a: fetchCal | Serverl nfos
svr Hndl s[ 2] =1584903612 nmode=NONCCM st at us=NONE Cal | Server | nf o=[ 192. 168. 110. 84, NONCCM NONE]
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