Cisco Network Admission Control Manager® 7*
1LOBMIRNTIN—HIIOBEBEFERAETILD
BEORL & EROEA

Cisco Network Admission Control Manager® 7*
1LOBMIRNTIN—HIIOBEBEFERAETILD
BEORL & EROEA

Advisory ID:cisco-amb-20111005-nac

http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20111005-
hac

ES 3> 1.1
BRILEH A : 20114E10 418 B17:06 UTC(GMT)
— /A B820114E10 A 5H 16:00 UTC(GMT)

BHR

Cisco DX RS

TIN1 AR O BFE & BRBIE
EE R

S ET B
SAAOtEX1IVT1FE
BOE1E 3

Cisco @t

COBEARISERERRIE, Cisco Network Admission Control Manager®PSIRTEF+ 115 4 7 R\
AHVFALIONIRNS/N—YIDBHEMEDEERFIX NT, EEEANCiscoxY NT—UF
NARACEBATEDRBINSIOCBEMEZRHLET,

R 55 1 o f ftt

Cisco Network Admission Control Manager(Cisco NAC Manager)lcl&, 4L NJ RS /N—Y
ILOREENFBYET, CORFEEE., RBIABLTUE—NYPSEAEThD AN G, TV
RI-—GOBRENFrVETT., COMBEOFERNAICHII TR E, BFRORRAAREICKY ., K
BEQFZITNAARPIRY ND)—VICHITZRHEFBETEDLSCBNET., COMRBEHZEE
AT2100ORERZERG. TCPR—N43ZFERATBHTTPSNT Y hEFERATDZETT,


/content/CiscoAppliedMitigationBulletin/cisco-amb-20111005-nac
/content/CiscoAppliedMitigationBulletin/cisco-amb-20111005-nac

CDOiEFEMHEICE. CVE #AlF CVE-2011-3305 A&l HTS5hTWET,

fess D=

BHEEOHBZDYTIRNVIT, ZIELBWVWITRDIT, BEBEHVYTRIITICOVWTR, RO
PSIRTEF1UT4 PRNAHFUZSRELTLSEEL,
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20111005-nac = 7
TJEALTLEEL,

BATOZY VOBE

SAATFNAALE, CORBELCHITIEBRONEERI HNERT, ChSDRJEHERE, 1~
T72ARNZO9F ¥ FNARERY ND—VZEBBIDRTZ 74V IDEFIVT 1 ZRET D —
BRABRAN 75071 ATHBIEERASNET, COEIZIVTR, ChEDTIZYID
BECODVWTHHBALET,

CiscolOSYT7 RV ITR, A7 ZANZUVF¥T7 oA MO—IL)ARNACL)ZERL T
EREMROCHLETEET, CORBANZALR, COMFBHEEBALISELTVWAN
TYRNETANZIVITLTRERELET,

Cisco ASA 5500 ) —AXBISEEF A VTATTIAT A, BRBEEFXF1VFTATTZATY
AY—ERAED 1—)L(ASASM), & K UCisco Catalyst 65003 1) —X A4 ¥ F# & U Cisco
76003 J—Z—B Tk, RS>TY RFHEATY RA—IL U A NIACL) % A L TFirewall
Services Module(FWSM)ZER T3 L ETEXT, 22HR), CORBANDZAXLR., ZOHE
FHEEALISELTVWANTYRZT AR ITLTHEELED,

Cisco I0S NetFlowL J— R, ZY RD—IOXR—AODFEFAOH A ZRILTEET,

Cisco IOSY 7 R I 7, Cisco ASAT 7S AT > A, ASASM, BLRTFWSM7 7A4F7 0 #—)L
(&, syslogXy tz—2 EshowdX Y ROBEHICKRTRENDHV 2 EZBLU TARMEZRMTE
9,

VAVEE

AR, URVIES K CEROBET ORI T, [COBIBIC S OISO REN
PREUNTACLERELET, NUT—TER, TOYIINESELT. RYTB AR
PEAE VY 5B E[ TS S ETY, Cisco TH. SEMOBHREFIUT F—L
HURIR—ZAONUFP—SRTSRNES BT B ORI KF LAY MERBELTLE
T, £XIUTABBRCBTIBURAIRNUT—IOREE URINUF—IBLOTOREA
£y, RUEL TR LF1UT S & ONET O AOHRCRISH T,

TN A AR OBAER & RBIR

AR BNTIOZYIOONRE, MRolisstd, XYMND—2 MROD, NS 714v00EE
, BBOI v a i, BEBORACEI>TREYET, REXZLTEITHIEICIE. TEZHE
BAT2RIICTNRENHERTFMIAISLEN HVYET,

CoTHENEEBAKCHETIEENROT/NM ABCRBE ATVET,


/content/CiscoSecurityAdvisory/cisco-sa-20111005-nac
http://www.cisco.com/web/about/security/intelligence/vulnerability-risk-triage.html
http://www.cisco.com/web/about/security/intelligence/risk-triage-whitepaper.html
http://www.cisco.com/web/about/security/intelligence/risk-triage-whitepaper.html

. Cisco IOSIL—32 B LT ALY F
. Cisco IOS NetFlow
. Cisco ASA, ASASM, BLUFWSMZ7Z ZA T #—)L

Cisco I0S L—2 B LV ALY F

BAE . AVT7ANZ0F* oA MA-IL VAS

A2T7Z2ARNZOF¥TFINAREREL, EEAVTZARTIOFYREOVRAY, &, &

OCMREHFNPRICHMRABZ DI, AT FARNZIVFIYHRRBIIEBEIABIRNT T4V IDORIS

—EBAZRERTIDACLEEATAHEZHRLET, IACLIF. BBIFOEF1UT 1 KU —&

REICEIVT, 41 2T7FARNZI9FY FNAABTOELHBZRS T 1Y IO HEHRNICFFA
FTRDCEILL2>TBEENEKT, A VTTFARTZIVFY FNAADRBERRICTRICE, IPT
RLAAREENTVWRIXNTDA 2 Z—T I A ADALFETERZAR D IACL ZEH T % 4%

ENBYET, IACLOEEEKTIE, FHETEDEFBRT RLALNSHENRELLLBEIC, 20
eSSt I T2 LB REEZRATERE A

IACLRUS —iF, REBEZTDT/INAARICEFBENBDTCPR— NA3OFEZHTTPSNT Y b %
EELET, XOBITE, 192.168.60.024N B ZZFTA2T/NA ALK > TEAETNBIP7 RL
AZETHY), 192.168.100. 1D RANIHEEZZTDTNAANDT IV EAZHBEETBEHET
ERREBERERBENET, FAThBVINTONT 7 1Y IZEBITRHEIC, L—TFT127
BROBERTVIVEALUEBRNTTAV IV EHAATDIRIICERTILEN BN ET, 1277
ARTZOF¥OFTRLALYDE, TEREFI-HHBIOY—ERXA IXVNIERAEIDT
RLALVZDERRBEICTEIBEN BYVET, COLDICTRLAZRETSHET, IACLD
BELEBIBZICBEVET,

ACLICDOWTOFMIEFE, TOT7NRE . AV T7FARNTIFYREACLY Z2SBLTLSEEL,

i p access-list extended Infrastructure-ACL-Policy
!
I-- Include explicit permit statements for trusted sources

! -- that require access on the vulnerable port
!

permt tcp host 192.168.100.1 192.168.60.0 0.0.0. 255 eq 443
!
I-- The following vulnerability-specific access control entry

I-- (ACE) can aid in identification of attacks
!

deny tcp any 192.168.60.0 0.0.0. 255 eq 443
!

I-- Explicit deny ACE for traffic sent to addresses configured within

!-- the infrastructure address space
!

deny ip any 192.168.60.0 0.0.0.255

!
I-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance

I-- with existing security policies and configurations
!

I-- Apply 1ACL to interfaces in the ingress direction
!

interface G gabitEthernet0/0
ip access-group Infrastructure-ACL-Policy in
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HAflERLET,

rout er #show ip access-lists Infrastructure-ACL-Policy

Ext ended | P access list Infrastructure-ACL-Policy

10 pernit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 443
20 deny tcp any 192.168.60.0 0.0.0.255 eq 443 (17 matches)

30 deny ip any 192.168.60.0 0.0.0.255
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rout er #show ip cache flow

| P packet size distribution (90784136 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .698 .011 .001 .004 .005 .000 .004 .000 .000 .003 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
. 000 .001 .256 .000 .010 .000 .00OO .00O0 .0O00 .000 .000

| P Fl ow Swi tchi ng Cache, 4456704 bytes
1885 active, 63651 inactive, 59960004 added
129803821 ager polls, O flow alloc failures
Active flows tineout in 30 mnutes
Inactive flows tineout in 15 seconds
| P Sub Fl ow Cache, 402056 bytes
O active, 16384 inactive, 0 added, O added to fl ow
O alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- Tel net 11393421 2.8 1 48 3.1 0.0 1.4
TCP- FTP 236 0.0 12 66 0.0 1.8 4.8
TCP- FTPD 21 0.0 13726 1294 0.0 18. 4 4.1
TCP- WAWV 22282 0.0 21 1020 0.1 4.1 7.3
TCP- X 719 0.0 1 40 0.0 0.0 1.3
TCP- BGP 1 0.0 1 40 0.0 0.0 15.0
TCP- Frag 70399 0.0 1 688 0.0 0.0 22.7
TCP- ot her 47861004 11.8 1 211 18.9 0.0 1.3
UDP- DNS 582 0.0 4 73 0.0 3.4 15. 4
UDP- NTP 287252 0.0 1 76 0.0 0.0 15.5
UDP- ot her 310347 0.0 2 230 0.1 0.6 15.9
| CvP 11674 0.0 3 61 0.0 19.8 15.5
| Pv6l NI P 15 0.0 1 1132 0.0 0.0 15. 4
GRE 4 0.0 1 48 0.0 0.0 15.3
Tot al : 59957957 14.8 1 196 22.5 0.0 1.5
Srcl f Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gio0/1 192.168.60.122 06 0984 01BB 9
Go/1 192. 168.150.60 G 0/0 10. 89. 16. 226 11 0016 12CA 1
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 06 OB3E 01BB 5
Gi0/0 192.168.10.17 Gio/1 192.168.60.77 06 0B89 01BB 4
GO0o/0 10. 88.226.1 Go/1 192. 168. 202.22 11 007B 007B 1
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GO0/0 10. 89. 16. 226 G0o/1 192. 168. 150. 60 06 12CA 0016 1
router#

FOBITE. TOPR— 443 (16i#£4H01BB ) [CHTTPSOEHR O 7O—HFHY ET.
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show ip cache flow 1Y > KZERH L £ 9, |include Srclf|_06_.*01BB_I&. ESiEISTCP
NetFlowL — RZXDKSICKRTRLET,

rout er #show ip cache flow | include SrcIfl_OG_.*OlBB_

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gi0/1 192.168.60.122 06 0984 01BB 9
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 06 OB3E 01BB 5
Gi0/0 192.168.10.17 Gio/1 192.168.60.77 06 0B89 01BB 4
router#
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!

I-- Include explicit permit statements for trusted sources

!I-- that require access on the vulnerable port

! access-list tACL-Policy extended permit tcp host 192.168.100.1 192.168.60.0
255. 255. 255. 0 eq 443 !

I-- The following vulnerability-specific access control entries

!-- (ACEs) can aid in identification of attacks

! access-list tACL-Policy extended deny tcp any 192.168.60.0 255. 255.255.0 eq 443 !
I-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance

I-- with existing security policies and configurations

!

!-- Explicit deny for all other IP traffic

! access-list tACL-Policy extended deny ip any any !

I-- Apply tACL to interface(s) in the ingress direction

! access-group tACL-Policy in interface outside

RBE: NSOy NPOERAOMO-ILYAR
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show access-list tACL-Policy® i 1l &2 RXICRLE T,

firewal | #show access-list tACL-Policy

access-list tACL-Policy; 3 elenents

access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1 192.168.60.0
255.255.255.0 eq https (hitcnt=34)

access-list tACL-Policy line 2 extended deny tcp any 192.168. 60. 0 255. 255. 255.0 eq
https (hitcnt=139)

access-list tACL-Policy line 3 extended deny ip any any (hitcnt=8)

firewal | #

BIEEDHBITIE, TUOEAAMACL-Policyl\c k2T, EETEBRVWERANKLEFERY ND—0H
SZELLETCPR—RN443 LD 139EDOHTTPS/NT Y RABEEENTVET, £/, syslog XV
t—2 106023 IClk, EETERED IP P RLA, EEREWADKR—INES, EREENT
YROIPZ7ORILGE, BRBEEBIFreEhTVREENr HVET,

BBE: T7PAFTIA=NTFOEA VAN syslog XY t&—

log ¥—7—RESEBVTFYEA AV RO—IL I MU (ACE) K& 2 THEBEhE/ST Y K
XU Tk, 774 F7#—)L syslog XY t—2 106023 AFERENETT, ZDsyslogX v 2—
JOFMIOVWTE, TCiscotFIUTAFTT AT A ATLAOTXY £—2 : 1060234
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BT #BRLUTLEEL,
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syslogX vy =2 HHELET, ChosDXvyE—2l, CORFIXNTHAT ATV
FHEBEALISETRHANOTREMEZTRT, EFEETENTY NIBEITIEMERZRMHLE
T, grep F—)— REZFUHTHOERKRZEATRIE, O XV E—TICEENBIRENT—
BERRTERT,
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firewal | #show logging | grep 106023

Cct 05 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 18/ 2944
dst inside:192. 168. 60. 191/ 443 by access-group "t ACL-Policy"

Cct 05 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192. 0. 2. 205/ 2945
dst inside:192. 168. 60. 33/ 443 by access-group "t ACL-Policy"

Cct 05 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 49/ 2946
dst inside: 192. 168. 60. 240/ 443 by access-group "t ACL- Policy"

Cct 05 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 100/ 2947
dst inside:192. 168. 60. 115/ 443 by access-group "t ACL- Policy"

Cct 05 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192.0. 2. 88/ 2949
dst inside:192. 168. 60. 38/ 443 by access-group "t ACL-Policy"

Cct 05 2011 00: 15: 13: %ASA-4-106023: Deny tcp src outside: 192. 0. 2. 155/ 2950
dst inside:192. 168. 60. 250/ 443 by access-group "t ACL- Policy"
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syslogA R N ZFEALTAVOF U NZREIT D FEOFHEICOVWTE., T774T70#4=)
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