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1. ¥ 17954 T > MNAM(Network Access Manager) DA O—REAVARM—=)

Cisco Software P& 7> O—R

RBEOBRE/N—T. TSecureClient5; EAHNLET,

Downloads Home > Security > VPN and Endpoint Security Clients > Secure Client (including
AnyConnect) > Secure Client 5 > AnyConnect VPN Client Software ® JEIZEIRL £ 7,

COREPTE, N—23251 2420 EAENTVET,

Secure ClientZWindows 7 /N1 AICEBATSIZE. SCCM, PFATFTATAH—ERAI> DY
. BRTVPNAY RIVRASEBBOFENHYET, KL, CORETE, FAEhD 1>
AN—=IFEESEATODAEETT,

R—Z T, Cisco Secure Client Headend Deployment Package(Windows)7 7 /1 L Z#&EL & T

o

Cisco Secure Client Pre-Deployment 06-Feb-2024 108.30 MB > U
Package (Windows) - includes individual MSI
files@

cisco-secure-client-win-5.1.2 42 -predeploy-k9 zip
Advisories ]

Msizip7 7 4 )

A9 O—RUTHBERLES, Setupz UV ILET,

Profiles 4/4/2024 .16 PM

Setup 4/4/2024 7:16 PM
12 cisco-secure-client-win-1.182.3-thousandeyes-predeploy-kd 4/4/2024 7:16 PM
## cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9 4/4/2024 T:16 PM
## cisco-secure-client-win-5.1.2.42-dart-predeploy-k9 4/4/2024 T:16 PM
£ cisco-secure-client-win-5.1.2.42-iseposture-predeploy-k9 4/4/2024 7:16 PM
$* cisco-secure-client-win-5.1.2.42-nam-predeploy-k9 4/4/2024 T:16 PM
ﬂl cisco-secure-client-win-3.1.2.42-nvm-predeploy-k9 4/4/2024 716 PM
'ﬂ' cisco-secure-client-win-3.1.2.42- posture-predeploy-k9 47472024 T:16 PM
'ﬂ; cisco-secure-chent-win-5.1.2.42-sbl-predeploy-k9 4472024 716 PM
## cisco-secure-client-win-5.1.2.42-umbrella-predeploy-kd 4/4/2024 7:16 PM
## cisco-secure-client-win-5.1.2,5191-zta-predeploy-k9 4/4/2024 T:16 PM

4/4/2024 7:16 PM

setup 4/472024 T:16 PM
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Network Access Manager & Diagnostics and Reporting Tool EZ 1 —J)LZ A4 2 AKR—=ILLE T,

&% :Cisco Secure Client WizardZ 3 %54, VPNEZ 1—I)LIEBEWICA A N—
lEh, GUITRERRENELTA, VPNEZI—=IHFM AR =ILEhTVWEWES,
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(5 Cisce Secure Client Install Selector - 0O X
Select the Cisco Secure Client 5.1.2.42 modules you wish to
mstall:

Core & AnyConnect VPN

Start Before Login

Metwork Access Manager

Secure Firewall Posture

Network Visibility Module

Umbrella

ISE Posture

ThousandEyes

Zero Trust Access

Select All
Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

Selector® 4 > A K=l

(EIRBEE DA > AKN—JL (Install Selected ) | 20V Y UV LET,
EULAICRIEL T,



|| Cisco Secure Client EULA "

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By clicking accept of uging the Cisco Technology, you agree thal such use is govemed by the
Cisco End User License Agreement and the applicable Product Specific Tarms (collectivaly,
the "EULAT. You also acknowledge and agree that you have read the Cisco Privacy
Staternent

It wou do Aol have authority o Dind your company and is affiliates. or if you do not agree with
e termis of the ELILA, @6 not lick "accepl and do nol use the Ciscd Technology. M you are 3
Cisco channel pariner accapling on behall of an end customer Ccustomer), you must infsrm

the cusiomer that the ELLA apphes ta customers use of the Cisco Tﬂﬂlr‘lﬂ-l-ﬂlm and provide
the customer with access 1o all relevant lerms.

The lateslversion of documeants can be found at the fellowing locations.
» Cisco End User License Agreament

«  Applicable Product Specific Terms.
il i -lgrmg.him
«  Cisco Privacy Statement ]

EULA™I 1 > R™J
NAMD A VA RM—ILEBICBESNFPETT,
Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.

m:]

Reboot Requirement™ 4 > R

AVAR—LAHFET IS E, WindowsDERRN—HDSBRELTHESZENTERT,
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Dotix7') 7 7L AZFRKET S ICIE. Cisco Network Access Manager Profile EditorA" % E T ¢

o

EXIATOZATRNERIO—RULIEAUAR—TIZ, Profile EditorA 72 a>A&HWET,

COBITRR, N—23>5124820F47> 3> #ERALTVWET,

Profile Editor (Windows )& O6-Feb- 2024 1501 Mg o 1'!_—‘_-"
1o0is=CiSCo-RpCurg-Clignt=-win-5. 1.2 47 - profilpedice=k9 msi
Adasores

Z7A774LITF4R
AIOVO—RFETLES, 1 2ARN=ILIZEXRET,
msiZ77AII&ERITLET,

ﬁ Cisco Secure Client Profile Editor Setup >

‘ | | Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard wil install Cisco Secure Chent Profile Editor
on your computer, Click Next” to continue or "Cancel” to
exit the Setup Wizard.

Profile Editor



Setup™J 4> R™J
Typicaley N7Y7A 7> a>zERALET,
4 Cisco Secure Client Profile Editor Setup

Choose Setup Type
Choose the setup type that best suits your needs

2 Typical
H@ Installs the most common program features. Recommended for
most users.

o Custom

Elg Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
USErs.

Complete
%g All program features will be installed. (Regquires most disk
space)

Advanced Installer

< Back Next > | Cancel

TO774ILIF 1 20OHRE



4 Cisco Secure Client Profile Editor Setup X

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Installer
<Back [ Winstal || | Cancel

AVAN=IT A2 RD

[Finish 22 JY L&Y,




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file

TO77ANLITFAROEY RTY T DT

AVARN=INETLES, BE/N—7NH 5Network Access Manager Profile Editorz B & £ 9,
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File Help

| Netwerk Access Manager | Client Policy

s Polky Profile: Untitled

- Connection Sattings
IMetwork G
£ e Default Connection Timeout (sec.)
Connection Atbempt:

() Before user logon
Time: to wait before allowing user to logon (sec.)
(®) After user logon
g
-] Manage Wi-Fi (wireless) Media
[-A] Enable vakidation of WPAWPAZ/WPAS handshake
[ Enable Randomized MAC Address
Default Assodabion Timeout (sac.)
[#] Manage Wired (502.3) Media
[] Manage Mobde Broadband {3G) Media
/| Enable Data Roaming
End-user Control
Alow end-user to:

[] Disable Chant 7] Select machine connection type

[] Display user groups [ Enable by default
] Spedify a script or application to run when connected '
[ Auto-connect

Admirstratve Sohus

Service Operation FIPS Made Captive Portal Detection

(®) Enable () Disable () Enable (@) Disable () Enable () Disable

NAMZ A7 FPANIFARISA T RR IS —



File Help

! Authentication Policy
Profile: Untitled
Alow Association Modes - Alowed Authentication Modes
A Sedect All (Personal) 4] Sedect All Quter
[ Open fno encrypion) [Aewpsast
[ EAP-GTC
[ Cpen (Static WER) & 2
[ Shared (WeP) [ Earns
[ WP Parsanal TP [Flearms
[ wrA Personal AES FEssTTLs
= [ eas+DS [ EapmacHARY2
EAweAzparsoralmiae 2P fegacy)  []0HAP flegacy)
[l WPAz2 Personal AES [ mscHap egacy)
[l WRA3 Open (OWE) 2 e
] wras Personal AES (SAE) RLeAe
[ rerr
[ Sedect All [Enterprise) %
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
[ WP Enterprise TRIP bABEILe
Alowed Wired Security
] WA Enterprise AES Diseiectan
] WPAzZ Enterprise THIP 1 0oen 0
EARE R [ 802, 1x ondy
EA O Entarprisa I [ 802, 1x with MacSec
[ CCEM Enterprise AES [+] AES-GCM-128
[l WPAS3 Enterprise AES bel 5504256

NAMZ O7 7 AINITF 4 ZOFRIR) S —




File Help
ks Eéw Access Manager Network Groups
Chent Policy -
?M scation P Profile: Untitled
wm Group:
< Network Groups Local netwarks - Delete Hew
Alow end-user to: e
A See scan kst
Network Order
Global Networks
Wired:
wired
Lip
Dawni
Wireless:
Up
Down
Other Netwarks in Local networks Available Networks
Wired: Wired:
Hame: Current Group ‘
Up
Daown
‘Wireless: . ‘Wireless:
Hame Current Group |
Up
Dawm

Network Groups&® 7
4. 25 1) F1:PEAP(MS-CHAPV2) 1—HRAADEF 175 IF5 4T > MNAMY T U A KDER
E

Networkstzo > a > ICBEBLE T,

F7#) NONetworkZ7O7 7 A I)LIFHIBRTEE T,
[Add] 22U Y 2 LET,



Networks
Profile: Untitled

Network
Name Media Type Group™
Edit..
Delete

= A network in group 'Global' is a member of af groups.

2V RD—07O7 7 A LOER
Network 7O 7 7 A I ICBEI ZRFFET,

Group MembershiplZ GlobalZ iR L £ 9, Wired Network MediaZZz #IRL £,



Networks
Profile: Untitled

one e
. T3
Group Membership
() In group: :l.u:dmhn:rl:

Choose Your Metwork Media

(®) Wired (802. 3) Network

Selact a wired network if the endstations will be connecting to the network
with a traditional ethernet cable.

) WiF (wireless) Nebwork
Select & WiF network if the endstations will be connecting to the network

Vil & wirsless radho connection to an Access Point.,
S5I0 (max 32 chars):

Hidden Mebaork
Corporate Metwork

Aszocation Teneout 5 SECONds
Common Settings

Script or applcation on each user's machine to run when connectied.

Ercwse Local Madhine

Network Profile Media Typetz 2> 3 >
[Next] 20 V)Y OLET,

Authenticating Network Z 23R L, Security LevelE 2> 3> 00O A7>a v Il@F@F 72K
ZEALET,



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
. Hetwork Access Manager || Nietworks
Chent Policy 2
ko Profile; Untitled
Hetworks Seaurity Level A Typs
T Metwork Groups () Open Network
Open nehwdrics have no seourity, and ane open to anybody within range, This i Cormection Type

@ Buthencatng Retwor
Authenticating netwaorks provide the highest kevel of seourity and are perfect for

enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,

802 1x Settings
suthPeriod (see.) 30 startPuriod (pec.) 3
heddPericd (e} &0 ANSIAE 2
Port Authenicaion Exception Palicy
[] Enable pert excepbons
Seaurity Allow data traffic before authentication
Ky Management ) Alcre data raffic after authenbcation even If
| L 2P Falls
== :r'-?- eeds but key management fals
AES GOM 128 o d }
AES GCM 255

ZYRND—=070774)0OtEF2 T4 LRI

NextZ 2 1) ¥ 2 L T, Connection Typetz o> 3> &&lTER T,



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
¥ %mmmw | Networks
Chérit Polcy g
s S Prafile: Untitled
Hetworks. MNetwork Conmecton Type
T, Nebwork Groups

() Machine Connection

This should be used if the end station should log onto the network before the
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and

® Liser Comectior)

The user connection should be used when a machine connection i nott needed,
A user conmacton vwill maks the network svalable after e user has logged on.

() Maching and User Connection

This bype of connection will be made autema bically when the machine boots.
It will then be brought dewn, and bad up sgain with different credentials
wihen B wser logs in.

XY RND=07O77AILNOERRAT

User Connection###t 2 4 72 BRL £ 7,

NextZ2 21y 2L, RAABEIC > User Autht o2 3> &2 #HITLET,
— XY S EAP Method& L TPEAPZIEIRL £ 9,




B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
,.Ee}matn:mw ! Networks
25 Chent Policy 2
Ruthentication Pokcy Profile: Untitled
Networks E&P Methods
T Nebwark Groups ) EAPHDS O Eap-Tis
() EAP-MECHARYD (T} EAP-TT]
OEAPGTC C=2
[ ) EAP-FAST

[l Extend wear connection bayond log off
EAP-PEAP Settings
(] validate Server Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

£ EAPMECHAPYZ

[CJearatC
(_)EAP-TLS, using a Certificate

(Z) Authenticate using a Token and EAP-GTC

XY RND—=07A774I)N1—H5RE
EAP-PEAP Settings® 77 # )L MERFRZEL ZWTLE&E LY,
FTOLFOOY LYV —ARICEDKATBAYY Ry 20923V ICHEAKFT,

EAP PEAPICHIS T 2 EHORNIARDOF A S, Authenticate using a PasswordZiEIR L . EAP-
MSCHAPV2ZZIRL £ 9,

NextZ® 2 )Y 2 LT, Certificatez>3a > IliEXAET,



7¥:[Certificate] 293 3 > &, [EAP-PEAP Settings] ¢[Validate Server Identity]4 7> 3 >
HFBRENTVDEHRRENET, EAPPEAPTIE, Y—NiIBEEEFEALTAHT L
tZITVWET,

Certificatestz 7 = 3 22 M Certificate Trusted Server Rules T, Common Name end with c.com JL—
IAEREIhET,

REDCOEY>3>TR, EAPPEAP7O—HICH—NAERAITRARABICODVTHALET

o

Z £ A O IR Tldentity Service Engine(ISE)ZfEA L TW3BF&E. R —H—/V/— REAPEE
PEOHBRZFEHATEET,



ﬁ Crien Secure Chent Profile Editor - Metwark Access Manasger — a

File Help
Netwerk Access Maroge: | Networks
e P e, | PrOfile: Untitled
= mﬁm Certificate Trusted Server Rules $ T:::d

Conmection Type
Mame ands with ¢.com
- Flie

Cragentisge

Cartificate Fisld Match Viahue
Subject Alt. Hame - exnctly matches w
Certificate Trusted Authority

l (@) frust any Root Certficate Authority (CA) instaled on the 05 I

() Inchude Root Certificate Authonity (CA) Certificates

Network Profile Certificatetz 2> 3 >

Certificate Trusted Authority Tld, 220D F 723> &BIRTEERT, D> FUFATE,
RADIUS EAPEERREICER L B EDCASEAEZEBMT ARV IZ, 7> 3 2 Trust any Root
Certificate Authority (CA) Installed on the OSH'EREhE T,

cOF7Ta>rarEATSE, WindowsT/V1M Alk. "Manage User Certs program Certificates
— Current User > Trusted Root Certification Authorities > Certificatesy ICEENTWVWSEEAE(C
KO2TCEBEENEITNTOEAPIIBAERZEHELE T,

[Next] U Y9 LET,



@ Cisco Secure Client Profile Editor - Metwork Access Manager = O

File Help
| Metwork Access Monsger || Networks
§8% Chent Policy - ;
A ication Polcr Profile: Untitled

3 Metworks User Identity Media Type

F, Network Groups Unprotected Identity Pattern: ancaymous Seaity Level
Connection Type

Protected Idenbity Pattern: [uzername] User Auth

Certificates

i — Credentals

Use Single Sign On Credentials
C for Credentals

(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

=
Network Profile Credentialstz 2> 3~
Credentialstz2 3 3> TlE. User Credentialsz2o> 3> O&NILTEENET,

Z7°% 3 > Prompt for Credentials > Never RememberA @R hTWa &, REEETS>I1—
EERRED T OLF UYL EANTIREN HV)ET,

[Donel 20y O LET,

File > Save As# 7> a> &AL T, Secure Client Network Access Manager(SCA) 7’07 7 A
JL % configuration.xml& U TREL £,

ERLEEAYO7O77ANEEFITIOFATURNRY ND—DOT VAR ZR—D v THEA
I, ROF 1LY MNJICHBconfigurationxml 7 7 AN ZFHLWI 7AIITEBEBRAET,

C:\ProgramData\Cisco\CiscoE ¥ 1 7V Z AT MNEXRY NI =IO T VEAIZR—D ¥\ AT
I



E L ZOT T A, configurationxmlE WS BEIZTBDBENHYWET., TS5LARLVE
BEELEL A,



"4 Replace or Skip Files — X

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

7740MEO3DER

5.2 F UA2EAP-FASTA—HEX SV ORBRIED SO D EF 1 TR IZ 4T NNAMS 7L
N2 NDOKRE

NAMZ'O7 7ZAIITF 4 2%ZHE. Networksto> a2 IZBEBLET,

[Add] 22Uy I L%,



Networks
Profile: Untitled

Network

Name Media Type Group™®

&.dd
Edit...

Delete

* A network in group 'Global' is a member of afgroups.

NAMZO77AIINIFA4RZZY ND—=9%7
XYRND—=070774IICEBIZANLET,

Group Membership (- GlobalZ iR L £ 9, WiredNetwork MediaZi#iRL £ 3,



& Cisco Secure Client Profile Editor - Mebwork Access Manager
File Help

|| Wetwork Access Manager | Networks
Clenk Pollcy Profile: Untitled

Medka Type
Security Level

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):

Hicldesn Me ek
Corporabe Mebwark

ASEoaban Tmeout 5 SE00Nds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

Media Typetz 023>
[Next) 20Uy O L&ET,

Authenticating NetworkZiZ2IRL, COtEI>3a>0RYYOAT>a>TRRTF7AIILNMEEZEEL
BTVWTLSEEL,



ﬁ Cisco Secure Client Profile Editer - Network Access Manager

File Help
| Network AccessManager | Networks
Chent Polcy rofile:
Authentication Polcy _ Shna
il Metworks Security Level Media Type
L Network Groups () Open betwoek Seauity Level

Open networks have no seourity, and ane open to anybody within range. Thisis Connection Type

enterprise bevel networks.  Authentication networks require radies servers, and
other network infrastruchure.

suthPeriod (sec.) 0 startPericd (sec.) 3
heldPeriod sec.) &0 | maxstart 2
-Port Authentication Excepton Pokcy
[C] Enabie port exceptions
Security Alow data trafhc before aul e
Key Management Alow data trafhc after even if
: = EAP fals
EAP sureads but key management fads
AES GCM 128 i
AFS GCM 256

Security Level Profile Editortz 73>

NextZ 2 1) ¥ 2 L T, Connection Typet o< a>z#klTE T,



ﬂ Cisco Secure Chent Profile Editor - Network Access Manager — C

File Help
Hgmmmh“’:mmm“
Chent Polcy -
. Pokcy Profile: Untitled
A Networks Hetwork Connecbon Type Media Type
T4 Wetwork Grouos {_) Machine Connection Security Level
This should be used if the end stalion should lag ants the netwark before the %
user logs in. This i typecally uged for connecting o domaing, 1o get GPO's and Cradentials
other updates from the: network before the user has access. User Auth
{7} User Connecton Credentials

The user connection should be used when a machine connection i not needed.
A uer connection will make the nebwork avalable after the user has logoed on,

) Mad
This type of connecton will be made automaticaly when the machine boots.

1t will then be brought down, and bad: up again with different credenbals
when the uer logs in.

Connection Typetz 7> 3>

VR ERRFICERELET,

\ll

BBEOATIVEEBERLT, I—HRALEN

[Next] 22 UY U LET,



ﬁ Cisgo Sequre Client Profile Editor - Metwork Access Manager

- O *
File Helg
T
] ‘_Hfl‘nﬂ‘-:.ﬁbcm Manager | Networks
Chasit Pobey - 3
Authencation Pokcy Profile: Untitled
Mz tmnrcs EAP Methods Mesdia Type
T Matwork Groups () EAP-MDS () EAP-TLS Security Level
() EAP-MSCHAPYZ () EAR-TTLS Connection Tr
Machine Au
(I EAPGTC FEAF e
() EAPFAST e
Liser Aasth
Credenbials

[ Validate Server Identity
[ Enabils Fast Recornect

(%) Authenticate using a Password
[ EAP-MECHAR 2 [ EarGg

Machine Autht 2> 3>

Machine Authtz2 2 3> T, EAPER & U TEAP-FASTZZEIRL £J, EAP FAST SettingsD 7
7ALMEREELZVWTLSEZ W,

Inner methods based on Credentials Sourcetz2 < 32T, AR & L TAuthenticate using a
Password & EAP-MSCHAPV2Z &R L £ 7,

RIZ, Use PACSH 7' a>aBIRLET,
[Next) Z2UY OL&ET,

Certificatestz 77 < 3 > M Certificate Trusted Server RulesT., JL—)ILOHEH ldc.comTEH > T
WET,

COtEU>3a>TR., EAPPEAP7O—HICH—NAERAITRAAEBICOVWTHALET,

C £l W IRIT Tldentity Service Engine(ISE)Z AL TW3FEE, KU —H—/V/— REAPAE
AENHBREEFEATEET,



Networks
Profile: Untitled

Certificate Trusted Server Rules ledia Type
Security Level

<ew> | Connection Type

Subject Alternative Mame ends with ¢.com

Machine Auth
Certificates
Credentials
U=ser Auth
Certificates
Certificate Field Match value Credentials
Subject Alt. Mame e exacty matches e
Aod Save
Certificate Trusted Authority

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Aol Remove

Mext Cancel

Machine Auth Server Certificate Trusttz 22 3 >

Certificate Trusted Authority Tld, 220 FA 723 Z2BIRTEXT, D FUFTH,
RADIUS EAPEEFAE ICEB LB EDOCATIRHAEZEMT 5ROV IZ, A7 3 > Trust any Root
Certificate Authority (CA) Installed on the OSZEERA L £7,

AT avEEATDE, Manage User Certs 7’07 T AICEEN TV S FEBAE (Current
User > Trusted Root Certification Authorities > Certificates)lC & 2 TERE NZEAPFIBAEAN TX
TEEETIhET,

[Next] U Y9 LET,



m Cisco Secure Client Profile Editer - Netwedk Access Manager

File Help
|, Metwork Access Manager | Networks
Chenit Podcy .
i Pilcs Profile: Untitled
Hehanrks Machine Tdentity Media Type
P Network Groups Urproteched Idensity Pattern: herst faranymcus Seaurity Level
Connection Type
Protected Edenbity Patiem: host/fusername] Machine Auth
Certificates
Credentials
User Auth
Credentisis
() Use Stabc Credentials
Password:
o

Machine Auth Credentialstz 2> 3>

Machine Credentialstz 27 < 3 > TUse Machine CredentialsZi2iR L £ 9,

[Next) 22U Y2 LET,



& Cisco Secure Clent Profile Editor - Netwark Access Manager - [m] *

File Help
 Network AccessManager | Networks
8% Chent Policy -
Aufenbication Pellcy Profile: Untitled
Metworks EAP Methads Medcks Type
L Metwork Groups O EAPMDS O EAPILS Security Level
() EAP MSCHAPY2 () EAP-TTLS Comecton Type
() EAP-GTC () PEAP SEeh s
Certificates
Cradentials
[] Estend user connection beyond log off User Auth
Certificates
Credentials

[E~] validate Server Identity

[r] Enable Fast Reconnect
[[] Disable when using a Smart Card

Inner Methods based on Credentials Source

(W) Authentizate using & Password
[] EAP-MECHAPYZ

Send dient cerbificate using EAP-TLS in the tunned

() Authenticate using a Token and EAP-GTC

B usePaCs

Next Cancel

User Authenticationtz 2> 3>

User AuthTl&. EAP Method& U TEAP-FASTZEIRL £ T,
EAP-FASTERELR VIV TTF7 AN MNMEEZZELBEVTLEEL,

Inner Method based on credentials sourcetz 72> 3 > Tlk, IR & L TAuthenticate using a
Password# & I'EAP-MSCHAPV2%ZZIR L £,

Use PACsZiZIRL £ 7,
[Next) 20 Y OLET,

Certificatestz 7 2 3 > M Certificate Trusted Server Rules T, < ®J)L—JLI&Common Name ends
with c.comT 9,

CNSNEREE. EAPPEAP7 O—HICH—N\NERITIAHAERTT, CHEHDRETISERE
ALTWaHEE., RUS—H—/N\/— REAPIIBHENDHEBEZ ZFEHTEEXT,



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules Media Type
Security Level
- R Connection Type
i B i C.C0
-OmImon MName ENds With ©.com_ Machine Auth
Certificates
Credentals
User Auth
Certificate Field Match Value e e
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel

User Auth Server Certificate Trusttz >3 >

Certificate Trusted Authority Tld, 22D F 7232 &2 BIRTEERT, O FUF TR,
RADIUS EAPEEFAE ICEB LB EDOCATIHAEZEMT 5ROV IZ, A7 3 > Trust any Root
Certificate Authority (CA) Installed on the OSAERENE T,

[Next) 20 UY OLET,



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: ANONYMOUS Security Level
Connection Type
Certificates
User Credentials Cradonitsls
User Auth
(O Use Single Sign On Credentials Cartificales
(®) Prompt for Credentials Credentials
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel

I—HRIILF>vIL
Credentials£2 > 3> Tl&. User Credentials o> 3> NN EEENET,

Z7°2 3 > Prompt for Credentials > Never Remember ZIREnTWVWET, LN 2T, BRIED
UL, RATHI—HFREBETOILF UV IINEADTEIHLEN HYET,

Done’lRZ >0 JYOLET,

File > Save as®JE(Z#IRL . Secure Client Network Access Manager® 7’07 7 4 )L &
configuration.xml& U THREL £

ERR L 1= ED Y D707 7 A )L % Secure Client Network Access ManagerCER T 3 IZIk, XD
T4 LU KNIUIZHBconfigurationxml 7 7 AL EFLVWI ZPAIINTEBEBRZET,

C:\ProgramData\Cisco\Cisco2¥ 1 7 VAT NERY NI —=OTF VEAIZR— ¥\ AT
I



E L ZOT T A, configurationxmlE WS BEIZTBDBENHYWET., TS5LARLVE
BEELEL A,

6.2 U A3EAP TLS1—HIIHERIDLH O EF 1T BT T T ANAMS T U A h O
2

NAM Profile EditorZB & . Networksto>a > ICBEBLET,

[Add] 20U Y OL&ET,



MNetworks
Profile: Untitled

Network

MHame Media Type Group ™

= A network in group "Global’ & a member of alflgroups.

Network Creationtz2o > 3>

ZYRND—=07O0774IINICER2FHFET, COFTE. BRENFERFR O FUATERE L
SEAPZORNIILE—HLET,

Group Membershipl_Global ZBIRLE T, BRTERRY NTD—IXFA1T T,



E Cisco Secure Client Profile Editor - Metwork Access Manager

File Help _
j,,@mt-mtmw | MNetworks
Chent Pobicy -
Mthanialon Profile: Untitled

Hetwacks
< Network Groups s EAPILS

slect & vared ek if the endstations wil be connecting bo the network.
with a traditional ethernet cable.
() Wi-Fi (wineless) Metwork

Select & WiFi network if the endstations wall be connecting to the network
via a wireless radic connection to an Access Point.
551D (max 32 chars):

Hiclden Metwork
Corporake Network

Association Timeout -1 seconds
Coemmon Settings

Soript of apphcation on each user's madhine o run when connected.

Media Typetz 223>

[Next] 20 )Y I LET,

Authenticating NetworkZ3#iR L, Security Levelz2> 3> 0B OF 7> a>TRrT7 )L NME

ZEELBEVWTLSEZ W,



ﬁ Cisco Secure Client Profile Editer - Metwork Access Manager = ]
File Help

| Hetwork Access Manages ! Networks
Chent Pobicy g
o " Profile: Untitled
iy Mebwerks Security Level Media Type
*}‘;‘mm&m ) Opan Network Security Lewed

Cpen networks have no seourity, and are open to anybody within range. Thisis Cannecton Typs

top e F bt 4

(@) pusthenbcating Hetwork
AuthenBcating networks provide the highest level of seaurity and are perfect for

enberprise level networks.  Authenbication networks require radius servers, and
ather network nfrastructure.

802, X Settings
suthPeriod (eec.) 0 stariPericd (sae) 3
heldPeriod (sec.) &0 maxStart 2
Port Autheniication Exceplion Policy
[C] Enable port exceptions
- Seauity Allow data traffic before authentication
Ky Managemernt Allcrw data traffic afier suthenboation even if
Hane W AR ol
:il' ;m:e-_-ds beut ey enanagesment fuds
AES GOM 128 = Sy :
AES GOM 55

EFIUTALARIL

COF)AE, AMAEEFEALLEI—YRAETRELTVET, TOLEH, F7> 3> User
Connection T nE T,

B Cisco Secure Client Profile Editor - Network Access Manager

File Help
j.g}mmw ! Networks
Chent Policy )
il A Profile: Untitled
Metworks Network Connection Type Media Type
ﬁﬂemﬁﬁ'm O" P Bon Seaurity Level
Connection Type
This should be used if the end station should log onto the network before the Usér Auth
user logs in, This is typically used for connecting to domains, to get GPO's and Credentials
other updates from the network before the user has access.

(@) [iser Connecton

The user connection sheadd be used when a machine connection is not needed,
A e connection will make the network avalable after the user has logged on.

() Mad and User Cormection
This type of connection will be made sutomaticaly when the machine boots.

It will then be browght down, and back up again with different credentials
when the user logs in.




= e A

EAPA I & L TEAP-TLSZREL £9, EAP-TLS settingst V> 3> TF7 4 )L NMEZZEEL &
WT<<EZ L,

ﬁ Cisco Secure Client Profile Editor - Network Access Manager

File Help
W Eh'mrk AccessManager | Networks
{8} Chent Poscy , .
Authentication Pokcy Profile: Untitled
Netwarks EAP Methads Media Type
= s okl
() EAPMSCHAPY2 {C) EAP-TTLS C“"'“‘"“"';*’P'
Lhsanr S
EAP-GTC PEAR
O O Certificates
() EAP-FAST

Credentials
[] Extend user connection beyond log off

EAP-TLS Settings
[ vabdate Server Certficate

[] Enable Fast Reconnect

[] Cissble when using & Smart Card

User Autht o3>

Certificatestz9 23> T, AAAEAP-TLSRERAE L — IR II—IIZHERKLFT, ISEZFERAL T
W3 3B A&k, Administration > System > Certificatest22> 3> T DIL—ILERDHFET,

Certificate Trusted Authoritytz2 2 3 > T, Trust any Root Certificate Authority (CA) installed on
the OSEJ\.E*R L *3—0



ﬂ‘ Cisco Seoure Client Profibe Bditer - Metwork Access Manager

File Help
| Metwork Access Manager | Networks
@m‘:ﬂmw Profile: Untitled
ﬁm&m Certificabe Trusted Server Rules ﬁwm
Corvecsn Troe
Certficates
Serhas
Certificate: Feld Match Value
Subject Alt. Name " exactly mabches e
Add Save

{7) Inchuds Root Certificate Autherity (CA) Cartificatas

14 —REY—/N—ERBOEEORE
[Next] 22 UY 2 LET,

User Credentialst22> 3> Tk, RIOFIOTF 7 A MNMEZZEELBWVWTLSEEL,



Networks

Profile: Untitled
Uisar Identity Media Type
Unprotected Identity Pattern: [username] @ [domain] Security Level
Connection Type

User Auth

Certificates
cer Credentials Credentials

(@) Use Single Sign On Credentials (Requires Smart Card)
(") Prompt for Credentials

Remember Forever
Remember while Uiser is Logged On
MNever Remember

- Certificate Source Remember Smart Card Pin
Smart Card or OS certificates Remember Forever
Smart Card certificates only Remember while User is Logged On
MNever Remember
Smart Card Removal Pokcy
[[] Disconnect from Network

] Use Certificate Matching Rule (Max 10)
Rule logic (®OR (DAND
Field Operator Value

|| o

Done Cancel

User Auth Credentialst >3 >

EAP TLS7Z’ Ot ARICI—HYHNEETAIDIAEL —HITDIN—IIERETDI_ENEETT,

_h#&175I(CI&. Use Certificate Maching Rule (Max 10)D&ICHDF I Y IRY D AZD IV D
LET,

[Add] 22Uy I LET,



@] Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

Id Operator Value

o R

My Internal OR 3rd Party CA.com& WS X F5|Z 1 —HIAEDCNICEZE AT T,

Certificate Matching Rule™ 4 > R™J




@ Cisco Secure Client Profile Editor - Metwork Access Manager o O 4

File Help
Metwork Access Mansger | Networks
{8} Chent Pokcy i
Profile: Untitled
Authentication Policy
| Hetworks User Idenity Medin Type
T Network Groups Unprotected Tdentity Pattern; [username] @ {domain] e
Connecton Type
User Auth
Cerfificates
Credenbals
Liser Credentials
(%) Use Single Sign On Credentials (Requires Smart Card)

(_) Prompt for Credentials

ember Forever

Flemember Smart Card Pin

Remember Foreve

Smart Cand Remaval Pobcy
[] Disconnect from Metwork

[+] Use Certificate Matching Rule (Max 10)
Rulelogic (®)OR  (DJAND

Freld Operator Valse
[sgwer.ON [Equais My Internal OR 3rd Party C... | &
W
Done Cancel

User Auth Certificate Credentialstz 2> 3~/
DonezV v ULT, REZKRTLET,

File > Save as®JE(Z#IR L T, Secure Client Network Access Manager7’ 7 7 4 )L &
configuration.xml& U THREL £

ERR L 2EN Y O 707 7 14 )L % Secure Client Network Access ManagerCERA T2 121k, XD
T4 LU NJIZH Bconfigurationxml 7 7 A )L ZFHLWI ZAIILTEEBRAF T,

C:\ProgramData\Cisco\CiscozX¥ 1 7V Z AT NERY ND—=DOTF VEAIZR— ¥\ AT
I



E L ZOT T A, configurationxmlE WS BEIZTBDBENHYWET., TS5LARLVE
BEELEL A,

7.2F 1) 71 PEAP MSCHAPV2ICE DV TR ZFFAI T2 12 H DISR 110085 & ISEDERTE

ISR 1100)L— X Z5&EL £ T,

COEIV>32TRE., NADAdotIxZHEES BRI ICHELEREEIC OV THALET,



A NILF/—RISEEANZERF. RU—H—NN/—RORILYFHFEMCE LTV
PEED/—REZRAVNLET, ChZHFE TSI, Administration > System >
DeploymentX 7 TISEICBE L £ 7,

aaa new-model
aaa session-id common
!
aaa authentication dotlx default group ISE-CLUSTER
aaa authorization network default group ISE-CLUSTER
aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!
aaa server radius dynamic-author
client A.B.C.D server-key <Your shared secret>
!
!
radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



|

!

aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

Identity Service Engine 3.2ZEL T,
XY RNDT—OFNAAEEZELET,
ISE Administration > Network Resources > Network Devices|ZISR NADZIEBML £9,

[Add] ZZUY 5 LET,

Network Devices

IP/IMask Profile Name Location

Network Devicetz 2> 3>

E I BANADICERIZEIVETER T, XY KNI—OFNAADIPZEMLET,



Administration - Network Resources A\ Evaluntion Mode 29 Days
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers Mare

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100

Description
IP Address

Device Profile B Cisco
Modael Name

Software Varsion

Y NT—=DF)INA ADERK

BUR—ZOTEIC, XRYRNT—IFNAADRETEALEEDEFAULABAMEZEMNMLERT

o

M ~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

E] LUse Second Shared Secret

Second Shared
Secret

CoA Port

XY NT—0F N4 ADRadiusz%E
ZEERTFLET,
TITVRRAPNOFEIAICERAENBIDZEERELE T,




ISEO—AILFBEANEAENE T, AFISEFELIC DV T, CORETREHBALEE A,

Administration > Identity Management > Groups X 7 ICBEB L, 1—HYNFEBIT2JI—T%ZERL
F9, COTFEVAMNL—23 2 AICHERL EIDYIIL—T IkiseUsersT T,

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

New Uzer ldantity Group

Identity Groups

Identity Group

* Name i'sﬂLIsr;-r:‘;!
Endpaoint Identity Groups

User Identity Groups Description

DY N —7 DR
[Submit] 20V Y JLET,
Administration > Identity Management > Identity X 7 O JEICBEL £9,
Add] Z2 U YO LET,
Administration - Identity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

Network Access Users

Selected 0 Total 0

Status Username - Description First Name Last Name Email Address User Identity Groups  Adr

Mo data avallable

Network Access Userstz 7,3~

BATA—=ILRO—FHELT, I—FODBRETHEYVET, COHITIEFE, I—Riseiscool & fE
ALTVWET,



> MNew MNetwork Access Usear

~ Network Access User

* Username iseiscool

Status B Enabled

Account Name Alias

Email

RYNDT—=OTF ORI —YDERK

A—YENADT—RZEIVHTET,

~ Passwords

Password Type: Internal Users

Password Lifetime

With Expiration

Passwand will

hﬁ Meser Expires

Hassword

* Login Password

Enable Password

User Creation Passwordtz 2> 3>

VainitlalSE97AEAE & 7

He-Enter Passwond

dA—Y%#&J)L—TiseUserslcE|V) ¥TET,

v User Groups

iselUsers

I—FTIL—T0&ENHET




RUS—tY NORRE.
ISEXZ21—>RUI—>RU—EY NCBBLERT,

T7AILRNORIS—EY NEFEATESDZIEL, COBITREWiIrede WS BRIOAPHERE h
£9,

E RV —EY ROZEERBF, RZTIND1-FT1VTICRIEET,



ECEBMTAAVERERTZATAIAVARRIEATVWEVERRE, FEORUS —+
YROEETAOAZIIY UL, [ECHLVITZEANZEBRTEEXT,

Default policy set

Insert new row above

FERENTVWDRHEFERB021XTT. RTZYILT, UseZV VY ILEKT,



Conditions Studio
Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

BIA S —RBRARDF

Allowed Protocolstz 2 = 3 > TDefault Network AccessZiEIRL £,

Policy - Policy Sets

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence

2 Wired Wired_B02.1X Default Network Access

] Dafauly Dafault policy se1

RUZ—EY hO—MRE1—

[Save] 20V Y IO LET,

2dFEERY S —ERBARI D —ZREL T T,
>STAA2 27 )Y ILET,

[ | Wired_802.1%

BRRVZ—tY N

Hits

Actions

Wiew




Authentication Policyz 7> 3> ZRBHEULE Y,

+F A7)V ILET,

Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

* Options

BRI —

ARV —ICBRIZE)UHTET, cOBITIE. Tinternal Authenticationy, ZFEAL TWVWET

o

COFULVWRIERI D —ORHBEHNT+TA A2 IV IOLET,
ERREET N =K 8Wired DotIxNFEHE NWE T,
E5#%I(C. Use¥|Tinternal UsersZiEIRL £ 9,

~ Authentication Policy (1)

Status Rule Name Conditions i Hits Actions

Internal Usars

*~  QOptions

If Auth fail

& Internal Authantication
If User not found

BEARYS—
AR —.

Authorization Policy 72 3 BR—DO—FTICHVET, ChZzREL, +FAd2&2 01UV
JLET,



Policy - Policy Sets A Evoluation Mode 29 Days Q)

UpLuns

uthorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

« Authorization Policy (1)

Results

Status Rule Name Conditions Profilas Security Groups Hits Actions

BAIRY S —

BEERLERARY D —ICEMERTET, ZOREH TR, Bilinternal ISE Users N FERE
nTLVERT,

CORBARID—OFHBZERTSICIE. ConditionsFlD+T7 A A &I IYILET,
J I —7IseUsers " ERENET,

Attribute 2> 3>V Y OLET,

IdentityGroup7 4 Q> ZEIRL £ T,

T4 02 3aF1)T, IdentityGroupBHEAEENTWSInternalUser7 1 V> 3+ ) &2BIRLE T,



Library

InternalUser-ldentityGroup

BYOD_is_Registared Dictionary Attribute

Catalyst_Switch_Local_Wab_A All Dictionaries Attribute

uthentication
AD ExternalGroups

Compliance_Unknown_Devices - CWA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup
EAP-MSCHAPVZ2

Internallser IdentityGroup
EAP-TLS
Passivall PaszivelD_Groups

KEOER

EqualssEEFZBIRLE T,

User Identity Groups»* 5, ¥ )L—7IseUsersZi#RL £ 7,

Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPW2

EAP-TLS

KU DER




Usez VY OLZETY,
ResultBRa] 7’O7 7/ )L ZEML £,
ERICEREENE7O7 7 4 )L Permit AccessHERENET,

7 ISEICEETBFEAN. 1—HIDJ I —TISEUsersicEENTLVEVWZOER
Dotix R —tY MIEY hF2FR. T7FILRORARIZ—ICEY ML, BRE
L TDenyAccesslc&d CEICEBL T EE L,



-« Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles Security Groups Hits Actions

ParmitAccess

AR S —
[Save] 20V Y IO LET,
TR

RENRTIDE, EF1TIZATRNIRI2ITILFUOVILOALZRD SN, PEAP
MSCHAPV2Z'O7 7 AL OEANEEENE T,

g

FREERLIEILT UYL ADENET,

i i )
R Cisco Secure Chent | PEAP M5CHAPvZ X

Authenticating Please enter your username and password for the

network: PEAP MSCHAPv2

e

Password: | vainllalSES7] |
1o MO Cisco ) show Password

PEAP MSCHAPv2

[ ox ]| conce

X170 A4T 2 MNAM

IV RERARHFELLKFRRAENIZEE, o NAMBEREATVWARZEZRLET,



€9 Cisco Secure Client — 4

Network:
Connected (192. 168. 15.2)

PEAP MSCHAPv2

X IATOTAT > NNAM

BHRT7AA2ZI)YIL, XvE—CBEEIaAVICBETSE, NAMAFERITLETINTO
FIEOFHMARTENET,

B Cisco Secure Client - )4

csco Oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History
EFITISAT U MXY =D ERE

7:06:01PM PEAP MSCHAPv2 : Authenticating

7:06:21PM PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM PEAP MSCHAPY2 : Connected _

EFIATIOZATU MY E—DBRE

ISE#A* S, Operations > Radius LiveLogsDJEICBE L T, RIAOFHMEZEELEXT. XRORICT
FTESIC, FRAENEI-HYENRREIhETT,

TORDFEMEIRDESRY) T,

« BALARRVT.

* MAC7 RLA.

« RUZ—EY NFERAEATVET,
« FRRLRU>—,



« BRAEIARDD—.
« TOMBIERR

Miseenfigured Supplicants Miseanfigured Netwerk Devices RADN Cllant Stopped Responding Repest Counter

Last Updated: Tue Apr 23 2024 13:02:14 GMT-0600 (Central Standard Tima)

ISE RADIUSZ 4 7' 0%

EVLWRDZ—ICEY RTDZEHNHEBTE, TORER, RAAT—RANEETHIENS
 RERELVWEHERNTTSIET,

NZ7)L>31—h
B8 X174 TV NTNAMTO7 7 A LA BERENATVE R A,

TO77ANIFARTERLUEFLV7O7 7 AIIANAMTERAE TV AEWESIE. Secure
Client®Network RepairdF 7'~ a > Z#EHALE T,

COA7az &, Windows/N\—> Circumstrative 7 4 1> M2 1) Y 2> Secure Client7 4> ®
&91) Y U>Network Repair®JEICV )Y UV FBERTENET,



Open Cisco Secure Client

; v  Show Motifications
YPE

MNetwork

Disable Wireless

About

&17PM

A tm O T q)) ESP 7004

Network Repairz 7> 3 >
B2 . cSB320MDEHICOTERETIHEN HD,
1. NAMILERAF > T OBM1E

NAMZBE, RE74/ 120 J)YOLET,

| sillwila.
i EIECD

NAMA > X —7 T4 A

Log SettingsX 7 ICBE L £9 ., Enable Extended LoggingF I Y VRY JARICFIYII—D%
ANET,



NTYREXTFYTT7AINY A XE100 MBICEREL £

% Cisco Secure Client —_ -

I|||.|||| .
ascooecure Client

Network Access Manager Diagnostics
Configuration Log SeNgS  Statistics Message History

Uze extended logging to collact additional nformation about product operations.

[#]Enable Extended Logging
THV: hﬁ "
Fitter Driver: Off -
[ Credential Provider
7] Packet Capture

Mandmum Facket Capture File Size (MB): | 100|
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