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« joxclient/N\—>r32/1.17.0.0

- JL—&C8000v, /N\—>32/17.12.3a

« Ubuntu Machine/N\—= 32,20.04

« Docker Engine/N\—2 324,098 %14 > AR —I)LLE T,

CORFIXVNORRE, REDFARELCHAZITNARAICETVWTERENELEZ, DR
FAXKANTEATDIIXNTOTFNAAGR, JUTBE(TF7FIN ) RETHERZRHBKLTLE
T ZHEEBPORY ND—OTR, FEONVRIEL>TRIDAEMNI HE2HEZ THOEIELT
<EEL,
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IOXEZ AATFNA AT 7T —23 RIEBTYT, COMBEICKY) ., ioxclientBENDY — )L & E
ALT., IOxtEOH2FERTT I UVIT—>3 028N T—0TEXRT,

ioxclient& (FfAITF A,

ioxclientld, Cisco IOx SDKO—FTH2 AN R4 Y —)LTF, Cisco IOxT/NA1 ALT
IOXF7 7V —2a> vz, TAN, EATILEHICERAENET,
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https://developer.cisco.com/docs/iox/iox-resource-downloads/#downloads

7£: Dockerfileld, FEDKBEZ I ODOHAZLAAX—DZERTHIHEEICOAKAMETT,
F7Ur—>arvik, AT FIURSNUASEBLTIVAR—KNL, ioxclient® R —
AELTHERATEERT,

Python7 77U —<3>

import http.server
import socketserver

PORT = 8000
Handler = http.server.SimpleHTTPRequestHandler

with socketserver.TCPServer(("", PORT), Handler) as httpd:
print(f"Serving at port {PORT}")
httpd.serve_forever()



Docker7 7 4 )L D EH

FROM python:alpine3.20
WORKDIR /apps

CopPY . .

EXPOSE 8000

ENTRYPOINT [ "python" ]
CMD [ "main.py" 1]

COI—RTIE, R—HM8000ZNL ThitpH—/\HVYRVTBELSICEREL, 77U —3
~%&Docker7 ZANWIWIZNYT—2{LET,

Ny r—=

T7Ur—2a> =Bl SICIE, package YAMLT7 7 A )L ZERL, XZTF—REDUY
—AEBERETIHENBYET,

YAML7 7AW BEXTHY ., CORRGEMBZBXOL-OICEONTT, 774ILATER., R
BEH, R—bN, KEFRREEOTTVT—>a2 0flEHZEETEERT,

Cisco DevNet |I0x Template Repository®YAML 0 45l

descriptor-schema-version: "2.2"

info:
name: iox_docker_python
description: "IOx Docker Python Sample Application”
version: "1.0"
author-T1ink: "http://www.cisco.com"
author-name: "Cisco Systems"

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small

# Specify runtime and startup
startup:

rootfs: rootfs.tar

target: ["python3 main.py"]

RFIXKNEZSRLT, NV T2 7AI)IOBMBEZANTSEZWL,

e DevnetRF I XN 1O/ NV T —2BRF
« Github'J7R<> N1 : CiscoDevNet / iox-app-template



https://developer.cisco.com/docs/iox/package-descriptor/#iox-package-descriptor
https://developer.cisco.com/docs/iox/package-descriptor/#iox-package-descriptor
https://developer.cisco.com/docs/iox/package-descriptor/#iox-package-descriptor
https://github.com/CiscoDevNet/iox-app-template

CORFIXYNTR, YAMLBER 7 7ALICROBEBIEENATVET,

descriptor-schema-version: "2.2"

info:
name: "tac_app"
description: "tac_app"
version: "1.0"
author-name: "TAC-TEST"

app:
cpuarch: x86_64
type: docker
resources:

profile: "custom"

cpu: 100 # CPU en MHz assigned to the application.
disk: 50 # Storage in MB for the disk

memory: 128 # Memory en MB assigned to the application.
network:

interface-name: ethO

ports:
tcp:
- 8000
startup:
rootfs: "rootfs.tar" # Container file system
target: "python main.py" # Command to start the application

Docker Engine/\—= 3 225.0& ioxclient® B IC E BERMEA Z Vs, B KB 77 O0—F &,
Docker Engine/N\—= 322409881 Z HR— N9 BLinuxT1 ANUE1I—23a 2 ERATEC
ETT, Chik, ioxclentE DERMEERDEHIC, N—2 I 24090 BFOHR—KNN—2 3

OTHRZHTT,

COBITEE, IOXVTAT > NBEDTEANL—2 3 IZERAT BDockerd X—2 &k, /N—
2322004 RTTBUbunturR—RADREI IV LICBEENATVET, COREBII I,
Docker Engine .deb/N1 U N COBHA/N—2 3 TRATRETHDI EICK 2> TEREATY
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WA= 3 ODockerz A AN—ILTHH—DFZER, bn7 7AILZFEALT
AVAN=INTBETT, CchSsONAF VU, BEOARL—TFT 1T ATALE
TEEZETTEDLSICERF/ENTVWABY INIITOBEN/N—23 2T,

A 74F1L—>3>

BROAETCVMEEFTBICIE, FTVW/N—>3 2 ODockerASNAFUTF7AINEALA D ARN—
IJLET,

wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-ce-c1i_24.0.9-1~ubun
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-ce_24.0.9-1~ubuntu.?2!
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-buildx-plugin_0.11.2
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-compose-plugin_2.21.
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/containerd.io_1.7.19-1_amd6

And 1installed them:
sudo dpkg -i ./containerd.io_1.7.19-1_amd64.deb \



./docker-ce_24.0.9-1~ubuntu.20.04~focal_amd64.deb \
./docker-ce-c1i_24.0.9-1~ubuntu.20.04~focal_amd64.deb \
./docker-buildx-pTugin_0.11.2-1~ubuntu.20.04~focal_amd64.deb \
./docker-compose-plugin_2.21.0-1~ubuntu.20.04~focal_amd64.deb

INTDTFPANFAVARN=INENLS, IZVREIXT 7V Tr—>3>#Nv 77— 3 %%
BIEVET,

HWEFIE

Pythond— K &DockerfileZ RN > 2V ICEIAL, WAED 7 7AIIARLUTFALIRNIICHBD L
ZHFELTH S, Dockerd X—2 DEEICEAET,

sudo docker build -t tac_app .

O—AIIZVVRD N TEATBESZDockerd X—2 &2 —EBRRTHICE, RICRIINUR
ZRITLET,

ubuntu@ip-172-31-30-249:~% sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
tac_app Tatest 94alc2ba4b08 19 seconds ago 1.78GB

CCAB2DDERBENBHYERT

1 - Dockerd X—2 EFBIRF 7 7 A )Lpackage.yamlZERA L TCTF 7V r—>ava Ny 5—21k
LET,

2-ARXR=DEN—KRTFANZATLELTIVAR—NL, BRFYAMLT7 7 AL & —#&ICN
vI3B

F7>3>1-Dockerd X—EYAML7 ZAIWDINY T —2AL

AX=—DEYAMLTZ 7 ANEZNY T—2LTB2E—TYRTFALIRNICBEBILET,

ubuntu@ip-172-31-30-249:~/tes0$ 1s
package.yaml

R, ROAR Y RERTLTI7ANENY T LET,



ioxclient docker package tac_app package.yaml

Example:

ubuntu@ip-172-31-30-249:~/tese$ sudo /home/ubuntu/ioxclient_1.17.0.0_Tinux_amd64/ioxclient docker packa

Currently active profile: default

Secure client authentication: no

Command Name: docker-package

Timestamp at DockerPackage start: 1748211382584

Using the package descriptor file in the project dir

Validating descriptor file package.yaml with package schema definitions
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File package.yaml is valid under schema version 2.7

Generating 10x package of type docker with layers as rootfs

Replacing symbolically linked Tayers in docker rootfs, if any

No symbolically linked layers found in rootfs. No changes made in rootfs
Removing emulation layers in docker rootfs, if any

The docker image is better left in it's pristine state

Updated package metadata file :/home/ubuntu/tesO/.package.metadata

No rsa key and/or certificate files provided to sign the package

Checking if package descriptor file is present..

Skipping descriptor schema validation..

Created Staging directory at : /tmp/1093485025

Copying contents to staging directory

Timestamp before CopyTree: 1748211503878

Timestamp after CopyTree: 1748211575671

Creating artifacts manifest file

Creating an inner envelope for application artifacts

Including rootfs.tar

Generated /tmp/1093485025/artifacts.tar.gz

Parsing Package Metadata file /tmp/1093485025/.package.metadata

Updated package metadata file /tmp/1093485025/.package.metadata

Calculating SHA256 checksum for package contents..

Timestamp before SHA256: 1748211630718

Timestamp after SHA256: 1748211630718

Path:.package.metadata

SHA256: 50c922f103ddc0la5dc7a98d6cacefbl167f4a2c692dfc521231bb42f0c3dcf55 Timestamp before
Timestamp after SHA256: 1748211630719

Path: artifacts.mf

SHA256: 511008aa2d1418daf1770768fb79c90f16814ff7789d03beb4f4ealbf4fae8f2 Timestamp before
Timestamp after SHA256: 1748211634941

Path: artifacts.tar.gz

SHA256: 0cc3f69af50cf0a01lec9al1400c440f60a0dff55369bd309b6dfc69715302425+ Timestamp before
Timestamp after SHA256: 1748211634952

Path: envelope_package.tar.gz

SHA256: d492de09441a241f879cd268cd1lb3424ee79a58a9495aa77ae5bl1cab2fd55da Timestamp before
Timestamp after SHA256: 1748211634963

Path: package.yaml

SHA256: 17482

SHA256: 17482

SHA256: 17482

SHA256: 17482

SHA256: d8dc7253443ff3ad080c42bc8d82db4c3ea7ae9b2d0e2f827fbaf2bc80245f62 Generated package manifest at

Generating I0x Package..
Package docker image tac_app at /home/ubuntu/tesO/package.tar
ubuntu@ip-172-31-30-249:~/tes0$ |



CO—EBEOFTOa N, Nvo—>tarNo RIMLOERZEITVWET, NV IT—20RNB 2R
2EHIC, tard—FT1UT 1 %2FEALTERTEEXT

ubuntu@ip-172-31-30-249:~/tes0$ tar -tf package.tar
package.yaml

artifacts.mf

.package.metadata

package.mf

envelope_package.tar.gz

artifacts.tar.gz

F7>322-Dockerd X=2#)—KT7FPANZATLELTIVAR—KL, BRFYAMLY
TANTNY T—21LT B,

AAX=—DZFERITBTALIRNIT, ROOX RERTLET,

ubuntu@ip-172-31-30-249:~/tac_app$ sudo docker save tac_app -o rootfs.tar

COOAXRVRE, AVTFTFAHADIII I RENBDIL—RNTTANZATLEZEENRILELT
Docker{ X— & TV AR—KLET,

package. YAML7 7 A L ZEBELLBFICBBLET, TRTITDE, FALIMNUBERROK
SICBVET,

ubuntu@ip-172-31-30-249:~/tac_app$ 1s
package.yaml rootfs.tar

REDATY 7T, ROON> REXITL TDockerd X—2 & NY T—2{LLE T,

ioxclient docker package tac_app package.yaml

ubuntu@ip-172-31-30-249:~/tac_app$ ioxclient package .

Currently active profile : default

Secure client authentication: no

Command Name: package

No rsa key and/or certificate files provided to sign the package
Checking if package descriptor file is present..

Validating descriptor file /home/ubuntu/tac_app/package.yaml with package schema definitions
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File /home/ubuntu/tac_app/package.yaml is valid under schema version 2.7



Created Staging directory at : /tmp/2119895371
Copying contents to staging directory
Timestamp before CopyTree: 1748374177879

Timestamp after CopyTree: 1748374357306
Creating artifacts manifest file
Creating an inner envelope for application artifacts

Generated /tmp/2119895371/artifacts.tar.gz

Updated package metadata file : /tmp/2119895371/.package.metadata
Calculating SHA256 checksum for package contents..

Timestamp before SHA256: 1748374566796

Timestamp after SHA256: 1748374566796

Path: .package.metadata

SHA256 : 4fad07c3ac4d817dbl7bacc8563b4c632bc408d2a9chdcb5e7a526clc5c6e04e
Timestamp before SHA256: 1748374566796

Timestamp after SHA256: 1748374566809

Path: artifacts.mf

SHA256 : d448a678ae952f9fe74dc19172abal7e283a5e268aca8l7fefc78b585f02b492
Timestamp before SHA256: 1748374566809

Timestamp after SHA256: 1748374575477

Path: artifacts.tar.gz

SHA256 : 64d70f43be692e3cee61d906036efef45ba29e945437237e1870628ce64d5147
Timestamp before SHA256: 1748374575477

Timestamp after SHA256: 1748374575489

Path: package.yaml

SHA256 : d8dc7253443ff3ad080c42bc8d82db4c3ea7ae9b2d0e2f827fbaf2bc8024562
Generated package manifest at package.mf

Generating I0x Package..

Package generated at /home/ubuntu/tac_app/package.tar

CNSOTIAVOB/ERELT, packagetar7 7ML ERE N, BROERBN THhET,
NYT—20RNBZBRITHICEK, RICRIINRZERITLULET,

ubuntu@ip-172-31-30-249:~/tac_app$ tar -tf tac_app.tar
package.yaml

artifacts.mf

.package.metadata

package.mf

artifacts.tar.gz

B

F7OTr—>3a>0REBHATTLES, RICRI LS, HHEEXECE—RTINY RERTL
TE—=T Y RNTFNAALCAZVARN=ILET,

app-hosting install appid tacapp package bootflash:package.tar



17@EFEL, PT7UT—23VAERBLRTEATVWRHLESH ZHBFELET,

Router# show app-hosting Tlist
App id State

tacapp RUNNING
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