FNDEDO/N—ROITTF7EFIDFTFa4EDI-)
HSMEED NZ TN a—FT142 T

2E

BUHIC

N=RIUIFEX1VF1FD1—)L(HSM)
JI7RIITFEFIVFAESDI—)L(SSM)

HSM O #8E

HSMOSATFU DA A=)

HSMOSA T RA VAN =NT 7 AN, BRI 7L, BELTFALATFVDONA

HSMH —/\—

ESTNaA—F4YT

HSMO S A 7> b A SHSMY—NANQBEE
HSM7 7’5 A 7> AEIFHSMY —/N— ¢

FUBHIC
CORFIXYNTR, N—RITIFEFIUFAEII—LHSM), 74— RIVFEY N

D—JFAN)Y ) 1—23 2 EDRE. BRO—BHBBABEORNT I 1—FT 142 TI220T
HALFT,

N—=—ROITF7EF1JF74E>1—)L(HSM)

N—=—RIDITF7EFI1VFTFA4EZI—)LHSM)F., 7
FRATRHENET, FEAEDEATR., 775

V70T 7EF1)T74ED1—)L(SSM)

—H. V7RI ITF7EFIVFTFAED1—I)L(SSM)IF, HSMEREZEDEBEWNZERETY I RNDIT
NYT—2TF, CHSEFNDY 7 RNIDITIZNRILENTEY ., FTSATAOKDY(IC
BHTREFREZREMHLE T,

T7Z2A4AT A, PCIA—R, 95TRDM3D2D
AT2AN=2aVFBRENET,

HSMESSMIZFESE S EFNDRBEOD A>3 > AVR—%X 2 RTHY), BATREVWS EIZEEL
TLEEW,

HSM® # &g

FNDY U 1—>3 2 ICBFBHSMESSMO E#EElE, FICX—RX—BENDCSMPIY RiIRA >
NEFERATHEE, PKIF—RT7ECSMPIIEAE .2 RL2ICREFETHETT,



cnsOF—EFHEE. FNDECSMPIY RARA > NEDBEEES{LITDLHICFTAXRTT
BACBELTEAR., HSME AR RTPAOAYT 7 AT ATE A, SSMIEEFND &R ULinuxt
—NFEEEROLnux—NICA 2 AR=ITEET, SSMOEREIE. cgms.properties7 7 1 )L
THREEhET,

7— K7 7EIC, FNDIZFHSMESED 1B A cgms.properties TIREE N T WA A ES A IZBEEKE

<.HSMOZATURTATZVEFIVILET, HSMAFVY D 21— 3 VICEENRTVERVE
. 7—KNT7YTHIERIDASBVHSMIZA T RIATSVICETROTEERTEET,

JE: HSMBIE D 1E#RIE. cgms.properties7 7 1 L TERET D HEN HYWET, cOT7A
L&, FNDAOVAFEZKISONEESZNLTA VAR =ILENTVBEINICE>TELRS
TALVRMNIJICBEENTVERT,

HSMOZAT72 hDA2 A=)



HSMOPZ 472 Mk, FNDY—/NERULinuxB—NICA AR TIBENHVET,
HSMOZ AT RIY 7RI I Tk, ThalesODWebH A hERLERFIATOYR—NZWHASH I
D_H_C“égsj-o

FNDYZ7RDIT7OV)—RA/—KNCIR. BRACXEBZHSMYZA T2 RERVPHSMY 7 DT

TOVU7RIITHFREBENTVET, UU—RA /=KD THSM7 Y 7IL—RFT=T )1 &5
2aVIC-EBETATLRT,

HSMOSA T RNAZVARN=INT7 74N, BE77A4I)IN. &L
2 A AVIOVAV. S

FT7A)IN MDA AN—=)LEFTE/usr/safenet/lunaclient/bin 9, lunacm. vtl, ckdemo’x & M (F
EAEDOTOAX Y RIE, Z®/VA(lusr/safenet/lunaclient/bin) ' 5ETE hE T,

A2 74F2L—>32 774, letc/Chrystoki.conflc®H V) £,

Linuxt—/NEOFNDY —/NTRHAEZHSM LunaV? ZA T NSA TSV T 7 A IAND/INA,
lusr/safenet/lunaclient/jsp/lib/ T 9,

HSMY—/N—

BEAEDBATE, HSMY—NET7 74T AELTHEALET,

HSMB—NBN—FT 1> 3L FBBEN BV, HSMUZA T2 REEHTShTLVRHED
N=TFT4232VICDHETIEATEERT, HSMY—/N—&, PEDRBAERIZE/NAD— RFBFATE
x9,

NAD—RFBETRF, I —BENAD—REHSMY—N—RHOBREZEEITZDIC+HTT

o

212U, PEDRREE nzHSMIE, NAD—RICMA T, EEZT5 01— —APEDF—ICT7 0
AFPHENHDZERFAAINTT,

PEDF—E RTIDKIS ICHEEL, REZZEEIRILEHICI—HYHA/NADT—REEEIIADT
BPHENHBPINERRLET,

showIX > KX HHMYEAT VAR ENKENTI KTH, PEDF—RBAESHY £t A,
PEDF¥— A READE, N—FT 123V OERBEDBEOREEELHTT.

BY—NN—TFTA4232VIREBROIZATRNEE)ETHENTE, N—T14232VICE
WETSNEINTDIZATURE, TON—FT 1423 2AOF—RIZTIVEATEFRT,

HSMY —/N—l&, S FTFELEI—H—ORIERHLET, FICEEL O, admin& Crypto
Security Officer®&EITF, 58I, N—F4>3a>tEF1)F 1 BUHEORENHYET,

NZTNZa1—F42T



FNDI. HSMOP A 7> h&2ERA L THSMN\—RIDITFIZFI9EALET, LEN 2T, HEIC
F20DHOAHYET,

1.HSMO Z A4 7> M SHSMY —N\DEIE
2. FNDA'SHSMY 54 7> M\ DBEBIE

HSMEE& ZRINE €210k, MHDERNIBETILENF BN ET,
HSMY Z A4 72 KA SHSMY — X\ DEE

HSMOZATF7 > MY, HSMYB—/N\—LELOHSM/NN—FT 1> 3 ICEiE ni-F— L EAEDER
ZB1DODIIN RTEEICEAEND A ESH EHERR T SI(ZIE. /usr/safenet/lunaclient/binlZ & %
lcmulist Y REFEHALET,

COOANV RZRITIDE, HSMUZA T2 RHFHSMIN—FT 4> a2 ICEhTWAF—&it
HELT IV EATERLPESHZRTHAONRRENET,

COOANZY RTRE, NAT—ROALZROSNET, /NAT—RIEE, HSMNN—F 1> 3> 0O/N
AD—REFBUTHILENFHYNET,

EEBZHANE, ROBROLSICBEVET,

[root@fndblr23 bin]# ./cmu list
Certificate Management Utility ( 64E Y N ) v7.3.0-165& #E4#(c) 2018 SafeNet, All rights
reserved.

AOY RODR—9 2 DNADT— READL T L& ) ; woeeens

/N> R)L=2000001 label=NMS_SOUTHBOUND_KEY
handle=2000002 label=NMS_SOUTHBOUND_KEY : FEEAE0
[root@fndblr23 bin]#

X

BEBENMNAD—RZEZATVWEWVWGEI, RICRTKSIZ, cgms.propertiess7 7 A )LIZ) A K
ENTVWBNAT—RZESILLET,

[root@fndblr23 ~ J# cat /opt/cgms/server/cgms/conf/cgms.properties | grep hsm
hsm-keystore-password=qnBC7WGvZB5iux4BnnDDplTWzcmAxhulSQLMVRXtHBeBWF4= ( &
2)

hsm-keystore-name=TEST25 )L —7

[root@fndblIr23 ~J#

[root@fndblr23 ~ J# /opt/cgms/bin/encryption_util.sh decrypt
gnBC7WGvZB5iux4BnnDDplTWzcmAxhulSQLMVRXtHBeBWF4=

NAD—R

[root@fndblIr23 ~J#

CDF/E. BELE Niz/NAT— RiEPasswordexample T ¥



1.NTLSEBEFIvV Y :

HSM% Z 4 7> K&k, NTLS(Network Transport Layer Security)i@E D BEAIOR— ~N1792% FEA L
THSMY—NEBEBELET. COR—NERBIVREBIZHY) ET,

FNDH—/V 227 L TWBLinux¥ —/S EONTLSEE D AT —R AL, HSMISA P RA A >
ARN—LERTVABFERRT S, ROIYY REFALET,

7E: Tnetstaty IELinuxTlE Tssy OV RICEEBRASNEL

Ny
d—Ro3dE—
[root@fndblr23 ~J# ss -natp | grep 1792

ESTAB 0 0 10.106.13.158:46336 172.27.126.15:17921—1 : (("java",pid=11943,fd=317))



BRI N RETEVEEE., EXNAENTLSEGICAEN 22 RLTVET,

CDESBH/BEE. HSMT7SA T AICOJ 4> L, Tntls information shows X > R%ZfE
FALUTINTLSH—EANETENTVWBR L ZERTEILD. BERICEGAET .

EBIC, /13— IAATNTLSHEMICHE>TVWBR I EZERELET, HU2IE Tntls
information reset; ZFEAL TV EY NLTH S, BE "shows NV RERITTEEXT,

HSM7 72 A4 T > AE ZIFHSMY — /Y — :
T~
d—RopIE—
[hsmilatest] lunash:>ntls information show
NTLSTE#R :
BEAT—2A 1 (&BF)
BEROZATN A
)27 1
BIL =024 T > NER © 20095
KBUI=DZ4 T2 NER : 20150
AR ROKER 10 ( Bh)
[hsmlatest])LFv <1 : >

1. Luna Safenet? 24 7> Kld:

HSM% 24 7> N(Luna Safenet7 54 7> N EMIEN D)X, "/usr/safenet/lunaclient/bing =
H3 "o lunacmy ANV RZFEALTREBITEER T, COONVRTR., 94T MNIEIVH
TSNTVWBHSMNN—FT 123> e, BEENTVWBRNATRASEUTAHATIL—T€—&
RRENET,

d—RodE—

[root@fndblr23 bin]# ./lunacm

lunacm ( 64EY N ) v7.3.0-165, E{EHE(c) 2018 SafeNet, All rights reserved.

A VAR=LENTVBLUNAY AT RON—D 3V ERICRLET (ZOBITRN—D 3>
73) %

COHEAICE. BV Y TSNEHSMIS—F 42 a > RHAT L —TBREE . EATEERHSMIC
BI2BHmERTENET,



BEE

d—ROIOE—

AOY KId->0

X)L ->TEST2

)T IILES -> 1358678309716

E7) ->LunaSA 7.4.0

J77—LDITFTN—232 ->74.2

RE ->SOPED)F—IVAR—hEe/O—Z2VJE—RZFEAL ELunal—H/N—F1> 3>
AOvY N®OFEEA - > Net Token Slot

AOY hld->4

HSMZ X)L —> TEST2Group

HSM> U7 )L &S - > 11358678309716

HSMEZ* )L - > LunaVirtual

HSM7 7 —LDITF7N—232 ->742

HSM#&E — > Luna Virtual HSM(PED)F—+ T4 RAK—K (¥YO—>- E—REFER)
HSMAT—RA ->N/A-HATIL—7

—_

BHSMOZA T R BLEE1DON—TFTA42AVICENETShTVWR e Z®FEL. &
ARMSFUAOHAT L -7 ICEET 2 BHZEBELET,

d.luna2 A4 T7 > N TEBRENTVWAHSMY—/\N\E2—EBERTTDICIE.
Jusr/safenet/lunaclient/binl_ & % ./vtl') A kServersZfEHAL £ 7,

[root@fndb1r23 binl# ./vt]l TistServers
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. All rights reserved.

Server: 172.27.126.15

You have new mail in /var/spool/mail/root
[root@fndb1r23 binl#

e. Wtl&E A B L T, Jusr/safenet/lunaclient/binl_ & Enter¥—%Z# 9 &, vt RTHEAABER
F72AOIVARNRTRENET,

It verifyld, LunaZ 54T MY SREBETEDHSMYBN—FT 123 2 —BRRLET,



il listSlots:HAGroup A R E N TV B A EMICK > TVBREBESRE., IXToOYEROY ~
(HAZIIL—7") &fRBAOY N (HATIL—7 ) 2B—EXRRLET,

HAGroupASREE h, BRMICE>TVBRBER. (RET I —TEEEHAGroupEERO AN RRE
hEY,

[root@fndb1r23 bin]# ./vtl verify
vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. ATl rights reserved.

The following Luna SA Slots/Partitions were found:
Slot Serial # Label

- 1358678309716 TEST2

[root@fndb1r23 bin]#

[root@fndbT1r23 bin]# ./vt]l TistSlots

vtl (64-bit) v7.3.0-165. Copyright (c) 2018 SafeNet. ATl rights reserved.
Number of slots: 1

The following slots were found:

Slot Description Label Serial # Status

0 HA Virtual Card Slot TEST2Group 11358678309716 Present
[root@fndb1r23 bin]#

f. HAGroup A" BIA ES A B HERR T B IZ &, vtl listSlotsZEA L £F, HAGroupZ (A" RRE
N, MEBAOY MMRTRIENBEVIESE. HAGroup N BMTH D ENDAYET,

HAGroup A" BRICHE 2 TVB A ESH 2R TS ES1DD L. /usr/safenet/lunaclient/bin
S lunacmZHITLTHShal I RERITITDETT

ERENENAD—RE, IBEN—TFT1232ONAD—RTY, COZEETEE., MshowHA
Slotsy 14" Tyesy B 2TVWET., chldk, HAN 79T 147 THB L ZEB®RLET,

no®EE. HARREEhTWETHN, 7UOT17TRRBYELEA,

HAZT V7 4 7129321, lunacm®— RTIY > R Thaha-only enable; ZfFRALF£7,

Tunacm:>ha 1

If you would 1ike to see synchronization data for group TEST2Group,
please enter the password for the group members. Sync info
not available in HA Only mode.

Enter the password: ¥

HA auto recovery: disabled

HA recovery mode: activeBasic

Maximum auto recovery retry: 0

Auto recovery poll interval: 60 seconds
HA logging: disabled

Only Show HA Slots: yes



HA Group Label: TEST2Group

HA Group Number: 11358678309716
HA Group Slot ID: 4
Synchronization: enabled

Group Members: 1358678309716
Needs sync: no

Standby Members: <none>

Slot # Member S/N MemberLabel Status

—————— 1358678309716 TEST2 alive

Command Result : No Error

9. HSMY—NIZT V2 ATEE T, BE, HSMYF—/NEDCTHRAREh, TOZ<FEPEDTH
ELET,

PEDIF. EF¥F1UTA M=V BEBRERTIDNEBRITILICUTVE T, Chik, I—HH
NAD—REM—=DVOMAZF>TVEVRY, EMOEF1UT A1 OLOOZERFTUATH
V), adminX®configF JEABEDREDT VL ARFAIEhEL A,

ITRNTOY—N\NEHZE—ERTITHDE—NOIT> RiE. hsmshowTT

COHEATE, hsm7 T SA T ADBRI N hsmlatestTHBD Z ENFDAVYET, lunashZ7’0O>7
KRAsS, CNAHSMY—=/NTHBD DAY ET,

HSMY 7 RO ITTF7ON—2 32 1E7.4.0-226TT, FTTTATADIITIIEBESZEEDHDIFR
X, BELHE (PEDEEER/INAT—R ), TOHSMEDON—FT 14232 ORBBEEERFTETEE
T RRERLELSIC, HSMOZA T NG T T ZAT 2 ARON—T 4232V ICEETTS
TVERT,

[hsmTlatest] lunash:>
[hsmTatest] lunash:>hsm show

Appliance Details:

Software Version: 7.4.0-226

HSM Details:

HSM Label: HSMLatest

Serial #: 583548

Firmware: 7.4.2

HSM Model: Luna K7

HSM Part Number: 808-000066-001
Authentication Method: PED keys

HSM Admin Togin status: Not Logged In
HSM Admin login attempts left: 3 before HSM zeroization!
RPV Initialized: No

Audit Role Initialized: No

Remote Login Initialized: No



Manually Zeroized: No
Secure Transport Mode: No
HSM Tamper State: No tamper(s)

Partitions created on HSM:

Partition: 1358678309715, Name: Testl
Partition: 1358678309716, Name: TEST2

Number of partitions allowed: 5
Number of partitions created: 2

FIPS 140-2 Operation:

The HSM is NOT in FIPS 140-2 approved operation mode.

HSM Storage Information:

Maximum HSM Storage Space (Bytes): 16252928
Space In Use (Bytes): 6501170
Free Space Left (Bytes): 9751758

Environmental Information on HSM:

Battery Voltage: 3.115 V

Battery Warning Threshold Voltage: 2.750 V
System Temp: 39 deg. C

System Temp Warning Threshold: 75 deg. C

Functionality Module HW: Non-FM

Command Result : 0 (Success)
[hsmlatest] lunash:>

HSMY—NLEOZFOMOEFRZIT > RIZIK, partition show AN RAH V) £,

CCTERIDVBEN DT 1—ILREFE, N—FT123>F, JUTILES. BRON—FT1>
SVATZIVONOAIURNTT, TR N—FTA4232>FT2TIOMDOAIY NEF2TT,

D2FW, N—FA423VIIREETNTVBR1DO0ATS T UMD CSMPXY E—JBES{LADF—
RTT, £5120AF7> 19 NNFCSMPEAET T,

clientlist N> RZFEAL X,

FIVIRKDIZTAT R, clientlist AN ROBRFERTDTATNIANIVARNESQ
£7,

client show -c <client name>l&, 75472 Mg, FARNRBR, PP RLA, XTI ZAT
RNEN)HTSNTWBIN—FT 423> &2 JARNTZEFTY, EEBRHIFIAOLSICEY)
£9,

TR, N—FT123a>Eg, SUTILEE, BLUPartitonF 7o IV NERETEET,
NBEES. N—FT1423aATSITIRNI2T,. 2900 AT T NEMBEF—ECSMPEIBEE T

o



[hsmlatest] Tunash:>partition show

Partition Name: Testl

Partition SN: 1358678309715

Partition Label: Testl

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10
Crypto Officer PIN To Be Changed: no
Crypto Officer Challenge To Be Changed: no
Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10
Crypto Officer is activated: yes

Crypto User is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Partition Name: TEST2

Partition SN: 1358678309716

Partition Label: TEST2

Partition SO PIN To Be Changed: no
Partition SO Challenge To Be Changed: no
Partition SO Zeroized: no

Partition SO Login Attempts Left: 10
Crypto Officer PIN To Be Changed: no
Crypto Officer Challenge To Be Changed: no
Crypto Officer Locked Out: no

Crypto Officer Login Attempts Left: 10
Crypto Officer is activated: yes

Crypto User is not initialized.

Legacy Domain Has Been Set: no

Partition Storage Information (Bytes): Total=3240937, Used=1036, Free=3239901
Partition Object Count: 2

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client Tist

ELKSrv.cisco.com
172.27.171.16
10.104.188.188
10.104.188.195
172.27.126.209
fndbT1r23

registered client
registered client
registered client
registered client
registered client
registered client

S v A WN B

Command Result : 0 (Success)
[hsmlatest] lunash:>
[hsmlatest] Tunash:>client show -c fndbl1r23

ClientID: fndblr23
IPAddress: 10.106.13.158
Partitions: "TEST2"

Command Result : 0 (Success)
[hsmlatest] lunash:>


http://elksrv.cisco.com/

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



