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Account and role [ Change

Server Administrator

Region

intersight-aws-us-east-1

Access details

User settings
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Foundation Central
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Foundation Central Settings

Connect Hardware Provider

Connect a Hardware Pravider to onboard nodes 1o Foundation Cendral, Currently, anly Cisco Intersight is supported and
only a single connection Is allowed at a time. To add a new connection, remove the existing one
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Connect Hardware Provider

Connection Details
Connaction Name

HCI-Nutanix-API-KEY

© Only tho spocial charactors - . _ aro allowad
Hardware Provider
Cisco Intersight
Intersight Deployment Type
© SaaS O Connected/Private Virtual Appliance

Intorsight Rogion & URL

MNorth America *

hitps:/fus-east-lintersight.com

Failed to validate connection &
with the given auth details:
Failed to fetch the APl Key:

Get "https//us-east-
Lintersight.com/apiivl/iam/Apiw
4 CEE—— »

Prism Central & Foundation centralh* &, 7R— 443 TCP/UDP# &80 TCPZ /L =X MURLA
DEGH/BYITHRDEEERELET,

35 URL TINAAART RICHEZURL
intersight.com svc.intersight.com
us-east-1.intersight.com svc.us-east-1.intersight.com

bk IPS: svc-static1.intersight.com
52.223.48.112 ucs-starship.com*
99.83.178.202 ucs-connect.com*

Intersight.com
eu-central-1.intersight.com
svc.eu-central-1.intersight.com
EMEA IPS:
svc-static1.eu-central-1.intersight.com
52.223.57.109
99.83.140.236




E:Cisco Intersightld, BEFEMIbKibig(us-east-1)EBM, FER, 77 ) H(EMEA)HbIE
(eu-central-1)D2 D2 DHiHZEHR—KNLTVET,

FEEDIBEHRERILT B IC K. Prism CentralE /= & Foundation Central VMIZSSHT#E#: L. BIHRD
URLER—RMIZXL TourlAY > REEFTLE T,

curl -v -k https://svc.intersight.com



focf) port 443 (#9)

3:53:00. 934344289 +0800 UTCadmingNTHX-10-31-123-88-A-PCVH:~% ]

Curl##7T A MK,

curlAX Y RAKBMUIZGER. 77AT 04— LELETIOEAJANIURLER— NAFFH
TENTVWBRCEZRBTTATIA=INF—LICHERLTIEZL,

admin@NTNX-10-31-123-88-A-PCVM:~$ curl -v -k https://svc.intersight.com
- About to connect() to svc.intersight.com port 443 (#0)
Trying 2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf.
No route to host
Trying 2600:9000:a706:c634:41:731c:adle:bf00..
No route to host
Trying 9 7

Connection t1
Trying 5 3 112, .
After 86287ms connect time, move on!
Failed connect to svc.intersight.com:443; Operation now 1n progress
* Closing connection O
curl: (7) Failed connect to svc.intersight.com:443; Operation now in progress
admin@NTNX-10-31-123-88-A-PCVM:~$ [
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curlEE T ANICKBLEL .
DNS® & 4] 75 & B f#F 3R

—MOTT7ATOA=NKEZGTIVEAVARNTE, AIROURLY SHRIPZENT 2 BENH
WET, ChSOURLEMAEE, XDIPvAT RLAEIPVET RL AIZERENET,

52.223.48.112

99.83.178.202
2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf
2600:9000:a706:c634:41:731c:ad1e:bf00

k. nslookupAN Y RZFEAL TRIETEEXT,

nslookup svc.intersight.com



admin@NTNX-10-31-123-88-A-PCVM:~$ nslookup svc.intersight.com
Server: 10.31.123.60
Address: 10.31.123.60#53

Non-authoritative answer:

Name: svc.intersight.com

Address: 52.223.48.112

Name: svc.intersight.com

Address: 99.83.178.202

Name: svc.iwntersight.com

Address: 2600:9000:a60c:6a4d:2d28:e9be:e3e: fOcf
Name: svc.intersight.com

Address: 2600:9000:a706:c634:41:731c:adle:bf00

admin@NTNX-10-31-123-88-A-PCVM:~$ |

nslookup X > R

Prism Central VM A" Intersight CVA/PVAIZ$#Z#& T & 7 L)
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=  Q HTTP Proxy Prism

S . Update HTTP Proxy ?
ettings .
Upgrade Prism Central -
Witness
Passwo
Connect to Frame ——
Enable App Management HTTP
HTTPS
Enable Disaster Recovery
Whitelist
Pulse
vCenter Registration
is-pva.mxsviab.com "
is-cva.mxsviab.com s X
Advanced Networking
HTTP Proxy
Cancel
Name Servers

HTTPZ OF >

curldN > RZEAL Tintersight CVAIPVANDEBRZT AN TBDET, ChSOFIEAKIIL
EAESHZRFETEET,

curl -v -k https://is-pva.mxsvlab.com

curl -v -k https://1s-pva.mxsvlab.com

Trying 1443, ..
- Connected to i1s-pva.mxsvlab.com ( ) port 443
* ALPN: curl offers http/1.1
* TLSv1.
* TLSv1.
* TLSv1.
¢« TLSv1.

(OUT), TLS handshake, Client hello (1):

(IN), TLS handshake, Server hello (2):

(OUT), TLS change cipher, Change cipher spec (1):
(OUT), TLS handshake, Client hello (1):

(IN), TLS handshake, Server hello (2):

(IN), TLS handshake, Encrypted Extensions (8):
(IN), TLS handshake, Certificate (11):

7 (IN), TLS handshake, CERT verify (15):

« TLSv1.3 (IN), TLS handshake, Finished (20):

* TLSv1.3 (0OUT), TLS handshake, Finished (20):

* SSL connection using TLSv1.3 / TLS_AES_256 GCM_SHA384
* ALPN: server accepted http/1.1

* TLSv1.
* TLSv1.
* TLSv1.
< TLSv1.
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curl -v -k https://<Intersight URL> Intersight required URLA D% 7

curl -v -k https://svc.intersight.com ARTD

curl -v -k —proxy <proxy address>:<port> <Intersight URL>
TOFINVEREEICERETA
curl -v -k —proxy http://proxy.esl.cisco.com:8080 N )

https://svc.intersight.com

=
curl -4 -v -k https://svc.intersight.com ANZIEELET

tracepath <Intersight IP> ( BAA T O X SEEIARE ) EAZNCEAS/NTY RERL

tracepath 99.83.178.202 —ATD

nslookup <URL> BEOT KLACEERTSh
IP7 RLAZRET S

nslookup svc.Intersight.com
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Connect Hardware Provider X

North America ¢+ https://us-east-lintersight.com Failed to save hardware
‘ rmanager auth data: Auth details

provided are invalid. Please
Connection Credentials provide valid APl Key and secret

You can find the APl key ID and secret key on the Cisco Intersight
Settings page. Currently, only Open APl schema version 3 is supported.

Intersight APl Key ID

I 62ed7649 ]

Intersight Secret Key Hide

-—-BEGIN EC PRIVATE KEY-—
HAGEAMBMGBYqGSM49AgEGCCGSMA9AWEHBGOWaw

=3



http://proxy.esl.cisco.com:8080

Intersight Secret KeyD AN E 12 FBE FHF ORI, ADIZ—RXFORFEN &V & ZHER
BPRENHYET, TH5LAVE, N\—ROITF77ONAEZ—\NDOEREBITEEEA,

View API Key

ﬂ This is the only one time that the secret key can be
viewed or downloaded. You cannot recover them later.
However, you can create new access keys at any time.

APl Key ID

62ed7648

Secret Key

-====BEGIN EC PRIVATE KEY-----
MIGHAgEAMBMGByqGSMA49AgEGCCqGSMASAWEHBGOwaw

:I | have downloaded the Secret Key.
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Failed to validate connection
with the given auth details:
Unable to fetch the EULA list.
Failed with error: Your token has
expired due to inactivity in the
last 30 days. Provide your Cisco

J—ROFVR—=F 14297 1T—XT, TFailed to connect to INTERSIGHT hardware manager
with UUID. F 7= (& "Your user credentials could have expired.; EWS TS —HFRETDHFEN
HYVET, <hnlk, EULAIZEIL Tntersight 7PV NOBENF HBDEZESICRTENE T,
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Intersight T N Z{EIET B IZ(d. Settings > Cisco ID > Configure > Enter Cisco ID and
PasswordDJEIZERL £T,



=i Intersight Q) search

Generate Security Token

AT T ﬂ To up?}fade firmware from the CI-SCO Repository,
Intersight must be enabled for Cisco Software
Download Services. Learn more at He e
Requiring Multi onal factor for a
ken that enables you

e activity in the account
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