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Image Update Readiness Check(MIC)M#I(_, Cisco Catalyst Center/Software Image
Management(SWIM) TXD K S —RNB LS —HFRRENET,

THTTPSICEETE A V/SCPIZEETE S
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HTTPS is NOT reachable [ SCP is reachable

Expected: Cisco DNA Center certificate has 1o be installed successfully
and Device should be able to reach DNAC (10. } via HTTPS
Actlon: Reinstall Cisco DNA Center certificate. DNAC (10

certinicate Insia Eﬂ:ﬁ[F{ﬂ“éﬂthl. on Qavice wWhnen ﬂ?fi{? s assiaoned 1o a

Site, please ensure device i1s assignec 1o a site for HTTPS transfer to
work, Alternatively DMNAC certificate (re) install is attempted when HTTPS

failure detected during image transfer

COIZ—, HTTPSZAORIJNICEETERVCEZRLTWETH, Cisco Catalyst
Centerl@SCP7’ORIOJ)L%FEAL TCisco IOS®XEA X—Z XY RD—OFNA AICEELE
9,

SCPEEATZIMORRANIDE, A XA—JDOBMKETY. HTTPSIESCPR VY EEET T,
N
Cisco Catalyst Center{ X2 KNUDZRY RKD—TOFNA ADAT—Z A

Provision > Inventory > Change Focus to InventorylCBE L £9,

TYTIL—REBRYRND—IOFNAADFEAREM EEBRZRALET, NI ADART
— X Al&Reachable® K T*'Managed TH B UL EN H V) E T,

FYRD=UFNA AR EARMEEELICEIDZTOMHOAT XA HZHERRF. XDF
JECECRICEEZEELRT,

XY RNID=OFNARALZA 2 AR—I)L&E N /=DNAC-CAGLFRE

FYRND—=OFNAACBEL, ROOXY RERITLET,

show running-config | sec crypto pki

DNAC-CARZAKRKRAZ N EDNAC-CAFI—UARFENTVWIHLENHY) ETF. DNAC-
CARZARNRAU N, FI—2, REFZTOWMANRRENZVEEE, DNAC-CARIAEZT
V21RO TTLANREOEH ) ZRITIDHBENHY KT,



https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/user_guide/b_cisco_dna_center_ug_2_3_3/b_cisco_dna_center_ug_2_3_3_chapter_01010.html#Cisco_Task_in_List_GUI.dita_e68bd03e-3f35-4954-aeb9-26657028a469

FINAAHBF T A =T NICB2TVRHER. ROFIETDNAC-CAIIHAEZFEH TSI AL
—IJ)LLET,

« Web7 3 JH Thttps://<dnac ipaddress>/ca/pemand& AL, pem7 7 A I EX D> O—
RLULET

s O—ALOVEI—ZICpem7 7ALEREFELET

s TEANIFAZTTVr—>3>Tpem7 714 I)L &<

e XY RND—=UFNAADCLIZRE<

« ANV RZFEAL T, HVDNA-CARERAE ZHEREL £ show run|in crypto pki trustpoint DNAC-CA

« HUDNA-CAFIEEN®2HAK. I 7 4F¥1L— 32 F— RT nocrypto pki trustpoint DNAC-CA Y > R%Z{F
L TUDNA-CAREAE ZHIBRL £

e DNAC-CASEHEZAAN=ITDIZEF, A2 714F1L—23F—RTROOX REEFTLEY,

crypto pki trustpoint DNAC-CA
enrollment mode ra

enrollment terminal

usage sdl-client

revocation-check none

exit

crypto pki authenticate DNAC-CA

s peMTFARTFAINEHIFTET
o JOYV7RHIRRENES, ysk ALLET
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XY RNT=OFNAANBSRY NT—UF /N4 AW DCisco Catalyst Center N DR — ~443 B D EE

ZYRND—=OFNAATHTTPS7 ZANEGEET AN ERTLET

copy https://<DNAC_IP>/core/img/cisco-bridge.png flash:

COTANTIE., PNG7 7 1 )L %Cisco Catalyst Center ' S A Y FIZEEL £ T,

ROBHDE, 77AINEENRBLIECEZRLTVET


https://%3Cdnac_ipaddress%3E/ca/pem

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

Loading https://10.x.x.x/core/img/cisco-bridge.png

4058 bytes copied in 0.119 secs (34101 bytes/sec)

MXC.TAC.M.03-1001X-01#

ROEANRRENIFE, 77 AINEBEENFRKBLTVWET,

MXC.TAC.M.03-1001X-01#$//10.x.x.x/corelimg/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (1/O error)
MXC.TAC.M.03-1001X-01#

ROT AV ERITLET,

o TTATIA—INR—N443, 80, BLV22ZTOYILTVWBRHLESH ERIELET,

o XYKNIT=IFNARAI, R—NRBFREFHTTPSIORNINZT7OY VIBTIEAVARNIHBH ES H 2R
£Y,

o TTANEENTOATVREIC, XY RNT—IOFNAANONTY hF ¥ TF v EZRTLET,



i COFIEE. CiscoCatalystRET IS4 T ATIREMTT,

HTTPS7 7 A LEEE DT AR T L5, cisco-bridgepng7 7 1)L E X > RTHIBRL £ delete flash:cisco-
bridge.png

KYNID=OFNAADHTTIPSUZ AT NI —ARA 2V Z—=TIA A

FYRND=OFNAART, VAT RNI—AA V=TI ANELLKREENTVWB L ZRELET,

show run | in hitp client source-interface IN > RERTTD &, HREEZRIMETEET,



MXC.TAC.M.03-1001X-01#show run | in http client source-interface
ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-01#

TFNARALBOERBRAVE—TIA AN HBHE, FLEREBRAVE—TIAANBEWES, HTTPSEE 7 7 A ILTANG
KBLET,

ROPEZRLTLILEEV,
ZROTINAADIPT KL A&, 1R KU DCisco Catalyst Center T10.88.174.43TF 5

AR RNIDARII=223Y

Davice Name IP Address Drervice Family Reachability (1) EoX Status Manageability i

MXC. TAC M.O3- 1001 X-01 . etlecuit.mx 10.88.174.43 Routers @ Reachable & Not Scanned @ Managed

HTTPS7 7 A LEEIET AMICKRBILEL 1= :

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [ cisco-bridge.png] ?

%Warning:Thereis afile already existing with this name

Do you want to over write? [confirm]

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

%Error opening https://10.x.x.x/core/img/cisco-bridge.png (I/O error)
MXC.TAC.M.03-1001X-01#

BEERAVE—TIAAZHEELET,

<tfroot>

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface G gabitEthernet0/0/0

ip tftp source-interface GigabitEthernet0
ip ssh source-interface GigabitEthernet0
logging source-interface GigabitEthernetO0 vrf Mgmt-intf

128 —T7IAAZHELET,

MXC.TAC.M.03-1001X-01#show ip int br | ex unassigned



Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 1.x.x.x Y ES manual up up
GigabitEthernet0 10.88.174.43 YES TFTP up up

MXC.TAC.M.03-1001X-01#

ARYRNUDAT) =223y MIZ&KB &, Cisco Catalyst Center i Gigabi Ethernet0/0/0T 1d % < GigabitEthernet0f > X —7 T4 A
ZEEALTVWATFNSA A ZBRELEL

COMBEMRTBICE, ELVERRAVE—TJI( AZEALTEETIRLEN B ET,

MXC.TAC.M.03-1001X-01#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MXC.TAC.M.03-1001X-0(config)#ip http client source-interface GigabitEthernetO
MXC.TAC.M.03-1001X-0(config)#

MXC.TAC.M.03-1001X-01#show run | in source-interface
ip ftp source-interface GigabitEthernetO

ip http client source-interface GigabitEthernetO

ip tftp source-interface GigabitEthernetO

ip ssh source-interface GigabitEthernetO

logging source-interface GigabitEthernetO vrf Mgmt-intf
MXC.TAC.M.03-1001X-01#

MXC.TAC.M.03-1001X-01#copy https://10.x.x.x/core/img/cisco-bridge.png flash:
Destination filename [cisco-bridge.png]?

Accessing https://10.x.x.x/core/img/cisco-bridge.png...

Loading https://10.x.x.x/core/img/cisco-bridge.png

4058 bytes copied in 0.126 secs (32206 bytes/sec)

MXC.TAC.M.03-1001X-01#



FEHTTPS7 7 A WEEDTARNNET LS, cisco-bridgepng7 7 4 )L Z N> RTHIBRL &£ 9 delete flash:cisco-
bridge.png

B R
IRV RZFEALT, XY RT—O9FNAAOBFE2OY N ELWC & ZREFEL E T show clock

SRTFTINA ATDNAC-CAFEFAEN TEL TVWB SR FTUAZSBLTIKEEVY, TLANUVOEFHF Ty 1EnELLEN,
DNAC-CAREBAZE DA VAN —=IAROBAHTRBLUEL & :



Jan 1 10:18:05.147: CRYPTO_PKI: trustpoint DNAC-CA authentication status =0
%CRYPTO_PKI: Cert not yet valid or is expired -

start date: 01:42:22 UTC May 26 2023

end date: 01:42:22 UTC May 25 2025

FEAEREMTYY, AASFAREANTEVS, BIRAYINTVRCEAN IS —TRENTVBRENDAYET,

ZFYRD—=OFNA ADOBAEERELET,

MXC.TAC.M.03-1001X-01#show clock

10:24:20.125 UTC Sat Jan 1 1994
MXC.TAC.M.03-1001X-01#

BREBHAICIS—NHUET, CORBEEBETDICEK., B$HET—RTIV Roockset ZFRAL T, nph—/NERET D H
VOOV OEFEHTRELET,

FHOOY IREDH

MXC.TAC.M.03-1001X-01#clock set 16:20:00 25 september 2023

NTPDEZEHI

MXC.TAC.M.03-1001X-0(config)#ntp server vrf Mgmt-intf 10.81.254.131

TNy YT

FNYTRRTLT, HTTPSOMBEZ NS TIN1—F 1 TJTEET,

debug ip http all

debug crypto pki transactions
debug crypto pki validation
debug ssl openssl errors



FERIRND=IOFNAAORS TN A—F 42T #KTLES, ROOIXY RTFNY T %FIELET undebug all



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



