WLC" ; 7O0—I 0 AR—ZXBH HZAFIRICIE
Liz"; I7 D{Z1E

2E

BUHIC

L &I

O RFI1 X2 NTIE, Cisco Catalyst CenterZfEA L EWLCOFL XNV RAIODIZ— T
Reached Max Limit for Number of Flow Exporters; Z{8E T2 HEICDOWVWTHEBALET,

CIE =353
B4

ROBEICT IV EATRIRLENHY)ET,

« SUPER-ADMINO—)L %Z # D Cisco Catalyst Center GUlI,
- BEEEO—IIZHFDAOSTA VYL AOY NA—FCLIBLTGUI,

FERTHIK—% N

CORFIXVNOERE. REDFARELCLHATNARACETVWTERENELZ, DR
FAXRNTEATEZINTOTNARR, JUTB (F7AIKN ) RETHERZRBLTLE
T ZEBPORY ND—0TR., BANV RICKDTRCDAEMNHIEEEZ +TIHIEL T
<EEL,

Gl

AirOSZEE# L #=CiscoD A VL A FRO—5WLC 5520 T I TIC7O—T YV AR— RN EREE
NTVBEE, TOTNAATREETZD 7O0—TLIAR—FFMDOLAYR—REhBEVLED,
Cisco Catalyst Centerm L X NUZ'OEDa Z J R EARTIEEASNET, LN 2T,
Cisco Catalyst CenterTld, 22U EQOT7O—IT IV AR—ZEZBETDEVSWLCOFIRD =&
NREZLEBETERVLEY, ZOEDIZVIJRAVOKRBHARELET,



NetFlowsRED BRI RBREhEL I,

REH : 7/N4 210.88.244.161 TH L LWNetFlow L & R4 —/\ DR EIP: [10.10.10.10] & R
— N : [6007]Z8BRTEXREBATLE, Hl54 . XDEZ7O>S— Y ORITIS—. I5—XYt—
< : N~ Rconfig flow create exporter 10.10.10.10 10.10.10 port 6007 D RITHIC TS —A"HK4E
LELE, ON R : config flow create exporter 10.10.10.10 10.10.10 port 6007 Reached
Max limit for Number of Flow Exporters

Provision . Network Devices . Inventory

WLC-5520

Management IP  10.88.244.161

Device Type

Device Role

COMPLETED: Deconfiguring old SNMP Trap Server Configurations Settings IP: | 10.10.10.10 ] on the device: 10.89.244.161 completed successfully

COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device: 10.88.244.161 completed successfully

Mo change in setting, S0 no operation was performed

Process success on all devices.

FAILED
Deployment of netflow setting initiated Retry
FAILED: Configuring new Netflow Collector Server Configuration Settings IP: [  10.10.10.10 ] and Port: [6007] on the device: 10.88.244.161 failed with

exception: Error in running XDE Procedure, Error Message::Error occured while executing the command ‘config flow create exporter 10.10.10.10

10.10.10.10 port 6007".Command Output : config flow create exporter 10.10.10.10 10.10.10.10 LR E Reached Max limit for Numbel

of Flow Exporters

Configuration of application telemetry is only applicable upon enable/disable application telemetry action, so no operation was performed
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<#root>
(Cisco Controller) >
show fl ow exporter sunmary

Exporter-Name Exporter-IP Port fer_exporter 10.10.10.10 6007 (Cisco Co

show fl ow exporter statistics

Exporter-name: fer_exporter Total Flows Sent: 1147297289 Total Pkts Sent: 81828210 Total Pkts Dropped:
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<#root>
(Cisco Controller) >

show fl ow exporter summary

Exporter-Name Exporter-IP Port

fer_exporter 10.10.10.10 6007
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IP Address Pools SP Profiles Wireless Telemetry

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices
are assigned to a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
metrics gathered and the frequency with which they are collected.

v NetFlow =

Choose Cisco DNA Center to be your NetFlow collector server, andfor add any external
NetFlow collector server. This is the destination server for NetFlow export from network
devices. Cisco DNA Center will only push the first NetFlow collector server for Wireless
Controller as it has a restriction on the number of flow exporters.

[ Use Cisco DNA Center as NetFlow collector server

INTERFACES FOR APPLICATION TELEMETRY

To enable telemetry on a device , select the device from the Provision table and choose
“Actions->Enable Application Telemetry" By default, All access interfaces on a switch OR all
LAN-facing interfaces on a router will be provisioned. To override this default behavior, tag
specific interfaces to be designated as LAN interface, by putting the keyword “lan” in the

< interface description.
Once specific interfaces are tagged those interfaces will be monitored.

(J Add an external NetFlow collector server
Only the external server destination will be configured on network devices. Flow records will not be configured.

ien..

Cisco DNA Center Netflow Collector® & E

3- AirOS WLC GUIlCO%' 1 > L, Wireless > Netflow > Exporterlc BEIL T, F/N1 ATHREE
NTVWBRT7O-—IJAR—ZFOIVANERRLET,



CISCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP

Wireless Exporter List
+ Access Points
Al APs Exporter Name Exporter Ip Port Number
Direct APs
= Radios fer_exporter 10.10.10.10 6007 [~

802.11a/nfac/ax
802.11b/g/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
b FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
} 802.11a/nfacfax
» 802.11b/fa/n/fax
b Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

w Netflow
Monitor
Exporter

b QoS
WLC GUI®DNetFlow D& E

4-T7JO—TOAR—FBEBREL, RKEOROAYI7ET IO X_1—hS5RemoveZiBRLEF T,
DPITE, TTICRESNTVWBRTJO-—TITI7AR—ROBHIE, ATY TI1THERLELDIC
fer_exporter& WS BHIIZBE>TVET,

(]

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless Exporter List
+ Access Points
All APs Exporter Name Exporter Ip Port Number
Direct APs
Rl fer_exporter 10.10.10.10 6007
g02.11a/nfac/ax

802.11bfa/nfax
Dual-Band Radios
Cual-5G Radios
Global Configuration

b Advanced
Mesh
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10.88.244.161 says
MANAGEMENT C

Flow Exporter is associated to a Flow Monitor.

7O0-IYAR—%

6- Flow monitorZ HIBR 3 % (Z (&, Wireless > Netflow > Monitor® JEICEEI L . fer_exporter|Z B8E
s TLWSFlow Monitor2i8IRLE T, Cchickl), XROTVO—FE_ZXZHIRTZEET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Monitor List page

* Access Points
All APs Monitor Name Record Name Exporter Name ExporterIp Port Numbaer

Direct APs # 10.10.10.10 6007 E
. . i [ EXpOMer
~ Radios fer _Monitor none €I _gxpore . . Remave
802.11a/n/ac/ax

802.11b/g/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced

Mesh
70—EZ&

COPITIE, 7JO—TITOAR—RIZEEMRITSNATWVWS 7O0—FZXNOZHilkfer MonitorTd,
7O0—FEZAXAWLANICEEFSHFSs N TWREHE, 7JO0—FZXZHIBRT D&, WLANANDEE
[FHOEHIZ, 7JO0-TIO9AR—FEAEODXAYE—22Z WA HEN HYET,

10.88.244.161 says
MANAGEMENT C

Flow Monitor is associated to one of the Wlan.

WLC GUIDNetFlow D% 7E
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WLANs

~ WLANs
WLANS

b Advanced

WLC GUI WLAN®D

8- Flow Monitor7 4 —J)L RMQoSA& 7 Tfer_MonitorABIR&E N TWB A ES
INXNTOWLANREZRAEE T, T, A7 3 noneZ BRI D LHIRTEE T,

CISCO

MONITOR

WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

MONITOR  WILANs CONTROLLER  WIRELESS

WLAN S5ID

test
CiscoSenserProvisioning
San_angel_Open

aza

San Angel Guest

San Angel PSK

WLANs
Current Filter: None [Change Filter] [Clear Filter]
(] WLAN ID Type Profile Name
[y WLAN testt
Oz WLAN CiscoSensorProvisioning
01z WLAN San_Angel__Global_F_aaafaed3
18 WLAN asa_profile
O is WLAN San Angel Guest_profile
020 WLAN San Angel PSK_profile
B
AXE

Create New v

Admin Status Security Policies

Disabled
Enabled
Disabled
Enabled
Enabled
Enabled

[WPAZ ][ Auth(802.1X)]
[WPAZI[Auth(802.1%)]
Hone
[WPA2][Auth({802.1X)]
MAC Filtering

Mone

SECURITY MANAGEMENT COMMANDS

N EWHBDITDLED,

WLANs

w WLANs
WLANS

b Advanced

WLC GUI® NetFlow®

CisCO
WLANs

w WLANs
WLANS

b Advanced

WLC GUI®D NetFlow D& E

Ein—l

Ax e

WLANSs > Edit "San_Angel__Global_F_aaafacd3’

| General | Security QoS | Policy-Mapping | Advanced |

Quality of Service (Qas)
Application Visibility
AVC Profile

Flex AVC Profile

Netflow Monitor

Fastlane

MONITOR  WILANs CONTROLLER  WIRELESS

WLANSs > Edit "San_Angel__Global_F_aaafacd3’

| Platinum (voice) V|
Enabled
none

Nuarrida Dar-llear Randwidth Cantrarte frhne) 16

| General | Security QoS | Policy-Mapping | Advanced |

SECURITY MANAGEMENT COMMANDS

Quality of Service (Qa5)
Application Visibility
AVC Profile

Flex AVC Profile

Netflow Monitor

Fastlane

| Platinum (voice) V|
Enabled
none

Nuarrida Dar-llear Randwidth Cantrarte frhne) 16
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CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless Exporter List

w+ Access Points

All APs Exporter Name Exporter Ip Port Number
Direct APs
« Radios
802.11a/nfacfax
802.11b/g/n/ax
Dual-Band Radios
Dual-5G Radios
Glabal Configuration

b Advanced
Mesh
» AP Group NTP

WLC GUI®D NetFlow D% E

10- Cisco Catalyst Center/ X M) OWLCZBRMPIZIHENFN HVVET, AHFITTLES
TLARNDTZOESaZVIRAVERBTEE T, SHEHIEF. WLCICEREEhTWVWA7O0—-T
DAR=—ZHFBVESD, FATNFRITEAEMEN DY ET,

Activities . Tasks Q @ @ &4
DEVICE CONTROLLABILITY AND TELEMETRY
Update Telemetry Settings Task
Starls: Feb 15, 2023 1:35 PM Status ° Success Last updated: 1:36:54 PM £ % Refresh
Deployment of snmp setting SUCCGESS
Deployment of snmp setting initiated
COMPLETED; Deconfiguring old SNMP Trap Server Configurations Settings IP; [ 10.10.10.10 ] on the device:
10.88.244.161 completed successfully,
COMPLETED: Canfiguring new SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device: 10.88.244.161
completed successiully.
r
-} Deployment of dns satting SUCCESS
Mo change in setling, so no operation was performed
Process success on all devices.
o Deployment of netflow selting SUCCESS
Deployment of netflow setting initiated
COMPLETED: Canfiguring new Netflow Collector Server Configuration Settings IP: [ 10.10.10.10 ] and Port: [E007] on
the device: 10.88.244.161 completed successiully.
@ Application telemetry SUCCESS
Configuration of application telemetry is only applicable upon enable/disable application telemetry action, so no operation
was performed
™ Install of Swim Certificate SUCCESS
Setting does not apply to device, so no operation was performed
Deplayment of WSA centificate SUCCESS
ICAF port configured Successfully
Talamatrs Siiherrintinne Canfimirad Suerssefulle i
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<#root>
(Cisco Controller) >

show fl ow exporter summary

Exporter-Name Exporter-IP Port



dnacexporter 10.10.10.10

6007

7E:Cisco Catalyst CenterCEXEE N D 7O—IT U AR—AR &, dnacexporter& S K S (C
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