V7RNJITERT IV EATOIPVEDREE

2

BUBIC

L=y

Cisco SD-Access with IPV6 7 —FT I F ¥
Cisco DNA-Centerlc & 2 IPv6 D E 5h1{b

Cisco SD-Accesslc & (T3 IPv6 D %5t F D EEET

BEBLVCIVAVILAVZAT O bOEEEOD—IN 70—
IPv67 KL ADE|V) HT - SLAAC

IPv67 RL ADEIY) =T : DHCPv6

Cisco SD-Access T DIPvEE(E

Cisco SD-Access® 4 ¥ L AIPv6E(E
FOCARAVNAVR=FT 12T
DFGATPRAVR=F 1Y

IPv6% LIEOZAT > NEBE

KEBEREI NIV IR

IPv6D A RO—)LFL—2DER

Cisco SD-AccessTDIPv6 QoSN EH

Cisco SD-AccessDIPV6D R Z TN a1—F 424

FLU®IC

D RFI1XBNTIE, Cisco® Software-Defined Access(SD-Access)ICIPv6&ER$%ET S HEICD
WTHBALET,

CEL:

IPv4lE1983FIC ) —RAEh, BETEAVEZ—XRYNRNT T4V IDORIBLICEAEThTVE
T, 2EY NDIPVAT RLY S 2I TR, 40BZEAD —ENHAEDLENTETL L, L
AVER—RY NIERTDIVTAT MO EML IS, —EOIPVAT RLANTELT
WET, 1990FRICIE, IPUT RLYS T OHBREEITSNBEVEDICEY)EL I,
chzBH#U T, Internet Engineering Taskforce(IETF)IXIPv6iZEZEB AL EL =, IPv6IE128E
YNEFERAL, 3408 (7o FIUAY ) BO—EZEQIPT RLAZRMLET, chik, KT
BPEHTNAAODZ_—AXICRBTEIDICTDBETT, FTATILARY VRE—QIPV6ARY U
ZHR—KNTBDIURRA I TFNAAFBAGETTVDEH, EOLSBHABTEIPV6DEA
ICIBABDCENEETT, D&Y, A V7 TZARTIFY2EFIPVOICRLT D ERA TETL
BZRENBHET, Cisco SD-Accessld, EERDF ¥ NARETHA S, HBOENZEERET
BD2RYNIT—=OANE#ILL I=ENDTT, Cisco Software Defined Networks(SDN)I&k, 717 JLA
XYY (IPV6TNAR) ZBAVR—F 12T TDEBHIEVEL 1=,



IPV6DEA BT 2EBMD EBREF, HRDIPVAS AT AL SIPVBADBITICHSTEEERL
BHETT, COKRIA RMR—=/\—TIk, Cisco SDNTDIPVEHEEND HR— KN, B, HBRUE
EBSEBOARY MIDODWTEHUKFHBALET., <S5k, Cisco Software Defined Network T
IPv6ZE AT BRBRICHNTIHREN HV) KT,

2019%8A., IPv6MHR—KNIZ &), Cisco Digital Network Architecture(DNA)Center/N\—2 3 >

13O TEAEThE L, DU —ATIE, Cisco SD-AccessF ¥ /NAXRY NDJ—T &,

F=N—=LAT777TIVYIORYNT—=UHS5DIPv4, IPv6, EEKIPVAVETITILAZY VDA
BMEXRTVDAVLARAIZAT 2 RNTEHRANPP RLAZYR—NLELE, COVYDI—->3Y
&, HSWBEDIPVOZEBEEIZAR—T A TEDIHMEEERHR TSI LHIC, BEHICHE
ItIBENDTT,

Cisco SD-Access with IPV6 7 —FF I F v

SD-AccessICRARBET 77 VY OTFU /00—, REFOEMICEDLET, WEBRXYND—7
TID2ULEOMEBRY ND—UZFKRANTED, 7O TALTREEA—N—L A LEEICEATE
BDRYPNID—IORBUUEEBES LV DA VLAF Y ONAZY ND)—DICRELET, XY RND
—J0FRBLICMA, FYONAZRYRND—=00OT7 77Uy 0570 /AT —IC&> TEEOHMB
Argfbeh, I—HIDETIL—TXN=29TICETVWEYTIRIITEEOETI X MLE
RUS—BRANAREICARVY ET, CiscoSDNY U 1—ar2kiEk, 777UY DODNALTE
ELET, LEN2T, IPV6OHR—KNICEBLT, Y123 N8R 2BMRIDENEE
T4,

s TUR—LA :IPV6FA—N—LAEIPVAT7 U X—LAIP7RLY> TR FEAL T,
Locator/ID Separation Protocol(LISP)> hAO—/)L7° L — > E{RIBILFRLAN(VXLAN) T — &
TL—=2RNZRNEERTDED, T—N—L A OIPVe#EERE T oA —L A IZIELTVE
To POR—LAN—FT4277ARANDFITILAZRY VIEVWOTEBMITEE T,
SD-AccessA—/N—L A LISPEEFFIPvAIL—FT 1« T ICHKEFELE T,

« F—N—L A : FA—=/N—L A4IZBBL T, SD-AccesslZIPv6DHDEHREI RIRA NEDA
YLAIVRRANOBEEZHR—KNLET, TOIPV6RT 714 v Ik, 777U v IR
— A —/—RIZEETBET, SD7IVEARAT 77 VY VRNTIPVAE KRVVXLANA Y X —I(Z
h7EbEhES, 7770V VEBR/— REIPVAS LK TVXLANAY A —2H 7 E)L1L
FRBRL, TIASBEDIPVCIZF Y ARNL—FT1I7O0AEZETLET,

s OMNO=L7L—=2/—R:O>MO=-IL7L—=2/—RiE, H7ZY NEEHROITANT
DIPVBRARN YT ZY NENM28KRARNIL—REIVED I F—ER—AILERETEDLSIC
REESNET,

« R=F—_/—R:7R—H—_/—RT, FusionT/N4 AEDIPv6 BGPET U >IN BMIZK
DTVET, R—F—/—RBT7TIVYIDOHEARNT T AV IASIPUANY T —=2 T+
JLLBBRLUETAH, AHIPVORT T A Y IER—HA—/—RICK2TIPUAY R —ThH7+
JMEEhET,

« 77TV OIVD  TJPTVYIITYVDICREENTVRIRNTORS Y FREA > R2—
7IAASVDNIE, IPV6THBIHEN BV ET, CDiREIL. DNA Center ControllerlZ & 2
T7v21Ehzfxd,

« CiscoDNACenter : CO RFIX MOLBHEEKRTIE, Cisco DNA CenterO ¥4 > X —
TIAARTITILIARY D HR—KNLTVWEEA, DNACenterDEEBA > X2—T7 I 4



AFERIVE—TSAARARZ—TIAAICDHK, IPVAEERIPV6OWVWThAZFEHL T
1DNDARY VICBATEERT,

« 924 TF >k :Cisco SD-Accessld, TATIAZY U (IPVABRTIPVG ) £izlx> T )
AZY YT (IPVAETIZRIPVE ) ZHR—RNLET, £EL, IPB6 VTN AZY VZEATD
ZEATE, DNACenter@ T2 T INARY V7= ZERL TIPV6ER IS AT N EYR
—RNTBRBENFHYNVET. FATILAZY IT—IAOIPVAK, 954 T > NFIPvAT RL
AZEMZTBIPeE L THFE DO, IE—TF RLADAKTT,

SAOADV 7RI ITEREBT IV LALCHEFBIPV6FA—N—LAT—FTIOF~¥

- Control-Plane Node Database
2001:db8:46:1::/64 - 10.0.255.1
2001:db8:46:3::/64 - 10.0.255.3

Man Re ;m'r 2001:db8:46:1::ac — 10.0.255.1

Endpoint 2001:db8:46:1::ac 2001:db8:46:1::ac — 10.0.255.3
Edge Node: 10.0.255.1

Edge Node Routing Table

2001:dbB:46:1::/64 — Local

2001:db8:46:1::ac/128 — Local Edge Node Routing Table

2001.db8:46:1:./64 — Local
2001:db8:46:3::/64 - Local
2001:db8:46:1::ac/128 - Local

10.0.255.1

r

1 Anycast Gateway
' feso:
et — — — —— - - -~~~ — | N —— ———

2001:db8:46:1:/64 2001:db8:46:3::/64

By 2001:db8:46:1::ac 2001:db8:46:1::ac  Compue

Figure 1.
IPv6 Overlay Architecture in Cisco Software Defined Access
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Figure 2.
Single IPv4 upgrade to Dual-Stack pool by edit existing IPv4 pool option
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Fabric has warning indicator which needs to ‘reconfigure the fabric’
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Figure 4.
User needs to click on ‘reconfigure Fabric’ to auto-reprovision the fabric nodes for the dual-stack information to
take effect for the migration.
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ZHRLTSEZL,

£, APASWLCADNBEREEICT A —L ACAPWAPRHATITON, TXTOWLCAHA SAPA
NDBEFEA—/N—L M ZHTVXLAN CAPWAPEFERA TR EIFEEL TLKEEV, DFY,
APHASWLCICEEE AN Y N EaF Y TF v 3255, CAPWAPARRENDDEFERNT T

1Y JICVXLANR R HBBERETTT, APEWLCEDEFICOWVWTI, XoflzsBL
TLEEL,

muawnm I?r-lt-h-?
a!em! 5 171.16.33.2 171.16.83.1
— 173 1 P

trol - Dl

BOF-4FDS-BTBC-2I61ETFROLS4), id

No VXLAN , Direct
Communication via underlay

T
!!esslie Element
7349 151509069 172.16.83. 172.16.33.2 CAPWAP-Contral 2 CAPWAP-Contral = Discovery
7350 161.510085 17 255,155,293, 155 CaPWAP -Contral 2 1 -
7ITT 210898981 17, 172.16.33.2 CaPwAP -Contral 1 -
7778 310.E58982 17 172.16.33.2 CAPWAR-Control 1 i
TITH 210.900355 B 172.16.83.2 CAPWAR -Contral 1
TTED 310, 900440 172.16.33. 172.16.83.2 CAPWAP :Contral 149 CAPWAP-Contral
Frame 7779: 199 bytes re (1592 bits), 199 bytes captured (1592 bits) on interface \Device\NPF_(BBELC3IS5~180F -4FD8-BTHC-2TE1ETFEO154]), id @

TH:4T (6c:dd:30:cf:TIAT), Det: Cisco 0F:53:67 (00:7e:95:0f:53:67)
y Srei 1001204, Det: 171.16.81.79

R WLC to AP communication is encapsulated in
s 00FExtenelen, IR Reticek: 10 W) VXLAN , as it is coming via Fabric.
entifier (VNI): 4007
i it i . Fazad:38 (barzsicd:fazad:ds) This VXLAN tunnel is between FE and CP/BR .
Int ol Version 4, Src: 172.16.33.2, Dst: 172.15.83.2 - &
us o1, See Port: 5246, Dst Ports 527 AP to FE is not yet established.
Cin d P ning of Wireless Ac 8 Pain = Comtral

APHSWLCADNT Y RF ¥ 7 F v (CAPWAPK> XL ) EWLCHA SAPADNT Y RF ¥ 7 Fv (777U Y VRDOVXLAN K
&)

DFZAT 2 NFDR—=F427T

FATINAZRY DIPV6ITZAT O RNDAVR—F 40 7OAKRBUTEN, 9547 MNE
SLAAC/DHCPV6Z EDIPV6T RL AE|) ¥THZEZFEAL TIPV67 RLAZWMEBLET,
1.9ZAFT RN T77T)YOIZ8ML, APTSSIDEEMICLET,

2. WLCIFAPORLOC%ERBHEHL TVWE T,

3.9TAT U MNRBIEEL., WLCH VT4 T ML2OEMZCPICEZEL T, APEZEFHLE T,

4. DFAT> N, REE Ni=HX(SLAAC/DHCPVE) A SIPV6T RL AIEEZRBLET,

5. FElk. CP Host Tracking Database(HTDB)ADIPV6I SA4 7> R&EFZRN) H—LET,

APA SFE, B LUFEN SMDIEEIE. VXLANS KVLISPOIPV6 AT EIIL{LZIPVATL —LRNT
FHLET,

IPv62ERLEOZA 7> NEEE

KOG, BIOIPV6ERIZA T REDIPV6IAVYLAVZAT Y NBETOEARZERED -
ENDTY, (ChiF, 94T MRS, RESTNLEFETIPV6 T RLAZEEIS L



ZEIRELTVET ),

1. 94T MNMEAPIZIPVBR A O— R T802. 117 L —AZEELET,

2. APIE802. 1A Y X —ZHIBRL ., IPv4 VXANKR > ZIILADTDIPV6RAO—REZT7 7)Y O T
YIILEELET,

3.777VvoIvIR, XvtE—2TF7O0RAZTORNIINMAP)ERZFERAL THREZEBIL .,

IPv4 VXLANZ A L THRAERLOCIC 7L —LEEELET,

4. BHRAAY FTlE, IPv4 VXLANAY A —HBIBRE N, IPv6/NTY NS4 T NZIEEE

nEI,

| VELAN Tunnel Between AP and FE is IPvd l P

(C (B)
VKLAN b B)
(osta) E
Dual Stack Client A : Wireless

IPV4 VXLAN Tunnel
G?@E! - Eﬂ <o RO
FE-1 L dliiv
|Pvd or dual Stack IGP } Dual Stack Client B : Wired
| FE-2 |

|lMpﬂ\rlMd| 16 Im.nl -

As current LISP
implementation
Uses IPv4,
underlay routing
must support
IPv4 or dual
stack

MAP request/eeply for IPve

address using Pvd Quter header
AP removes the
802.11 header
' EID

ENEDES

FE-2 removes the outer IPv4 header,
looks at the VNID maps it to the VLAN,

Also locks at the SGT and apply the

°. ||Mpmmdl EI':' B02.3 VXLAN upe x:‘; ° E?gﬁrabmm forwarding the packet to

[remme [ B Jomo] o [ or |5

TATNARY VEBOZSAT RN STATINAZY DBRIZAT > RAONTY k70—

NTYRF+TFyE2FERALTZO7OLAZFHUSTAN, PP RLAEMACT RL ADEFMHIC
DPVWTRRZEZBLTILKEZV, COBRETR., BUT7IVEARSA Y NCERENEFTITILA
BRYDVSATNOBMEEFERALETHN, EXDIPv6H T XY NSSID)TIYYEYTEhd
EIEBELTLEEL,

WLC IPvd address:
172.16.33.2

Wireless Clientl:
1Pv6: 2001:f38:202b:4:324b:130c:435c:fadl

MAC: 74:da:da:f4:d6:35 Fabric Edge
Loopback lpvd :172.16.81.70

CP/BR
IPvd:10.2.2.4

1pv6 SVI: 2001:38:202b:4::1 2;;.,.
| AP IPv4:172.16.83.2 o % ﬁ
@ € 0] SDA Fabric neoncr

G

Wireless Client 2:
IPv6: 2001:f38:202b:6:782a:22f5:817¢:9211

YO TIWSDTIVRARTZ 7TV OZY ND—UDOIPF RLAEMACT RL AN



E:DHCP/DNSA E, 777 UY INDIPV6EETIRR., BRARAVT7SARNTIOFvEET
FTIVYOAL VT SARSIOFYORBTIPVBIL—FT 1 T 2BMCTHDUREN HYET

o

ATYT1: DFAT Y MARRREL, REETNIEARAD SIPV6T7 RLAZEBLET,



Sn w Mt hr  a PR v

| 12050 282.855624 2003 2001:f38:202b:4::1 DHCPVE
12951 381.857614 fe@: :200: cff: fedf: fags FeBd:: 705F:2381: 9d03:b991  DHCPVE

Frame 12850: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface \Dev
Ethernet II, Src: Cisco_cf:73:47 (Bc:dd:30:cf:73:47), Dst: Cisco_©f:53:67 (€@:7e:95:0F:53:67
- cem mmeeeimme e e R . wee eeee? Internet Protocol Version 4, Src: 18.2.2.4, Dst: 172.16.81.7@
s . Y . User Datagram Protocol, Src Port: 8, Dst Port: 4783
10047 260050810 feBbo:MeSF 0000 LR M6 HIM. vireuod extensible Local Aces Metwork
! VB A | v Flags: 9x0848, VILAN Network ID (WHI), Don"t Learn, Policy Applied
10045 105518 feflz 705 2380: 960310901 12 N6 212 Conf Sreso Palicy T0ub
1049 8054074 00L:F38:00ud::1 Haal e WBRela VELAN hetwork Identifier (VNI): 4100 il
" Reserved: @
1050 2065 i LT OHCPy 28 fela Ethernet II, Src: be:25:cd:f4:ad:36 (ba:25:cd:f4:ad:38), Dst: ba:25:cd:fa:ad:38 “ﬁ}i‘i:(d:f‘l
THE] WY BETENL  FaRie o Mo # 6 Falf o Falt Falile T0RF T AARRAT  THIVR 1% Daal * Internet Protecol Versien 6, Src: 2093::2, Dst: 2001:738:202b:4::1
/‘ﬁslr Datagram Protocol, Src Port: 547, Dst Port: 547
/"' DHCPVE
Mezs, type: Relay-repl; 13
age typ: y-reply (13)
e Hopeount: @
/ Link sddress: 2001:138:202b:4::1
Peer address: fedd::705f:2381:9d03:b991
// Interface-Id
¥ Relay Message
// Opticn: Relay Message (%)
Length: 84
. . ~ DHCPwE
Capture is from Fabric Edge , Message type: Reply (7)

Transaction ID: @ncddaBed

Note the Source is DHCPv6 Serven Tdentifiar
server and destination is FE vt gt

Identity Assoclation for Non-tesporary Address

G/W Option: Identity Association for Nen-tesporary Address (3)
Length: 4@

IAID: @d74dsds

Ti: 345680

<

~ Ia Address
Option: IA Address (5)

Length: 24

IPVE address: 2001:f38:202b:4:324b:130c:435¢: Fadl
Preferred lifetime: €91200

Valid lifetime: 1236800

DHCPV6H—N\AS 777 VY OIS J—RAONTY RFY T F v

ATYT2:DANVLAIZATRNE, IPVORAO—RZET802.11 7L —LZETIEAKRA
URICEELET,

ATFYVT 3 TIOEARANEDAVYLAAY A —ZHIKRL, Ny RNETFTIVOIVD
EBLET. PUVEARSA U NEIPVAT RLAZE DS, CnFIPVUR—ADVXLANK > X
IANYE—%FERALET,

I301 3SU.DOLINE  ESUIILDJEILLINEIENIUUDL VB0 O LN D 1S LASF 150 CIRSPSULALEY MEP-REYUESL TUI [OL3%] 1EOT: II00E LI E 1 EIIUUDL
13125 340.235487 fe2::1:Ff03:0991 ICWPvE 128 Neighbor Solicitation for 2003::705F:2381:9403:b451

13126 348.335489 € 02::1:Ff43:3eca ICHPvE 128 Meighbor Solicitation for 2003::65f6:308c:5843:3eca

13127 340.337723  :: £fo2::1:Ff03:0991  ICMPVE 128 Neighbor Solicitation for 2003::785f:2381:9403:b991

13128 340.358370  feS0: :705F:2381:9003:b091 F02::1:3 LR 145 Standard query @xedca ANY 1SILRTKTDFNINKD

» Frame 13125: 128 bytes on wire (1824 bits), 128 bytes captured (1824 bits) on interface \Device\NPF_{BBELC365-1B0F -4FD&-87BC-2761E7FBO154), id @
» Ethernet II, Sec: Cisco_76:58:f8 (78:69:58:76:58:¥8), Dst: Cisco 9f:fe:f5 (09:00:8¢c:9f:fe:f5)
» Internet Protocol Version 4, Src: 172.16.83.2, Dst: 172.16.81.70 «
* User Datagram Protocol, Src Port: 49487, Dst Port: 47859
Virtusl extensible Local Ares Network

Flags: Sx3800, GBP Extension, VELAN Network ID (WNI)

sroup iy 10: 0 T ) Note VXLAN tunnel between

VHLAN Metwork Identifier (VNI): 8194

bisenkersy 1 AP and FE is IPV4 while the

» Ethernet II, Src: D-LinkIn_f4:d6:25 (74:da:da:f8:d6:25), Dst: IPvbacast_ff:83:b9:91 (33:33:ff:03:b9:91)

%

¥ Internet Protocol Version 6, Src: ::, Dst: ff@2::1:ff@3:b991 & &
Q10 .... = Version: 6 -— Payload from the client is
) eeee G000 000D Liee ciee ceee seee wone « Traffic Class: @x0@ (DSCP: €S, ECN: Not-ECT) ——
... B000 0000 0000 0000 0000 = Flow Label: @x20000 IPve

Payload Length: 24

Next Header: IOMPWE (58)

Hop Lisit: 255

Source Address: i

Destination Address: ff@z::1:ffa3:basl
» Internet Control Message Protocol wé

FECAPEIOVXLANK > RILONTY RF v T F+

ATYT31: 777V 0TIV, IPV6ITATF N2 NO—ILTL—2ICBERLET
o ChiE., RIDIPV6ISA T NOFMEIPVABRZEAREFALET,



L1 By magE 13, W

LISP

day_swsres  UW.l.f8

AN18 249.382776  172.16.81.7

pLsTration
0, Reglstration for [
. s -

(2528 birs), 316 1C365=1B0F - AFDE- BTBC 27

” = 8
1 Werslon 4, Src: 172.16.81.78, Dst: 18.2.2.4
rol Protocol, Src Port: 41620, Dt Port; 4342, Seq;

0, Reglstrat

4b: 130 1435z Fadl

able Transport) 28
* Locator/ID Separation Protocal 1 21, Registration for [4109] 2091:38: 4b1130¢ 438521 f541/128
Type: Re stion (1
0 BOGO 00D BRDH 0001 = Flaps: Oxa001
ount: 1
1448 oritative

AT Y7 32:FEE, JB%ERLOCERBITA LS, AV NO—LTL—VICMAPERZREL
9,

prpeeey

12002 281475761

£ 2026 14 32401 0 A3 fadi /118

144 Enceprulated Map-Request for [Bi94] 200u:f

- LI T T Outer LISP header is IPv4

F777V90TYv2k, RORICRTELDIZ, BBEIDIPV6I A4 T NOMAPF ¥ v S 1 £ 4
LET,




ATYT 4. NTY RNE, TOIPV6RA O— RZRNIPIC/EET BIPv4 VXLANZER L THEE
RLOCICERIEENE T, MADITA T MNRILAPICERENTWVWS 28, IPV6 pingld = D/
AzEFEALET,

71 2.392805 2001:38:2005:4:324b: 130e: 4352 : 4541 2001:438: 200b:6:78a8: 2215: 81719211 TOWVE 144 Echa (ping) request d-8x0001, seq=148, hop limit-63
72 3.3928% 2001:F28:2005:4:324b:130c:435¢ - fadl  2001:F38: 202b:6: 7aa: 2215:817¢:9211 1OMPVE 144 Echo (ping) request 1d=9x0001, seq=148, hop limit-g4
73 3.398939 2001:£35:2000:6: 7808 : 2245: 8179201 2001:F38: 202b:4:324b: 130c:435¢ - Fadl IOWPVE 134 Echo (ping) reply id-GxBOBL, seqeldd, hop lisitesd (
74 3.398941 2001:£38:2000:6: T8aa: 2245: 817 19211 bid:324b:130c:435c:¥adl IOHOVE

144 Echo (ping) reply id=8xd081, seqe148, hop limit=63

Frame 72: 184 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF_{BBE1C365-18DF-4FD8-B7BC-2761E7FBO1S4}, id @
Ethernet II, Src: Cisco 76:5e:f8 (70:69:5a:76:5¢:78), Dst: Cisco 9F:fe:f5 (00:00:0c:9F:fe:f5)
» Internet Protocel Versiom 4, See: 172.16.83.2, Dst: 172.16.81.70
User Datagram Protocol, Src Port: 45487, Dst Port: 4789
Virtusl eXtensible Local Area Metwork
¥ Flags: 8xBBdd, GBP Extension, VXLAH Network ID (WNI)
Group Policy ID: @
VELAM Network Identifier (WNI): §194
Reserved: @
» Ethernet II, Src: D-LinkIn_fa:d6:25 (74:da:da:fe:d6:25), Dst: Cisco 9f:fa:85 (00:00:0c:9f:fa:85)
Internet Protocel Version 6, Src: 2001:f38:202b:4:324b:130c:435c:fadl, Dst: 2001:f38:202b:6:78aa:22f5:817c:9211
Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code: @
Checksum: 8x@36F [correct]
[Checksum Status: Good)
Identifier: Qw021
Sequence: 148
[Bzsgense In: 73]
» Data (32 bytes)

R

<

WELAN

@r @

AP-1 AP-1

BUAPICEZEENTVWE2D0DA VL AIZA4T7 > NETOIPYG ping®/NTY RF ¥ 7 F v

ORI, TA1VLAIVZAT Y ROBRASIPVEBREZREHLENDTT,

LISP Map Request/response/registration

WLC
ISE
IPv6 Data inside IPv4 LISP packets @
i\
‘\
/ \ \
1 [}

CAPWAP - IPv4 , - .
Ehared Services

IPv6 traffic in 802.11 frames AP-WLC Underlay Py \\_‘
Z

— WLC-AP - VXLAN

) (e

| DHCPv4/6-
DMNS

IPv6 Traffic in IPv4 VXLAN
Tunnel

1Pvd VELAN
carrying IPvE data

R, D1 VLAIVZATNOBLINSIPVEBEZENLTVWET



JEISEDHIPRIZC &K V), Cisco Identity Serviceslic &K BIPV6 T AR T V1A ( Web R—23Z )L
) FHR—REhFELA,

HEERIYRND) YO

Cisco SD-AccessD —HBTHBDETETETEBRDVA VL AOVAR—F MDY SDIPVeDKEFEREFRE Y
R—NICEBETBDCENEETT, COMX—TDRE, COBBENNI)IRZFTEDLEENDT
E



C9800 IPv6 Features by Release

Infra IPv6 (CAPWAP over IPvE)

Local YES YES YES
Flex YES YES YES
Fabric NO YES YES
Infra IPv6 (WLC Platforms)

Hardware Wireless Controller YES YES YES
Wireless Controller in the

switches NO YES YES
Public Cloud: AWS NO NO NO
Public Cloud: GCP NO NO NO
Private Cloud: ESXi YES YES YES
Private Cloud: KVM YES YES YES
Private Cloud: NFVIs NO YES YES

Interop IPv6 support

C9800 <=-> DNA-C (Infra IPvE) NO TBD NO
C9800 <=-> CMX (Infra IPvG) NO TBD YES
C9800 <=-> ISE (Infra IPv6) NO TBD YES
WLC=->PI(Infra |IPv6) YES(Over SNMP) YES YES
OpenDNS(Infra iPv6) NO YES YES
Netflow over IPvE NO YES YES
ETA for IPv6 NO NO YES

1) 1) — A BICat9800 WLC IPve#aE

IPv6eO > RO—ILT7L—2DER

IPv6ZEBMIC TR E, XY TH—=/YMS)/X Y 7T U YILNMR)Y—/NICRA NPv6IZEE T 2B 0
IRIUNARRENDEDICHYET, RANIERDIPVG IP7 RLAZEDCENTED LD
« MSIMRILY 7Y 7F—T7IICITRXTDIPPRLAODINUNBYET, Chik, 3 TILE
ET3IPAT—TIEBEEDENET,
FTRTOIVNYEERTZICE. FNAAOCLIICOY AL, ROOIY RERITTEHEN
HWET,

Pod2-Borderish lisp site

LISP Site Registration Information

* = Some locators are down or unreachable

§# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID
site uci never no == 4097 172.16.83.0/24

2wld yesd 172.16.81.70:41629 4097 172.16.83.2/32







Humber of registered EID prefixes: 5

Maximum M5 entries allowed: 81920

MAC

Number of configured EID prefixes:

Number of registered EID prefixes:

Maximum M5 entries allowed: 81920

T2a1T 720 AZNUTKRANPOOFHMZRE TS EETERXT,

Cisco SD-Access T M IPv6 QoS E3x

BN Cisco DNA Center') ) —RX ( &KX2.3.x) Tlk, IPVv6 QST 7’ Ur—> 3 RIS —0H
Bt R—RhENhTVERA, EEL, I—HREFETIPVOERS R DA VLAT VT L —
NEERL. QST 7 L—KE2T777UYOIVD /—RIZTYSZ1TEET, DNA Centerld
 BARBICIXNTOYEA > RX—T I A ATIPv4 QoSARI T —2BEBMLT DS, T7L—b
ZERAL T class-defaulty OBIICOZANYY Z°(IPv6 7 2 Ad> MO—J)LJ ANACLIZ—HT
) EFBHTEATEET,

DNA CenterTERENTERU S —BREEREENTEEEIPVG QoSBT 7L — MO flERIZ
RLET,

interface GigabitEthernetx/y/z

service-policy input DNA-APIC_QOS_IN

class-map match-any DNA-APIC_QOS_IN#SCAVENGER <<< Provisioned by DNAC

match access-group name DNA-APIC_QOS_IN#SCAVENGER__acl

match access-group name IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

|

ipv6 access-1ist IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

sequence 10 permit icmp any any

|

PoTlicy-map DNA-APIC_QOS_IN

class IPV6_QOS_IN#SCAVENGER__acl <<< manually add

set dscp csl

For wireless QoS policy, Cisco DNA Center with current release (up to 2.3.x) will provision IPv4 QoS on
and apply IPv4 QoS into the WLC (Wireless LAN Controller). It doesn’t automate IPv6 QoS.
© 2021 Cisco and/or its affiliates. Al1l rights reserved. Page 20 of 24

Below is the sample wireless IPv6 QoS template. Please make sure to apply the QoS policy into the wirel
interface from the wireless VLAN:

ipv6 access-1ist extended IPV6_QOS_IN#TRANS_DATA__acl

remark ### a placeholder ###

|

ipv6 access-1list extended IPV6_QOS_IN#REALTIME

remark ### a placeholder ###



ipv6 access-Tist extended IPV6-QOS_IN#TUNNELED__ac]l
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#VOICE

remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#SCAVENGER__acl
permit icmp any any

!

ipv6 access-Tist extended IPV6_QOS_IN#SIGNALING__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BROADCAST__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BULK_DATA__acl
permit tcp any any eq ftp

permit tcp any any eq ftp-data

permit tcp any any eq 21000

permit udp any any eq 20

!

ipv6 access-list extended IPV6_QOS_IN#MM_CONF__acl
remark ms-Tync

permit tcp any any eq 3478

permit udp any any eq 3478

permit tcp range 5350 5509

permit udp range 5350 5509

!

ipv6 access-Tist extended IPV6_QOS_IN#MM_STREAM__acl
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#0AM__acl
remark ### a placeholder ###

class-map match-any IPV6_QOS_IN#TRANS_DATA

match access-group name IPV6_QOS_IN#TRANS_DATA__acl
|

class-map match-any IPV6_QOS_IN#REALTIME

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#TUNNELED

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#VOICE

match access-group name IPV6_QOS_IN#VOICE

!

class-map match-any IPV6_QOS_IN#SCAVENGER

match access-group name IPV6_QOS_IN#SCAVENGER__acl
!

class-map match-any IPV6_QOS_IN#SIGNALING

match access-group name IPV6_QOS_IN#SIGNALING__acl
class-map match-any IPV6_QOS_IN#BROADCAST

match access-group name IPV6_QOS_IN#BROADCAST__acl
!

class-map match-any IPV6_QOS_IN#BULK_DATA

match access-group name IPV6_QOS_IN#BULK_DATA__ac]
!

class-map match-any IPV6_QOS_IN#MM_CONF

© 2021 Cisco and/or 1its affiliates. All rights reserved. Page 21 of 24



match access-group name IPV6_QOS_IN#MM_CONF__acl

!

class-map match-any IPV6_QOS_IN#MM_STREAM

match access-group name IPV6_QOS_IN#MM_STREAM__ac]
!

class-map match-any IPV6_QOS_IN#0AM

match access-group name IPV6_QOS_IN#0AM__acl

policy-map IPV6_QOS_IN
class IPV6_QOS_IN#VOICE

set dscp ef

class IPV6_QOS_IN#BROADCAST
set dscp cs5

class IPV6_QOS_IN#REALTIME
set dscp cs4

class IPV6_QOS_IN#MM_CONF
set dscp af4l

class IPV6_QOS_IN#MM_STREAM
set dscp af3l

class IPV6_QOS_IN#SIGNALING
set dscp cs3

class IPV6_QOS_IN#0AM

set dscp cs2

class IPV6_QOS_IN#TRANS_DATA
set dscp af2l

class IPV6_QOS_IN#BULK_DATA
set dscp afll

class IPV6_QOS_IN#SCAVENGER
set dscp csl

class IPV6_QOS_IN#TUNNELED
class class-default

set dscp default

interface Vlanlxxx < = = (wireless VLAN)
service-policy input IPV6_QOS_IN
end

Cisco SD-AccessDIPV6D RS TI)N>a1—F4>24

SD7IOEADKRS TN 1—F 142 TFIPvIEIPVAL EEICKLS TS Y. AUEBEEZERT B I-
HILEBZF—D—RA7>2a>VTRAIUVIOAN > REZBIZEHATEET, Tk, SD7I7EAD
RSTN21—F AT ERAENDIOT RERLET,

Pod2-Edge-2#sh device-tracking database

Binding Table has 24 entries, 12 dynamic (Timit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlv]l age state Time left
DH4 172.16.83.2 7069.5a76.5ef8 Gil/0/1 2045 0025 5s REACHABLE 235 s(653998 s)



L 172.16.83.1 0000.0c9f.fef5 V12045 2045 0100 22564mn REACHABLE

ARP 172.16.79.10 74da.daf4.d625 AcO 71 0005 49s REACHABLE 201 s try O

L 172.16.79.1 0000.0c9f.f886 V179 79 0100 22562mn REACHABLE

L 172.16.78.1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

DH4 172.16.72.101 000c.29c3.16f0 Gil/0/3 72 0025 9803mn STALE 101187 s

L 172.16.72.1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

L 172.16.71.1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

ND FE80::7269:5AFF:FE76:5EF8 7069.5a76.5ef8 Gil1l/0/1 2045 0005 12s REACHABLE 230 s

ND FE80::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 107s REACHABLE 145 s try O

L FE80::200:CFF:FE9F:FA85 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

L FE80::200:CFF:FE9F:FA09 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

L FE80::200:CFF:FE9F:F886 0000.0c9f.f886 V179 79 0100 87217mn DOWN

L FE80::200:CFF:FE9F:F1AE 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

ND 2003::B900:53C0:9656:4363 74da.daf4.d625 AcO 71 0005 26mn STALE 451 s

ND 2003::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 49 s try 0

ND 2003::5925:F521:C6A7:927B 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 47 s try 0

L 2001:F38:202B:6::1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

ND 2001:F38:202B:4:B8AE:8711:5852:BE6A 74da.daf4.d625 AcO 71 0005 83s REACHABLE 164 s try O

ND 2001:F38:202B:4:705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 112s REACHABLE 133 s try O

DH6 2001:F38:202B:4:324B:130C:435C:FA41 74da.daf4.d625 AcO 71 0024 107s REACHABLE 135 s try 0(985881 s)
L 2001:F38:202B:4::1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

DH6 2001:F38:202B:3:E6F4:68B3:D2A6:59E6 000c.29c3.16f0 Gil/0/3 72 0024 9804mn STALE 367005 s

L 2001:F38:202B:3::1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

Pod2-Edge-2#sh 1isp eid-table Campus_VN ipv6 database

LISP ETR IPv6 Mapping Database for EID-table vrf Campus_VN (IID 4100), LSBs: 0Ox1

Entries total 5, no-route 0, inactive 1
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2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, dynamic-eid InfraVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:324B:130C:435C:FA41/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:705F:2381:9D03:B991/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:ACAF:7DDD:7CC2:F1B6/128, Inactive, expires: 10:14:48
2001:F38:202B:4:B8AE:8711:5852:BE6A/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

Pod2-Edge-2#show 1isp eid-table Campus_VN ipv6 map-cache

LISP IPv6 Mapping Cache for EID-table vrf Campus_VN (IID 4100), 6 entries

::/0, uptime: 1lw3d, expires: never, via static-send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, uptime: 00:00:04, expires: 23:59:55, via map-reply, self, comp
Locator Uptime State Pri/Wgt Encap-IID

172.16.81.70 00:00:04 up, self 10/10 -

2001:F38:202B:4::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2001:F38:202B:6::/64, uptime: 6d15h, expires: never, via dynamic-EID, send-map-request

Encapsulating to proxy ETR

2002::/15, uptime: 00:05:04, expires: 00:09:56, via map-reply, forward-native
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Encapsulating to proxy ETR
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Pod2-Border#ping vrf Campus_VN 2003::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2003::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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