KubernetesfEFAR D HAIRYINICKY) VT AR L
EOBENFfELETD

&

BZ
BE&
FRIR T3 5%

B=

CHRFIXNTIE, KubernetesR— AN AT AN3SHUESA AR =L NhTVWBREHEE
IC, BEBENEEMITSAEEOHZEFELEOBBEICOVTHBALET, =512, RREEEL,
KubernetesR— AN AT LAZBUOBBAET B 2 EHICHELZFIEZETLET,

Lh |

FTAINTA 2 AN=)LE hizKubemetesV ZAZNMFRERIBITDE, V547> NiEBRE
HHIRYINIC/ V) £, Cisco CloudCenter Suite(CCS)IC7 VAT R LR TEFHA, Th
TERRENETH, OJ A TEEH A, kubectl CLIICBBEI T &, TUnable to connect to
the server:x509:ERBEN HRTINTH S A, FEEMTEH Y EFEB A,

ZODbashAV U7 KNER{ITID L, AIAENHMBAREZBVBTEERT,

for crt in /etc/kubernetes/pki/*.crt; do
printf '%$s: %s\n' \
"$S(date --date="S$ (openssl x509 -enddate -noout -in “$crt"|cut -d= -f 2)" --is0-8601)" \
"Scrt"

done | sort

F /. Action Orchestrator® A —7"> Y —AD—0 70— RBDH3 CENTEEXRT, COD—
V70— BRERI N, BAENfRELEEEICTS—MENET,

https://github.com/cisco-cx-workflows/cx-ao-shared-
workflows/tree/master/CCSCheckKubernetesExpiration _definition workflow 01E01VIRWZDE?24
mWIsHrgCGB9xUix0f9ZxG

BERTT &

MLUVIEAER ., V7 AR 24 TKubeadmZ T L THBRITIZILEN BV ET. TOHER, 7—A
—/—REIAZ—I_BESMEERIBENBYVET,

1. NAZ—/—RICOJA42LET,

2.IP7 RL A%ip address showCTHIEL £7,


https://github.com/cisco-cx-workflows/cx-ao-shared-workflows/tree/master/CCSCheckKubernetesExpiration__definition_workflow_01E01VIRWZDE24mWlsHrqCGB9xUix0f9ZxG
https://github.com/cisco-cx-workflows/cx-ao-shared-workflows/tree/master/CCSCheckKubernetesExpiration__definition_workflow_01E01VIRWZDE24mWlsHrqCGB9xUix0f9ZxG
https://github.com/cisco-cx-workflows/cx-ao-shared-workflows/tree/master/CCSCheckKubernetesExpiration__definition_workflow_01E01VIRWZDE24mWlsHrqCGB9xUix0f9ZxG

[root@cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13a3 kubernetes]# ip address show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

valid_lft forever preferred_lft forever

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 8920 gdisc pfifo_fast state UP group default
glen 1000

link/ether fa:16:3e:19:63:a2 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.20/24 brd 192.168.1.255 scope global dynamic ethO

valid_1ft 37806sec preferred_l1lft 37806sec

3: docker0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc nogqueue state DOWN group
default

link/ether 02:42:d0:29:ce:5e brd ff:ff:ff:ff:ff:.ff

inet 172.17.0.1/16 scope global dockerO

valid_lft forever preferred_lft forever

13: tunl0@NONE: <NOARP,UP,LOWER_UP> mtu 1430 gdisc nogqueue state UNKNOWN group default glen
1000

link/ipip 0.0.0.0 brd 0.0.0.0

inet 172.16.176.128/32 brd 172.16.176.128 scope global tunlO

valid_lft forever preferred_lft forever

14: cali6e5453a0219d@if4: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1430 gdisc noqueue state UP
group default

link/ether ee:ece:ece:ee:ee:ee brd ff:ff:ff:ff:ff:ff link-netnsid 4

3. cd /etc/kubernetesZ £ L TKubernetesFA L 2 MU ICBEBL £,
4. vi kubeadmCERT.yaml% 7 L TkubeadmCERT.yaml&E WS 7 7 /L ZERL £,

5 77ANRERODEISICEET,

apiVersion: kubeadm.k8s.io/vlalphal
kind: MasterConfiguration
api:
advertiseAddress: <IP ADDRESS FROM STEP 2>
kubernetesVersion: v1.11.6
#NOTE: If the customer is running a load balancer VM then you must add these lines after...
#apiServerCertSANs:
#- <load balancer IP>

6. HWAEABERENY VT YT LET, ChIYBETRBWEEBAN, HEREhET, Y
DTFYTTF4LORNUZERL, ChsOT774)L20E—LET,

#Files

#apiserver.crt

#apiserver.key
#apiserver-kubelet-client.crt
#apiserver-kubelet-client.key
#front-proxy-client.crt
#front-proxy-client.key

#ie

cd /etc/kubernetes/pki

mkdir backup

mv apiserver.key backup/apiserver.key.bak

7. ATV 76.2AFY L IHEE. rmapiserverctD &S5 ZmIXY > REFEAL T, LEO
774N ZHRTBEGTTHEVERA,

8. kubeadmCERT.yaml7 7 1 JLOBJFRICER > T< & L\, kubeadm —config



kubeadmCERT.yaml alpha phase certs apisserver% i L T#7 L L\ apiserverSEBi I & £ B L
£7,

[root@cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13a3 kubernetes]# kubeadm --
config kubeadmCERT.yaml alpha phase certs apiserver

[certificates] Generated apiserver certificate and key.

[certificates] apiserver serving cert is signed for DNS names [cx-ccs-prod-master-d7f34f25-
£524-4£90-9037-7286202ed13a3 kubernetes kubernetes.default kubernetes.default.svc
kubernetes.default.svc.cluster.local] and IPs [10.96.0.1 192.168.1.20]

9. kubeadm —config kubeadmCERT.yaml alpha phase certs apiserver-kubelet-clientZ T L T
#1 L L apiserver kubelet cetZ 4R L £ 7,

10. kubeadm —config kubeadmCERT.yaml alpha phase certs front-proxy-clientZ i L TH L L
front-proxy-client certZ R L £

11. letc/kubernetes 7 Z LA T.conf7 7 A I ENY VTV TULET, HEBTEDYEREBAN,
HEENET, kubelet.conf, controller-manager.conf, scheduler.conf, 8 X TFHEICK 2
Tlkadmin.confA RETT, NV ITF YT LEBEWVEEREHIRTEERT,

12. kubeadm —config kubeadmCERT.yaml alpha phase kubeconfig allZ £ > TH L V&K 7
TAILEBERLVET,

[root@cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13a3 kubernetes]# kubeadm --
config kubeadmCERT.yaml alpha phase kubeconfig all

[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/admin.conf"

[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/kubelet.conf"
[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/controller-manager.conf"
[kubeconfig] Wrote KubeConfig file to disk: "/etc/kubernetes/scheduler.conf"

13. HTL Wadmin.conf7 Z A/ ILZHRABNICIVAR—KRLET,

cp -1 /etc/kubernetes/admin.conf SHOME/.kube/config
chown $(id -u):$(id -g) SHOME/.kube/config

chmod 777 SHOME/.kube/config

export KUBECONFIG=.kube/config

14. shutdown -r nowZ AL TY AR — /—RZUJ—RKNLET,

15. XAR—NNY OFT v 7&Eni5, systemctl status kubeletz /1" L Tkubeleth"£1TE T
WBHLESHZBRRBLTLSEZV,

16. kubectl#® F TKubernetesDget./ — RETEREL X7,

[root@cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13a3 ~]# kubectl get nodes

NAME STATUS ROLES AGE
VERSION
cx-ccs-prod-master-d7£34£25-£524-4£f90-9037-7286202ed13al Ready master 1y
v1.11.6
cx-ccs-prod-master-d7£34£25-£524-4£f90-9037-7286202ed13a2 Ready master 1y
v1.11.6
cx-ccs-prod-master-d7£34£25-£524-4£f90-9037-7286202ed13a3 Ready master 1y

v1.11.6



17.

18.

19.

20.

21.

22.

23.

24.

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13al NotReady <none> 1y
vl.1l1.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a2 NotReady <none> 1y
vl.1l1.6
cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a3 NotReady <none> 1y
vl.1l1.6
cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a4 NotReady <none> 1y
vl.1l1.6
cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a5 NotReady <none> 1y
vl.1l1.6
cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a6 NotReady <none> 1y
vl.1l1.6

BEXNAZ— /—RIZHRLT, ATY 71 ~ 16Z#HEVELET,

12NN AX—T, kubeadm token create —print-join-commandz £/ L THr L Ljoin b —
DOEBLET, BTHEAIZALEHICCOON REIE—-LET,

[root@cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13al k8s-mgmt]# kubeadm token
create

--print-join-command kubeadm join 192.168.1.14:6443 --token mlynvj.f4n3et3poki88ry4
--discovery-token-ca-cert-hash
sha256:4d0c569985c1d460ef74dc01c85740285e4af2c2369££833eedlba86ell67575

Kubectt®GET./— RZN L THREEDIPEEES L £7 - o wide.

ssh -i /home/cloud-user/keys/gen3-ao-prod.key cloud-user@192.168.1.17% E N —H—I(Z
AJ4>0, I —NTPORACBEBLET,

systemctl stop kubeletZ /7' L Tkubeleth —EAZEBILEULET,

HWERE 7 7 A )L (ca.crt, kubelet.conf, & & U'bootstrap-kubelet.confz &) ZHIBRLUE ¥

o

rm /etc/kubernetes/pki/ca.crt
rm /etc/kubernetes/kubelet.conf
rm /etc/kubernetes/bootstrap-kubelet.conf

ATY 719D S5 /—ROBHEZRELET,

DZAZICBSMTSICE. workerON RZERITLUET, 18.A5OIN RZEFERALT
. KEIC - node-name <name of node>%&B&ML £7,

[root@cx-ccs-prod-worker-d7£34f25-£524-4£90-9037-7286202ed13al kubernetes]# kubeadm join
192.168.1.14:6443 --token mlynvj.f4n3et3poki88ry4d --discovery-token-ca-cert-hash
sha256:4d0c569985c1d460ef74dc01c85740285e4af2c2369f£f833eedlba86el167575 --node-name cx-
ccs-prod-worker-d7£34£25-£524-4£f90-9037-7286202ed13al
[preflight] running pre-flight checks

[WARNING RequiredIPVSKernelModulesAvailable]: the IPVS proxier will not be used,
because the following required kernel modules are not loaded: [ip_vs_rr ip_vs_wrr
ip_vs_sh] or no builtin kernel ipvs support: mapl[ip_vs:{} ip_vs_rr:{} ip_vs_wrr:{}
ip_vs_sh:{} nf_conntrack_ipv4d:{}]
you can solve this problem with following methods:



25.

26.

27.

1. Run 'modprobe -- ' to load missing kernel modules;
2. Provide the missing builtin kernel ipvs support

T10226 17:59:52.644282 19170 kernel_validator.go:81] Validating kernel version
T10226 17:59:52.644421 19170 kernel_validator.go:96] Validating kernel config
[discovery] Trying to connect to API Server "192.168.1.14:6443"

[discovery] Created cluster-info discovery client, requesting info from
"https://192.168.1.14:6443"

[discovery] Requesting info from "https://192.168.1.14:6443" again to validate TLS against

the pinned public key

[discovery] Cluster info signature and contents are valid and TLS certificate validates
against pinned roots, will use API Server "192.168.1.14:6443"

[discovery] Successfully established connection with API Server "192.168.1.14:6443"
[kubelet] Downloading configuration for the kubelet from the "kubelet-config-1.11"
ConfigMap in the kube-system namespace

[kubelet] Writing kubelet configuration to file "/var/lib/kubelet/config.yaml"

[kubelet] Writing kubelet environment file with flags to file "/var/lib/kubelet/kubeadm-
flags.env"

[preflight] Activating the kubelet service

[tlsbootstrap] Waiting for the kubelet to perform the TLS Bootstrap...

[patchnode] Uploading the CRI Socket information "/var/run/dockershim.sock" to the Node
APTI object "cx-ccs-prod-worker-d7£34£25-£524-4£f90-9037-7286202ed13al" as an annotation

This node has joined the cluster:

* Certificate signing request was sent to master and a response
was received.

* The Kubelet was informed of the new secure connection details.

Run 'kubectl get nodes' on the master to see this node join the cluster.

D—H—%Z#KTL., kubectlget/— RZNLULTINAZ—DODAT—RAZBRELET,
[Ready] AT —ZR AILBE2TWBETTY,

BEXEEICOVT, FE20. ~ 25. 2 VIRLFT,

&% DOkubectiget/— Rk, IXTO/— RN TEBFET 1 MRET, FVFAVICRY.
DZARICSZMLTWACEZTRLET,
[root@cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13al ~]# kubectl get nodes
NAME STATUS ROLES AGE
VERSTION

cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13al Ready master 1y
v1l.11.6

cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13a2 Ready master 1y
v1l.11.6

cx-ccs-prod-master-d7£34£25-£524-4£90-9037-7286202ed13a3 Ready master 1y
v1l.11.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13al Ready <none> ly
v1l.11.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a2 Ready <none> ly
v1l.11.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a3 Ready <none> ly
v1l.11.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a4 Ready <none> ly
v1l.11.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a5 Ready <none> ly
v1l.11.6

cx-ccs-prod-worker-d7£34£25-£524-4£90-9037-7286202ed13a6 Ready <none> ly

vl.11.6
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