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chso7Ovol, O7. F4ANIELI—>3Y, 8ROTIVEATFNAAICBFAT
. BRM7O0ERAZEBILTEERT,

Use architecture-based configuration segregation to build templates using a modular template methodology

Step1: CLI template project
Gives you control to combine similar
config and templatize based on
variables

Step2: Network Profile
Gives you control to map single CLI
template to 1 or more sites

Step3: Device Tag
Control over human error, Ability to
mandate review of the tag/config
before change

Strategy:
Use Modular approach to breakdown
the configuration by functional area

Strategy:

Create functional network profile to
combine the sites with similar
architecture and configuration

Strategy:

Tag devices only during Change
implementation. Remove the tag as
soon as change is successful

Example:

Example:

Example:

All sites with 3 Tier Architecture,
dual exit routes, similar L2/L3 can
be placed under 1 Network profile
All site with Server farm/TOR
switch can be in 1 Network profile

+ Base template for each Core, .
Distribution, Access devices.

+ Add on templates for L2/L3, BP,
Routing, VLAN, uplinks, etc .

+ Do not forget to create the tags

+ If New Access switch
configurations are needs to be
pushed, tag the access switch only
during MW.

X1:BlE2FERLERANTZ9TF14A

Collection of 11 template that can automate entire collapsed core site with 1 single network profile

Project (Collection of templates) mapped to 1 Network Profile
Collapse CORE (Tag - CCore)

Access (Tag - Access)
Base Template

= Separate for each device roke [
= Calls in réspactive tamplates
» Tagped with device role

BaseConfig for CCore | | BaseConfig for Access |

Common Template
= Same Template for Coore as wel as Acdess
= Notags

Best Practices for
DNSMTRDHCRMACLS atc

BGP Prefix on CCore | | BGP Prefix on Access |

Similar Template |
= Separate wemplate, similar fomane
= Mo Tags [

Port channel on CCone I | Port channel on Access ]

Different Template wan || s
+  Metnew template per device rolke

Mo tags

Spanning Tre

Access imenace
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TUTL—hNOBRECEIIRANTZITAA
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Cisco Catalyst CenterT7 /N1 AREZBEL T B EEE. INTOREZE—DE/
SVOTFUTL—RMIEHRAEFZEVTEE Y, KDYIZ, ROEFEZ1—-ILBT77O—
FEHRALET,

PRETENCSLUET>7L—N (221 ) Z23RIDELRTTL—NE
ERLET,

REEMEBTED 1N (AVE—TIAARE, L—FT42J70OR)L, EF2
)T 1 e E ) ICHEILET,

COBEICK2>TTYTF—RNOWRNABMELET, BEOEZ1—-I)LICHTRIEER
VEDEDA-INWHERAT D EMICEBEFNICRRE N, T —&EME A KIEICER
ENERY,

Bl: TZ0FFNAAOED 1 FEE
T720FFNAAOREZEHBHILLTVB ERELE T,
BEXTFTL—bh:
FRBERBAOED 1—-IILTTL—MOSBIFEENET,
PDEBEIZISUTERZZEED 1 —ILICEBELTHARAEIAMALET,
TD1-ILT7L—h:
interface_settings : 1 X — 7 I A AREZEEL XY,
routing_protocols:OSPF, EIGRP., ¥ EBGPORENEENET,

security_features:ACL, 77 A7 #—=)LIL—). FLEZoMOEFIVF1R)I—%
E&ELET,



{% include "Branch/Interface Configuration" %}
{% include "Branch/Routing Protocol Configuration" %}
{% include "Branch/Security Configuration" %}

{{ Branch_Interface_Configuration(branch_id) }}
{{ Branch_Routing_Protocol_Configuration(branch_id, ospf_area) }}
{{ Branch_Security_Configuration(branch_id) }}
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{% for item in wildcard_list %}
{% if item[0] == prefix -%}
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{%- endif %}
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-
management/catalyst-center/2-3-

7/user guide/b cisco catalyst center user guide 237/m onboard-and-provision-devices-with-
plug-and-play.html
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HEARN%ZDay 077 L—NEB&EILTEET, FIE:

FIE1: TTL—FDER

username admin privilege 15 password SamplePass123
!

enable secret EnableSecret123

!

ip routing

!

vlan {{ branch_number * 100 + 13 }}

name SW_MGMT

!

interface vlan {{ branch_number * 100 + 13 }}
ip address {{ ip_address }} 255.255.255.128
no ip redirects

no ip unreachables

no ip proxy-arp

I

ip route 0.0.0.0 0.0.0.0 {{ nexthop }} name Default-Gateway
I

interface range Tel/1/1 -2
switchport
switchport mode trunk

no shutdown
1
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Update Simulation

Simulations “J Access Switch Day 0 Simulation

1 192.168.1.16

192.168.1.1
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Simulation = Day 0 Simulation

Viarabies Simulabed. 3 Stabus.

SanploPazsll?3
enable secret EnableSecretll?l

ip routing
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Templates (5) ©

FILTERED BY

Test x

"\:{ Search
SUMMARY 0 Selected =l Import
w Project Name (74 — . . N o~ .
Name = Project Type Version Commit State (1) Provision Status i) HNutwaor
Q) Sear
O Accoss Baso Config Tast Ragular 1 @ 17 Jul 2025 07:58 PM Not Provisioned
~ a
() Temp Project Demao . J
. i terface Configuratiorn Test Regular 2 @ 17 Jul 2025 07:51 PM Mot Provisioned
() Jenkins
M Access L2 YLAN Configurat o Test Regular 2 @ 17 Jul 2025 07:50 PM Not Provisioned
-
Veloc 0O Access Standard Configuration Tast Ragular 1 @ 17 Jul 2025 07:53 PM Mot Provisionad
() Fujitsu_Project — J
O Aceess Uplink figurat Test Regular 1 @ 17 Jul 2025 07:52 PM Not Provisioned
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T IEAR—ADERE :

CDADI)—=>223y Mg, BEXRBREDHZRLTVET,

{% include "Test/Access L2 VLAN Configuration" %}

{% include "Test/Access Interface Configuration" %}

{% include "Test/Access Uplink Configuration" %}

{% include "Test/Access Standard Configuration" %}

{{ Access_L2_VLAN_Configuration(branch_number, is_poe) }}
{{ Access_Uplink_Configuration(branch_number, is_poe)}}
{{ Access_Interface_Configuration(branch_number, is_poe) }}

{{ Access_Standard_Configuration(branch_number) }}

T OBEAR—ADEKRE

COEDIATHRETVTL—BME, VLANRRE, FYTVIOAVR—TIAARE, 77t
AAVE—TIAARE., BLrOFEEREDI DO T TEHENTVET,
branch_number&is_poe M2 DO NEH DX ZFEA T8, BEENHETT,

branch_numberld, Day 07> 7L —RNIRENTWVWRDLSICT SV FEBOVLAN IDZFHE
LET, is_poeld. POEARALS Y FHPoEARA Y FHIPoERAS Y FHLAZHMLET, Ch
SOEHR7OEDaZ>IhCRfteh, TD21—-)LICEBEEATELVRENMERENSD
o, EENBREN, BRAEMELET,

R, BED1-)LZRELT, BRECOBEDHDIDERICETNSAEDRS ICEBT
DHEWRELET,

T+t AL2 VLANDEEE

{% macro Access_L2_VLAN_Configuration (branch_number, is_poe) %}
!
vlan {{ 100 * branch_number + 11 }}
name DATA_VLAN
!
vlan {{ 100 * branch_number + 12 }}

name VOICE_VLAN
1

vlan {{ 100 * branch_number + 14 }}
name AP_Mgmt
{% endif %}

{% endmacro %}




Tt AL2 VLANDERE

COEDZ1I-I)E, ITIEHALLERSIC, 7T 0FESICETVTIVLANZERLET, T
—ABRVTEFFVLANE, POEZHR—KLTVWBIAESHICEELELS, TIXTODARAIYFT
ERENET, APEBVLAN ( 750 F10OBEEF1147E ) (&, is_poeh "Yes, ICERES
NTVBEBE, DEWV ALY FHPoEZHR—RNLTVRBEICOMMERENET,
is_poe#f "Noi DFE, APEEBVLANGEAFYTEhET, chik, FPoERS Y FTRT
DHEARA 2 M HR=—RENBVEDTT, Chik, &G ZERALTEEEIIET,

{% macro common_access_settings() %}
switchport port-security maximum 2
switchport port-security

switchport port-security violation shutdown
spanning-tree portfast

spanning-tree bpduguard enable
storm-control broadcast level 2,00
storm-control multicast level 2.00
storm-control unknown-unicast 2.00

{% endmacro %}

{% macro Access_Interface_Configuration{branch_number, is_poe) %}
!

interface range Gi1/0/1- 6

{% if is_poe == 'Yes' %}

description *** Ap ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 14 }}
{% else %}

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}
{% endif %}

{{ common_access_settings() 1}

|

interface range Gi1/0/7 - 24

description *** User Ports ***

switchport mode access

switchport access vlan {{ 100 * branch_number + 11 }}
switchport voice vlan {{ 100 * branch_number + 12 }}

{{ common_access_settings() }}
]

{% endmacro %}

TORCAA 2 R—T I A A&

COED1-INE&E, FTORBARA 2V ER—T I/ AREZREL, BIROPEAAMYFERUT
T7O—F&ZFERALET, is_poeZH,AH "Yesy DFE, RAAYFHPoERAAMYFTHD L%
BIL. BUD6DNDK—N(1 ~ 6)CAPEEVIANERETDAEAH Y EF. ThBAD
BEE., BHIN6ODDAR—RNE21—HYTFTIOEAR—NELTRETIHBENHVET,
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AB—T7IAAQEBARFEENEN, ANBRELTRERFEATSAELS<ZYELE, ChiE
T 7 L—=NAOEROBERNRICHZADEODDORARNTZIOTAAEEZSNTVE
o TS5, ZOED 21 —)LICIkcommon_access_settingsE WS BRIOIY VOFEENTSH
V., BVBLIThhEREERETRETT U TL— M A XZHMLLET, DNV
ORBIZAVRA—TIAARENTHTHE DS, MEELEEITILEEHYEEA,

S
EZOTUTL—RE, IRNTOTIERAAM UV E—TIAAICEUHAZBERALET
o BAVE—TIAAILEBORBAHIBERIZER. B OPYython AV U7 KEIZIEE
BOBBILY - ZEALTAVE—TIARAZTYI 1T EEZHBBOLET,

TYTIVIALVR—T I ADRECERTZIED 1)L ZRELET,

{% macro Access_Uplink_Configuration{branch_number, is_poe) %}
{% if is_poe == "Yes' %}

|

interface range Te 1/1/1 -2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }}{{ branch_number * 100 + 12 }},{{ branch_number * 100 + 13 }}{{
branch_number * 100 + 14 }}

no shutdown

!

{% else %}

!

interface range Te 1/1/1 -2

switchport

switchport mode trunk

switchport trunk allowed vlan {{ branch_number * 100 + 11 }}.{{ branch_number * 100 + 12 }}.{{ branch_number * 100 + 13 }}
no shutdown

|

{% endif %}

{% endmacro %}

TOEATYTIODHRE

COEDI-=INE, TYTIVIOAVBR—T I ADHRERERL, VLANTIIL—Z_2T %0
BLET, A4 YFHPoEEHR—KNLTVRES, APEEVLANRKFTE NhBVLAND ) R
NIEENET, HR—RLTVEREVWHEAEBRAETIhET, coO>y Ik, siiRok> I
. - RADIRGEFERALTEBEEIET,

REOEZI-INZRELT, RANTZIVTAAREFIUT 1 ORILESCEEREE
FIAL XTI,
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{% macro Access_Standard_Configuration (branch_number) %}
!

spanning-tree mode rapid-pvst

spanning-tree extend system-id

!

vtp mode off

no errdisable recovery cause all

crypto key generate rsa modulus 2048

!

ip ssh version 2

ip ssh time-out 120

ip ssh source-interface vlan {{ branch_number * 100 + 13 }}
no ip http server

no ip http secure-server

ip http client source-interface vian {{ branch_number * 100 + 13 }}
!

logging buffered informational

logging host 192.168.1.10

logging host 192.168.2.20

logging source-interface vlan {{ branch_number * 100 + 13 }}

!

ntp authentication

ntp authentication-key 10 md5 NetwOrkAuthKey

ntp source vlan {{ branch_number * 100 + 13 }}

ntp server 192.168.3.1 key 10

ntp server 192.168.3.2 key 10

|

snmp-server enable traps

snmp-server trap-source vlan {{ branch_number * 100 + 13 }}
snmp-server group NMSNWDEVICE v3 priv access SNMPHOST
snmp-server user netadmin NMSNWDEVICE v3 auth sha AuthKey123 priv aes 128 PrivKey123
!

ip access-list standard SNMPHOST

permit 192.168.4.0 0.0.0.255

!

ip access-list standard VTYACL

permit 192.168.5.10

N—K1: BEBEANODT I




permit 192.168.5.11

!

aaa new-model

ip tacacs source-interface vlan {{ branch_number * 100 + 13 }}
tacacs server TACACS_1

address ipv4 192.168.6.1

key TACACSKey123

timeout 4

tacacs server TACACS_2

address ipv4 192.168.6.2

key TACACSKey123

timeout 4

aaa group server tacacs+ TACACS-SERVER

server name TACACS_1

server name TACACS_2

!

aaa authentication login default group TACACS-SERVER local
aaa authorization exec default group TACACS-SERVER local
aaa accounting exec default start-stop group TACACS-SERVER
!

line console 0

login authentication default

exec-timeout 5 0
1

line vty 0 15
login authentication default
access-class VTYACL in

exec-timeout 50
!

banner login A
skl dkokokkokok ko kol skok ok sk kok ok sk kok sk sk ok sk ke sk o sk ke ok WARN'NG sk kkokokkkokkok ok ok kokok sk sk ok ok skl sk ok sk ok sk ok ke sk sk ok sk ok ok ok

All systems/network should be used/accessed by authorized persons only
If you are not authorized to do so, you should log off immediately
Access to and usage of this system /network may be monitored
All users must comply with information security policies
Any Violation may lead to disciplinary action.

T Ty T T T T T T T T T TN

{% endmacro %}
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Simulation Name = Date
= Day N Sim Jul
1 Yes

R7: TORAARAY FDayNT>7L—hIZ21L—>32V0OANEHN



= b Catalyst Center Design [ CLI Templates ¥

Simulation - Access Switch Day N Simulation

Variables Simulated: 2 Status:

vlan 111
name DATA_VLAN

!
vlan 112
name VOICE_VLAN
1
vlan 114
name AP Mpmt

range Te 1/1/1 - 2
t
t mode trunk
ort trunk allowed vlan 111,112,113,114
hutdown

face range Gil/e/1 - &
ription *** Ap %1
switchport mode acc

shailis Catalyst Center esign / CLI Templates

CISCO

Simulation - Access Switch Day N Simulation

Variables Simulated: 2 Status:

ace range Gil/e/1 - &
cription *** Ap *x=
switchport mode
‘t acc vlan 114
"t port urity maximum 2
-wltrhpurt port- urity
switchport purt rity vielation shutdown
s fast
panning-tree bpduguard enable
control broadc

|

interface range Gil/e/7 24

description ***
I|pnrl mode ac

vlan 111

lan 112
witchport port ity maximum 2
switchport port

CORSICLT, PORALAVYTTOTL—hE2HERALTREZERTEET,

R, TFAARNIELI—=23VBOTFNAARAZRT, ThEICEDKSICTUTL—h2#E
ATE2 0 2H8ELET,

TAANIELI =232 ERAAYTF

R, FTAAMNIEZ—23 2 AAMYTFROED 25707 L—NEFREFLET,. EXTOTL
—KNEFDOED 1—)LIE, Cisco Catalyst Center® "1 ANUE1—>3a> A4y F, 70>
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aluilie - Catalyst Center Design / CLI Templates

(41 1]

FILTERED BY Templates (6) ©
Distribution Switch = ) Sea
SUMMARY 0 Selected =i Impaort
~ Project Name (75 -
) a Name - Project Type Version Commit State [ Provision Status
f_-‘« Search
O Distribution ACL Cenfig ¥ Distribution Switch Regular 2 @ 17 Jul 2025 09:35 PM Not Provisionad
o . a
@ Distribution Switch — J 203 :
O Digtribution base conlig Distribution Switch Regular 4 & 17 Jul 2025 11:15 PM Not Provisioned
() Cloud DayN Templat
'\' Distribution L2 VLAN Conflig B Distribution Switch Regular 1 © 17 Jul 2025 09:24 PM Mot Provisioned
O Test123 <
() Day N config l ] 4 Distribution Switch Regular 2 © 17 Jul 2025 09:39 PM Mot Provisioned
() demol —
. O Distribution STP Dawnlink C J Distribution Switch Regular 3 © 17 Jul 2025 10:17 PM Not Provisioned
J Distribution Switch Regular 1 @ 17 Jul 2025 09:28 PM Not Provisioned

Bl . F14ANIELI-232FTUTL—hK

FIE2 : FEZP1 - EZERELET,

REHEENATVRELRETR., BEDZ1-LBLTIRTOEI I-IIUHNSRENET,

% include "Distribution Switch/Distribution L2 VLAN Configuration” %}
{2 include "Distribution Switch/Distribution STP Downlink Config" %}

% include "Distribution Switch,/Distribution SV1_HSRP_OS5PF Config” %}

% include "Distribution Switch/Distribution ACL Config" %}

"

% include "Distribution Switch,/Distribution Standard Configuration” %}

{1 Distribution_L2 VLAN_Confizuration{branch_number, is_poe) 1}}

{1 Distribution_5TP _Downlink_ Config{branch_number, is_poe, distribution _number] }}
{1 Distribution_5VI_HSRP_0SPF_Configlbranch _number, is_poe, distribution _number) ¥}
{f Distribution_ACL_ Config(branch_number) 1}

{{ Distribution_Standard_Configl) ¥}

Bl FAANIELI—23OR—ATFUTL—NEZI1-)

TORBARAYFERKIC, IXTOTUTL—KNE "F1ANIELI—>3 VR4V T, 70
SIVRATERE N, EXTOTL-—MNATERENE T, —BOTUTL—-—KETIEAR
AYFTHEAETIZTTL—RERUTIAN, COEIZI3I>TR, FAAKNIELI—-3D
AAYTFICEBOEWCOVWTHALET, V21— "F4ARNJEILI—232L2 VLANDER
By, PTOEARAAMYFICBALTHRLEEDERLUTT, COBEWICOVTR, T70EA
L2VIANO> 74 %31 —=232F221—)bas ZZRLTLKEETV, BERICEEShIEADEL
EOVWT, BEBZVLANZERLET,




CCT, "FA4ANIELI—=23USTPEA O ORE) ED1—-I)IL2HRBLET, COED
1—=)LE, FAANIELI=232RAAMYFORNZV IV )—BROT YT I IREDER
ELELET,

{2 macro Distribution_STP_Downlink_ Config (branch_number, is_poe, distribution _number) %}
1

spanning-tree mode rapid-pvst

{% =zet base_vlan = branch_number * 100 %}
{2 set vlans = [base_vlan + 11, base_vlan + 12, base_vlan + 13] %}

{3 if is_poe == "Yes' %}
{2 set vlans = vlans + [base_wvlan + 14] %}
{25 endif %6}

{24 if distribution_number =1 %}
{2 set stp_ priority = 4096 %}
{2 elze %}
{% set stp_priority = 8192 %}

{25 endif %6}

spanning-tree vlan {{ vlans | join(",") ¥} priority {{ stp_priority 1}

1

interface range TWE 1/0/1- 2
switchport

switchport mode trunk
switchport trunk allowed vlan {{ vlans | join(’,") ¥}
no shutdown

1

{2 endmacro %}

TAANIELI—=23USTPH IV UV JEE

CCTE, Jinja2N O OBENFRAETNTVET (COMBERERED 1 -/ TSREATVE
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CODEZ1—)LIE. Tbranch_numbery ICESVWT, BV ALY FHPERETHINESH
k2T, ANZ2OYU—=7ORJISTP)ERI ) DAV BZ—TIA AZRELET,
Tbranch_numbery ZHEFET SO FIC—EOR—AVLANZERT B LEHICFEREN, TOEA
AAYFIIOVTITICRHBALEFEZERKIC, BIEOVLANZRIELET. A1 Y FHPoER G
NiEE( Tis_poes == MYes, ), APEEVLANBZ EDBMVLANA" U ANICEBMENET, ©
distribution_numbery ZEIESTP7 T 14 7 1) 7 14 ZREL . Distribution 1D ERE I£4096 ( BxI)L
—RNTUYDIETB ), EHVHVERARS Y FORERS192TT, HKEIC, EYAVLAND K
FUODAVEB—TIARAIZHERAEN, A4 Y FHPERITHBINESIHIZK2T, BETS
VLAND AFFRENKRT,

R\Z.  TDistribution SVI_HSRP_OSPF Configy EZ 1 —J)LZHRBLET. COED 21—, %
BPBRY ND—I)N—TFTAVITBLTEAREDLZHDSVI, HSRP, S LVOSPFOEY K7V
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{2 macro Distribution_5V1_HSRP _O5PF _Config (branch_number, is_poe, distribution _number) %}
1
interface loopbackD
ip address {{ loopback_ip ¥} 255.255.255.255
1
router ospf 1
router-id {{ loopback_ip 1}
1
key chain HSRP_KEY
key O
key-string cisco@ 7875
1
interface vlan {{ 100 * branch_number + 11 }}
description Data_Endpoints
ip address 17217 {{ (branch_number - 1} * 16 1}L{{ distribution _number + 1 ¥} 255.255.240.0
standby bfd
standby version 2
standby {{ 100 * branch_number + 11 }} ip 17217 {{ (branch_number- 1) * 16 1}.1
{24 if distribution_number =1 %}
standby {{ 100 * branch_number + 11 }} priority 255
{9 else %}
standby {{ 100 * branch_number + 11 }} priority 250
{25 endif %6}
standby {{ 100 * branch_number + 11 }} authentication md5 key-chain H5RP_KEY
standby {{ 100 * branch_number + 11 }} preempt delay minimum 120
no ip redirects
no ip unreachables
no ip proxy-arg
ip ospf 1 area 0
bfd interval 100 min_rx 100 multiplier 3
1
1 uplink interfaces
interface TWE1,/1/1
no switchport
ip address {f twel 1 1 ip ¥} 255.255.255.0
ip ospf 1 area 0
no shutdown
1
interface TWE1/1/2
no switchport
ip address {f twel 1 2 ip ¥} 255.255.255.0
ip ospf 1 area 0
no shutdown
1
{2 endmacro %}

FA4ARN)E1—23>SVI HSRP_OSPFMERE
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AVAAYFDIBZBEHDIPIK172.17x3TF, ChiZ&kl), IPPRLANBEBWICFTEEZ L, T
Z—HAREY, 7OEANBRILENET,
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AVACLOERE) ED1—-I)Z2HELET,

{25 macro Distribution_ACL Config (branch_number] %}
1
ip access-list extended BLOCK_BRANCH

denyip 172.17 {{ 16 * (branch_number - 1} }}.0 0.0.15.255 172_16.{{ 16 * (branch_number - 1} }}.0 0.0.15.255
deny ip any host 239.255.255.250

permit ip any any

1
interface vlan {{ 100 * branch_number + 11 1}
ip access-group BLOCK_BRAMNCH in

1

{2 endmacro %}
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= Design [/ CLI Templates
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Simulation - Distribution Switch Simulation

YVarabies Simolsied: & Siatus
111
MATA VLAN

wlan 114
name W

114
AF_Hgmt

mode Faplid-pyst
vlam 111,112,113,114 pri
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FIE2 : EXRETEBED 1IN ZERTS

{% include "Core Switch/Core VLAN 5V1 Configuration”™ %}
{2 include "Core Switch/Core Downlink OSPF B2B Config" %}
{% include "Core Switch/Core Uplink BGP Config™ %}

{2 include "Core Switch/Core Standard Configuration™ %}

{{ Core_VLAN_5VI_Configuration () ¥}

{{ Core_Downlink_OSPF_B2E_Config [} }}
{{ Core_Uplink_BGP_Config () ¥}

{{ Core_Standard_Config () 1}

OAT7R—AEBR
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{2 macro Core_VLAM 5V Configuration () %}
I
vian 2001
name eBGP_peering_to FW
1
vlan 2002
name O5PF_neighborship
I
interface vlan 2001
description eBGP Peering to Firewall
ip address {{ VLAN2001_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
no ip redirects
no ip unreachables
no ip proxy-arp
I

interface vlan 2002

description O5PF neighborship to Core SW 2
ip address {{ VLAN2002_|P }} 255.255_255 248
bfd interval 100 min_rx 100 multiplier 3
ipospfla0

no ip redirects

no ip unreachables
no ip proxy-arp

1

{2 endmacro %}
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{2 macro Core_Downlink_OSPF_B2B_Config (] %}
I

interface loopbackD

ip address {{ loopback_ip }} 255.255.255.255
1

router ospf 1

router-id {{ loopback_ip 1}
default-information originate

I

I downlink interfaces

interface TWE1,/0/1

ip address {{ twel_0_1_ip }} 255.255.255.0
ipospf 1 area 0

no shutdown

I

interface TWE1,/0/2

ip address {{ twel_0_2_ip }} 255.255.255.0
ipospf1areal

no shutdown

1

interface TWE1,/0/24

description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown
|

interface TWE1,/0/48
description Towards_Core SW

switchport mode trunk

switchport trunk allowed vlan 2001,2002
channel-group 10 mode active
spanning-tree portfast trunk

no shutdown

I

interface Port-channell0

description Towards_Core SW
switchport mode trunk

switchport trunk allowed vlan 2001,2002
spanning-tree portfast trunk

no shutdown

|

{2 endmacro %}
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{% macro Core_Uplink_BGP_Config () %}

I

router bep ff AS Number }}

bep log-neighbor-changes

bep router-id interface LoopbackD

bep graceful-restart

I

1 eBGP Peering with Firewsall

neighbor {{ BGP NEIGHBOR ¥} remote-as {{ REMOTE_AS 1}
neighbor {{ BGP NEIGHEOR }} description eBGP Peering with Firewall
neighbor {{ BGP MEIGHBOR }} update-source vian 2001
neighbor {{ BGP NEIGHEOR ¥} fall-over bfd
apgregate-address {f AGGREGATE_IP ¥} If AGGREGATE_MASK }} summary-onky
|

address-family ipvd

network f loopback ip }} mask 255 255 255 255
neighbor {{ BGP MEIGHBOR Y} activate
exit-address-family

I

I Redistribute OSPF into BGP

redistribute ospf

I

I Uplink intefaces

interface TWE1/0/23

description Towards Firewall

switchport mode access

switchport access vian 2001

channel-group 10 mode active

spanning-tree portfast

no shutdown

I

interface TWE1/0/47

description Towards Firewall

switchport mode access

switchport access vlan 2001

channel-group 10 mode active

spanning-tree portfast

no shutdown

|

interface Port-channel10
description Towards Firewall

switchport mode access
switchport access vian 2001
spanning-tree portfast

no shutdown

|

{3 endmacro %)}
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