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CWATE, DAVLATO77 AN ERETDILENBYET,

DAVLATO7 74N %RETSIZIE. Design > Network Profiles® JEIZ3EIR L, Add Profile%
21y LT, WirelessZZERL E T,

Network Profiles

o Add Profile
. Assurance
Network Profiles (119)
Firewall
() Search Table Routing
Profile Name Type = Sites Actlon Switching

Wireless

BEICISLTZ7OA77AINICREZGFTET, COBITE, D4 VLAZ7O77M4ILORFIE
CWA_Cisco_Wireless_Profile 9, AddSSIDZBIRI BT, CO7O77A4IICEEED
SSIDZEMTEET, SSIDNERIZOWVWTIK, "OEo>3a > THIEALET,

Add a Network Profile

:r Network Settings > Wireless [

CWA_Cisco_Wireless_Profile

Site: Assign

S35IDs AP Zones Feature Templates CLI Templates Advanced Settings -

Add SSID

AssignZBIRL T 7’O7 74N Z BRI YA N EIBIRL, BROY A NEBIRTDH A b
BIBIRL =5, SaveZ V)Y OILET,



Profile Name*
CWA_Cisco_Wireless_Profile

Site: Assign

S5IDs AP Zones Feature Templates CLI Templates Advanced Settings

Add SSID

SSID MOERK
Design > Network Settings > Wireless > SSIDsDJEICBE L, AddZ2o7 UYL ET,

SSIDs

Configure SSIDs for enterprise and guest wireless networks. You can assign them to sites via Wireless Network

Profiles.

o Add

SSID (79)
Q1 Search Table Y
Ef SSID Scheduler () 0 Selected
Network Name (SSID) = WLAN Profile Name Policy Profile Name SSID Type L2 Security L3 Security Wireless Profiles Portal Name AfR Servers
)
test_ nterprise - open - Configure AAA
9 1865 2) B pii wpa3_pers " fernarom_wirele N/A
onal 55, J... See all

O 1865test 1865test_



E>2 MCWANDSSIDZEERTBICIE, TARNZRA T ZBIRTDMBENf HYET, COER
L&V, WLCEDSSIDODA VL ARV —7OT77AI)ICIY RnacANX > RFE

Eh&Exd, COOXRRZFEFRATRE, I—FHFF vy TT4TR—ZILICERL#E

. COAZBRIICFERATEERT, COFREZTHLHEVE, I—TFREFERER—ZFILADD
AALORNEZBY)RUEYIRIERIL—TICHREDAIEEN B ET,

AddZIBIRL =%, SSIDERED—I 70— AT T, BIIDOAR—T T, SSIDnameZEREL F
T £, BER) S —bandZiBIRL, BEAT—ZAXTO—RF+ ANREEZSOUSSIDIRAEE
BERCTEET, COOA74Fa2L—>32HARTIEE., SSIDOEZHIIECWA CiscoTT,



Wireless Metwork Name (SSID)* WLAN Profile Name* Policy Profile Name
CWA_Cisco CWA_Cisco_profile WA i fil

Radio Policy
® 2.4GHz 5GHz 6GHz ©
2.11b/g Policy
802.11bg il [J) Band Select (3) (7) 6 GHz Client Steering

[3 Fast Lane (&)

Quality of Service(QoS) ©
E Ingress

VolP (Platinum) & v VolP (Platinum) Up @ v ®

SSID STATE

SSIDEZANTRDE, WLANZTOTZ7Z7AINBERV—TOA77A LB EBNICERENET
o NextZiZBIRL TIRICHEAKAET,

CWASSIDIZIE, DB < EE1DDAAAPSNERETEHRENHET, EREETAhTLAL
ZBEE. Configure AAAZIEIRL, ROV FHA IV ARNNDASPSNIPT RLAZERLET,

Authentication, Authorization, and Accounting Configuration

Atleast one AAA/PSN is required for CWA 55IDs. Configure AAA to add one
“\ Configure AAA

() Deny RCM Clients (D)

Pre-Auth ACL List Mame W

AMAH —NEBIRL 7%, LAV3EFIUTANSA—REBREL, K—RIL 21 T (HDBE
ErERY NARY M) EBRLET,

RY RARY RTARNKR—=ZI) : RY NARY R ARKR—=ZI)IE, I—HFBPNAT—RZEH
BLEFTILTANIRYND—OT OV ERZRELET, T, I—HR@&T7I0E727I)IL1—
ARV —AUP)ZEZFANTERY ND—=JICTIOEAL, TOEDA 2 RXA—Y NT U RAIC



ERBENBVET, VLTV VITARKR=ZIIL : LTI YILTARNR—ZILZEAL
TTF7OEATBIEE, TARM A—HFHRENAD—REZF>TVIRENFHYET,

L3 SECURITY

© Web Policy () Open
Guest users are redirected to a Web Portal for authentication

Authentication Server

Where will your guests redirect after successful

What kind of portal are you creating today 7 authentication ?

Central Web Authentication A Self Registered ~ Original URL bl

Self Registered

Hotspot

I—HYHFEAR)S —2BRELFERLULRICETENDTIIIVERETERT,
Success Page, Original URL, & &KT'Custom URLD3D2DA 7> 3> &EERTEET,

Authentication Server

r guests redi r suc
What kind of portal are you ¢reating today ?
Central Web Authentication MEO) Self Registered W Original URL A
cess Page
Original URL
Custom URL

BEAT AV OBEEZRICBHALET,

BRINAR—2 BRI L S EZRIBERER—DICI—HZ2URALINLET,

Original URL : ¥ ¥ 7714 JAR—ZIIICK > TRITZEENBDFICEREhAETOURLICTI—
ZURALOIRNLET,

DAZALURL : BELEHDARALURLICI—HFZVRALIRNLET, COFT2 a2 ZEIRT
&, BRURLEZERTADLEONDEMT 1 — )L RFEMIZEYERT

[@ U R—= @ Authentication, Authorization, and Accounting Configuration® T, Pre-auth ACL%
BMETEEXRT, COACLZEATS L. DHCP, DNS, FLEFEPSNOIP7 RL AAO7OKT
LNZRTBDIVRNIZEBMTEERT, ChSOT7 RLARRY RD—OUBELMSEBEA, 70O
Ea”- dFICUR ALV MACLICEMENE T, CO¥EEE, Cisco Catalyst Center/\—2
A2233XETHEATEEXT,



Authentication, Authorization, and Accounting Configuration
9, AAA Configured (1)

() Deny RCM Clients (i)

Pre-Auth ACL List Name W

EHFRAIACLZERE T B ICI1E. Design > Network Settings > Wireless > Security Settings ® JIE (252
RU. Addzo V)Y OLET,

Pre=Auth ACLs AP Authorization List AP Impersonation onfigure DTLS Ciphersuites

Configure Pre-Auth Access Control Lists. You can assign them to SSIDs during SSID creation or modification

Pre-Auth Access Control Lists (10)

o Add

&4 M A HildkCatalyst Center®ACLZFBIL . 2EFEB OB HIEWLCHOACLBRICHISLET, 2%B
NDBFETE, WLCTREENTVWIBREOUR AL I NACLE—HITHUEMNHYET, SEL
L T. Catalyst Centerld & #iCisco DNA_ACL_WEBAUTH_REDIRECTZWLCICZ7’' O 3a =Y
LET, EFARMACLASOI NI, BFEOINUDORICEMNMENET,

New Pre-Auth ACL

th ACL Name*

Name_on_Catalyst_Center DNAC_ACL_WEBAUTH_REDIRECT

SSIDHET7—V 70—ICRY . NextZiBIRT D &, SEBIT. EYIDRALTIN, 054
ToRI—YEZALT I, L—bRREEDFHFMRENIRRENET, LEICSUTNTA—

REFEL., NextZBIRL THEITLET. COBRAM RTEE, F7AIIRNREEZFEALTVE
9,



Advanced Settings

Configure the advanced fields to complete SSID setup.

SSID Name: CWA_Cisco (Guest)

MFP Client Protection Protected Management Frame (802.11w)

© Optional () Required () Disabled O © Disabled

.3 11k - Neighbor List [3 Radius Client Profiling (&) .3 Coverage Hole Detection

WLAN Timeouts

® Session Timeout () 28800

& Client Exclusion 180
& Client User Idle Timeout 300

11v BSS Transition Support

BSS Max Idle Service @ Directed Multicast Service

NextZ BRI D &, #eET 7L —NESSIDICEEN TR RSROZD 7OV T MFERTRENET
o BEICIBUT, Addde7 VY ILTHRERTYTL—hZEBIRL, TTLIESNextZ22UY o
LEXT,

Associate Feature Templates to SSID

Select a design instance from the table or add new design instance to associate the Feature Templates to 551D

Design Instances i Refresh L) Impaort

Search Table

SSID%E, ZKBFEERLEDAVLAZTO77AIICEERITET, FMAICOVTE, "T2414vVL
ARY RND—=07O774INOHER) DEEZSBLTILKEEY, cOtEI> 3> TRE, SSIDN
T77VYIORBEHAESH ZBIRTDCEETEET, BT LS, Associate profile® 7 ') v &
LET,



SSID Name: CWA_Cisco (Guest)

QU Associate Profile

Q, Search )
Profile Name

100NG SOM RA

WLAN Profile Name

CWA_Cisco_profile

adortiz-test-profile

Cancel

Policy Profile Name

anarami-wireless

Fabric

© Yes

angel test
r"\_ NO
antvegaprofile o
Cnicolet_Oeiras

I CWA_Cisco_Wireless_P...

DAVLAEERNSARNRAY MORR

—, CWA_Cisco_profile ’
® M- -prat’e ®
802.11be Profile Name W

T7O774)%ZSSIDICBEENFES, NextZI VY ILTHFYTTF AT R—FIN2ERS LV
HUET, 2B T ZICE. Create PortalZ Vv UL ET,

SSID Name: CWA_Cisco (Guest)

No Self Reagistration Portal
Available

Use the create portal button to create a
new portal

Create Portal

R—ZI)LEE, FODNHDO RX A VB EISELDRIZ—EY hEZERLET. TTLES,
[Save] 20 Y IL&ET, R—RI)IRBRETREBEEETHY . BEISUTHIRTEET,



Portal

‘ CWA_Clsco_Portal Login Page v

+ Page Content

HIGH-TECH
CORPORATION

Access Code

Header Text

-+ Sign In

7 Welcome to the Guest Portal. Sign on with the
username and password provided to you.
USERMAME:

ilagunes

PASSCODE:

By signing up you agree to the terms and conditions

NextZ BRI B &, BIDATY T TERENIEZINTORENTX—ZOEWNHIRRENET,



Summary

Review all changes

SSID Name: CWA_Cisco (Guest)

» Basic Settings Edit

> Security Settings Edit

» Advanced Settings Edit

v Associate Feature Templates to SSID Edit
Design Instance MN/A

v Network Profile Settings Edit
CWA_Cisco_Wireless_Profile Fabric (Associated)

REDMEESEL., Savex BRLTEEZEALET,
Jr77Uvo7yaesa->y

DTAVYLARY ND—=07O7 74N 27 77 )Y U414 MNIBEENTS &, SSIDA Provision >
Fabric Sites > (Your site) > Wireless SSIDs® T ICRREhE T,



A HAMODAVYLALANIY RO—F T, D4 VL ASSIDOTICSSIDZRRT D &
SICHRETILENHYNET

SSID7'—IZ&ERL, #7>3>TEF1UTAIIN—T2JZFEER T T, Deployzo'Jv o

LET, SSIDIE, 77— IAE)HTESNTVBRBEEICODAK, PIVEARSA U NIE2T7O—R
FYARETIZFET,

@ Enable Wireless Multicast

Traffic Type

AireOS# & U'Catalyst 98001 RO—F Tk, XY NI —URETSSIDREZZEEL &I,
JA4YLALANO> NO—Z2B7O0E23 -2 LFT,



SESSIDIC T —IILAEI) BT TVWAWEE, APIESSIDZ7O—RFYARNLEVE
NDEREENET, SSIDIE, 77— IILHE)HTSshEBICOATO—RFYARNENE
T, 7=INE)YETEshDE, O NO—Z%2B70OED3a - 32 BEN BLK
VVET,

Cisco ISElc 7O a - e hi-3E0HEE

cDto> 3> Tk, Catalyst CenterlC& 2 TCisco ISEIC 7O a Z 0 JE 3R EZRIL
9,

FA7O774)

Catalyst CenterA"Cisco ISETC7OEZ aZJ93BREN—HE, RIA7O7 74N TT, <D
T7O774)E, NGX—=ZRICETVTITATUNIENETshBEREEEL. VLANE
VYT, ACL, FERURLUAAL I RNBEDRENRELZEDDENTEET,
ISETRAI7O7 74 %&ERRTSIZIE, Policy > Policy Elements > Resultslic BB L £9, R—
2 )LEH'CWA_Cisco_Portal®35&., 7’07 7 4 )L IECWA_Cisco_Portal_Profile T, #8771



—JL RIZIEE, TF AN TDNA generated Authorization Profile for portal - CWA_Cisco_Portal ; A"
RRENET,

Standard Authorization Profiles

[ ] Name Profile Description

] &= Cisco SGT Authentication Profile para DNACt

: &%= Cisco Default profile used to block wireless devices. Ensure that you configure a NULL RC
| Por Prof ak Cisco DNA generated Authorization Profile for portal - CWA_Cisco_Paorta ‘

CORBAZTO77AINICEI2TIAVYLALANIY RO—F(WLC)ICEEE N -BMHERTTS
& BATO77ALEEIVYILT, T—RUBRRAY, £V2aVESRLTEETY

CORAZ7O77A4INIE., VXAL Y NACLEVA AL U NURLEZBEELET,
Web Redirection@H¥IC k. RD2DDNFX—ZHFHVYET,

1. ACL Name:Cisco DNA_ACL_WEBAUTH_REDIRECT % & &
2B : FYTTA4TR=—BINOBFEZSRL E 3 (Z DHITIECWA_Cisco_Portal)o

FIAEEMXY E—DORR AT I 2EATIE, IV RRA M REEAL TWSFHA
BEEMIBLEOICAR—ZRIEZFEATELRT,

IBANA 7S 2> @ Static IP/Host Name/FQDNI& . Display Certificates Renewal Message® T2 &
WET, COMEEEFERATRHE, R—ZI)IOFQDNTRELIPPRLRAZEBETEET, chiF
FYTTATR=ZIIADNSH—NICEETEEVLEHICO—RICKBLEBERICKRIEET

o

~ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)
v ACL DNAC_ACL_WEBAUTH_RE... -~ Value CWA_Cisco_Portal v
Display Certificates Renewal Message
Static IPfHost name/FQDN
Suppress Profiler CoA for endpoints in Logical Profile

R —EY K

Policy > Policy Sets > Default > Authorization Policy® JEIZ#E L, CWA_Cisco_Portal& W\ S & Hl
DAR—ZILAICHERENEZ2DORISZ—EY hE2RRLET, chsSORUS—tY NFRDE
HYNTT,

« CWA_Cisco_Portal_GuestAccessiR!) > —
« CWA Cisco _Portal Redirect’R!) < —



JUESLS

= Radius-Called-Station=ID ENDS_WITH :CWA_Clsco

CWA_Cisco_Portal _Pr Select from list

CWA_Cisco_Portal_GuestAccessPolicy?lR US> —l&, 954 T "RFBEERELEBRY NAKRY
NR— '}UL’EJEIJ‘CWeme7 I:ItZ’E?'CL::"'ET LTWBEEICERAEhET,

CORYZ—tY NE, RDIDDEELC-HLET,

 Wireless_MAB:Cisco ISEA"J 4 ¥ L ALAN> NO—Z A SMACEREE/N 1 /N A(MAB)FR:
EREZETDEEILEAETIAET,

« Guest_Flow:GuestEndpoints IDZ I —7ICR LTI RAKRA2 NOMACT RLAZF TV
V9BISEESBLET, IV RRAVNOMACT RLAANZOTIL—TICFEELEVES
. RUS—RBEAEhER A,

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco:Called-Station-IDl&, 7V Y &kl
T EAKA T NAPYDMACT KL A ZASCIER TRET BISEORADIUSEHT. 72
tRENBSSIDELIIOL()TRY>TEMLET, —OFITE. CWA_CiscoH
SSIDEZRLTVWET,

7707 7A4ILDOTIC "TPermitAccessy EVDSBRINFRTENTVET, chlk, METELZDY
FHRBFARBAZTAOT7AILTT, ChiCkY, XY RND—=OANQOTILNT VAN RHEEh, EIo
. 5l TSecurity Groupsy D TN TSGTZEIWH TR EETEET, CODFE, DA T
Guests; T9,

PermitAccess7O7 7 AN ERAETNET, chik, BETET, XY RNT—I\NOTINT It
AZHFHA TR FHNENERIT7O774ILTT, SGTikSecurity GroupsPI TEIVW) KT & T
EET, CNDHFE. SCTIkGuestsiCEREENE T,

RIZTERR T %R 1) 2 —I[FCWA_Cisco_Portal_RedirectPolicy T 9,

CORYD—tY NE, RO2OOEELC-HLET,

« Wireless_MAB:Cisco ISEA 74 YL ALANI> RO—S A SMABRIAERZZFETRH L E
ICERAENET,

« RADIUS Called-Station-ID ENDS_WITH :CWA_Cisco:Called-Station-IDi&, 7V v &kl
FOEAKA > NAP)OMACT KL RAEASCIFR TR T BISEORADIUSE T, 74
EAENBSSIDEEZOOV()TRY>TEMLET., OHITRE. :CWA_Ciscot
SSID&EZXRLTVWET,

CnSsORI—DIEFIFEETT, CWA_Cisco_Portal_RedirectPolicy 'V AN D EFBICH 55
4. MABRRREL. RADIUSSE tCalled-Station-ID ENDS_WITH :CWA_Training% £ 9 2 SSID%
DHANFBEENET, COFRETR., TVRRAMNITTIZR—RILZNLTERIEEhTWDS



BETE, CORV—EEHRICBESNGEHET, TOER, PermitAccess7O7 7 M) %&
NUETILTOERARGHEATENT, 95A4TF 2 NEREER—ZILADIVR ALYV NOELIL—

TICBEVET,
TANR=ZIDORE

R—R ) ZRTRTBIZIE, Work Centers > Guest Access > Portals & Components® JBIZ#E L &
9,

CCTHERLESTARNKR—2ILIE, Catalyst Center CWA_Cisco_PortalE BIU BRI ZFERALE T
. BMOFHERTITZEESRF. R—RILEBEBZERLET,

Guest Portals

WLCICZ'OESa - JEh3RENOESR

cOtU>3a> Tk, CatalystCenterlc &k 2 TIOA VYL ALANI Y hO—ZIC7AE>a=Z>Y
ENBHREZHRIELET,

SSID EE

WLC®DOGUIT, Configuration > Tags & Profiles > WLANs®D JEIZiEIRL T, SSIDDFREZRTL
£¥9,

Selected WLANs : 0

O sews v Name Y D Y 53D Y  2.4/5 GHz Security
O o CWA_Cisco_profile $ 2 CWa_Cisco [open],MAC Filtering

1 10«

SSID CWA_Cisco®WLC £ T M & & lkCWA_Cisco_profile T, IDIE21T, MAC7 1 )ILR I T %
FATZEF1VTF 12147 1E0penTT, SSIDEXTIL VY HILT, TOREERRLET

o



General Security Advanced Add To Palicy Tags

Profile Mame* CWa_Cisco_profile Radio Policy @

ool0* CWA_Cisco Shonw =lot canfiguration
6 GHz

WLAN ID* 21 Status |l Dis2BLED |

Status EMABLED . B &EHz
Status EMABLED .
Broadcast S50 enseLED [

2.4 GHz

Status EMABLED .

280211k 802.11h/g
Palicy

SSIDIF5 GHz&E2.4 GHzZOMBE O F ¥ XL TUPRET/O—RFYARNLTEY, RUS—7O
7 7 4 JLCWA_Clsco_ProfilelC e hTWVWE T, SecurityZ 72U Y VL TREERRLET

o

LayerZ Layer3 AL

O WPA + WPAZ2 O WPAZ + WPAS O WPA3 ) Statle WEP @® Nahea
MAL Filtering Authorization List* 00-00440514 5 (D
default |*
OWE Transition Mode D dnac-cts-
Chid, Cisco-
Laobly Admin Access O 0044d514

Fast Transition

Status Disabled
Cwer the DS D -
Reassociation Timeout * 20

FBWECE. LAV2EF1UTABR (MACT A LRSS ) EAAAZEATL R h(Cisco DNA-
cts-CWA_Cisco-0044d51)FEENE T, DEREZHFE TSI, Configuration > Security >
AAA > AAA Method List > AuthorizationD JEIZ#BEL £9,



Adh Method List AfA Advanced

Authentication
+ Add
e T Type T Group Type Y Groupl T Group2 T Group3 T Groupd
Accaunting
[m} defaulr axee ool N NiA LU rY
0O default network ocal (1Y NiA A HiA
dnse-crs-CWa_Trgini- _— dr@e-rGp-CWA_Trsini- ; -
[m} ey network group 3701880 LTEY LT i
dnac=cre=Guest_pers: . S peGUesT_pers- ; m
D RipEaad0 —— ot BfcSead0 NiA Hia A
dnac-cts-Cwi_Cisco- . dnac-rGrp-Ciia,_Cisco- :
| O 00440514 nenwork aroup Q0440514 Nia Mia NiA

FRXUARNE, Group15MRADIUSY JL—7 Cisco DNA-rGrp-CWA_Cisco-0044d514%& L TV
F£9, COFREZKRTTBICIE, Configuration > Security > AAA > Server/Groups > Server
GroupsD JEICBEIL £,

Server Groups

MName Y Saerver Server 2 Server 3

|D dnac-rGrp-CWa_Cisco-0044d514 dnac-radius_10.88.244.7180 [T A

1 10 »

+#—/\J )L —7"Cisco DNA-rGrp-CWA_Cisco-0044d514(d. Server 15 M Cisco DNA-
radius_10.88.244.180% 3L TWE T, Servers® 7 TREZHERL £,

Servers server Groups

Namse YT Address T  AuthPert T Acct Port T

|U dnac-radius_10.58.244.180 10.86.244.180 1612 1813 I

1 10 «

#—/\Cisco DNA-radius_10.88.244.180MIP7 KL A(£10.88.244.180T3 ., TDHAZEI )Y D
IRE, RENFRRENET

Mame* dnac-radius_10.88.244. Support for GoA (@) enseLeD [

Server Address* 10.88.244.180 CoA Server Key Type Hidden -
Set New Key O CoAServerKey (0 | s

Auth Part 1812 Automate Tester O

Acct Port 1813

Server Timeout (seconds) 4

Retry Count 3

BEELRERFRATZE(COA)TT, chld, Fv¥ 77147 R—FIITRIEEh&RIC, FEE. R
A, BRETHIVTAVITAAEY S IV NEMERETIXN_ALZRBLET, <0
BEEN B WEE, IV RRAUNE, R—ZILTOEEHNTT L =% £ web-auth pendingiREED
FRICKEYET,

DAVYLARDS—=TO77AIILDORE



RUS—=7O7F7A4IATR., 947> NIVLAN, ACL, QoS, EEUTF A7 H—., Z4X
—BREDHREZE)HTHRENTEERT, RUZ—TO77MILOREZRTTDICIE.
Configuration > Tags & Profiles > Policy D JEICBEL £9,

Admin Y Assoclated @ T

Status Policy Tags Palicy Profile Name Y Deseription
| D 0 L Cwis_Cisco_profile CWa_Cisco_profile
D (] default-policy=-profile default policy profile

RID—BE2IVIYITDE, RENRTENET,

General Access Palicies Q05 and AWVC Mobility Acvanced

Narmne* CWA_Cisco_profile WLAN Switching Policy

Description CWA_Cisco_profile Gentral Switching |- DISABLED |
Status Central Authentication
Passive Client |- DISABLED | Gentral DHGP |. DISABLED |
IP MAG Binding Flex NAT/PAT |. DISABLED |
Encrypted Traffic Analytics |. DISABLED |

CTS Policy

Inline Tagging D

SGACL Enfarcement D

Default 3GT 2-65518

R —AT—RAFEnabledT, D7 771y USSIDERKEK, FRASYF T EFR
DHCPIZEXT 9., AdvancedX7 %01 Y UL, AAAPolicyzV2a>ICBEL T, BMOKRE
NFMZERTRLET,



AAA Policy

Allow AAA Dverride

NAC State

Policy Mame default-aza-policy % +
Accounting List 4
Interim Accounting EMAELED .|

AAA Override & Network Access Control (NAC ; XY NDO—OF7 €A MO—)L ) OlEF %
AZ—7NIZTEET, AAAOverrideZEATH &, O MO—FFRADIUSH—/\H SiRE n
TEACLXRURLBENDEMZZTANT, ChSsOBMZITATNIBATEET, NACTR
ITAT R R=ZINIZBFREN-E, FAELECA)ZEMZILET,

COEER., WLCLOCLIZFEALTRRIDEETEET,
RUD—7O774)N2H8EITSICE, SSIDZEEFLLTOAN REEFTLET,

<tfroot>

W.C#show fabric W an sunmary

Number of Fabric wlan : 1

WLAN Profile Name SSID Status

CWA Cisco_profile

CWA_Cisco UP

RS —7'O7 7 4 )LCWA_Cisco_profile DEREZRRTDICIE, XROOANY REZRITLET,

<#root>

W.C#show runni ng-config | section policy CWA_Ci sco_profile

wireless profile policy CWA_Cisco_profile

aaa-override



no central dhcp

no central switching

description CWA_Cisco_profile
dhcp-tlv-caching
exclusionlist timeout 180
fabric CWA_Cisco_profile
http-tlv-caching

nac

service-policy input platinum-up
service-policy output platinum
no shutdown

RV —RTDERE
RUD—RTE, WLANZRD D —7O7 74D >0 BHETT, Configuration > Tags &

Profiles > WLANs® JE(Z#IRL . WLANEZZ )Y U L TAdd to Policy TagsDIBIZBE T3 &
SSIDICEI H TS NhTWBRRU—RITHFBRENET,

General SEeCurity Advanced Add To Policy Tags

O |rolicy Tag T | Policy Profile T

[:] PT_ilagu_TOYOT _Foorg_abh548 | CWa Cisco_profile

1 10 +

SSID CWA_Cisco_profileD3B4E. CORELZBRETDILHICARI I —ZY
PT_ilagu_TOOT_Foor6_a5548 ' fFE NE T, chZ®FE TSIk, Configuration > Tags &
Profiles > Tags > Policy® JEIZi#IR L £

Pelicy Tag Name Y Description
O  defaul-policy-tag default policy-t2g
|D PT_ilagu_TOYOT_Foorg_a5548 PolicyTagName FT_ilagu_TOYOT_Fooré_a55s |

B ZIIYIUTRE, FHFIRTENET, RUZ—XTPT_ilagu_TOOT_Foor6_a55481% .
WLC Lt ? & 5ICWA_Cisco_profile = BEiEf I+ 5 i #i=WLAN CWA_Cisco ( WLANDOAR— # S8R
) ZR)>—7'07 7 4 )LCWA_Cisco_profilelz' ) > L& T,



v WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile T
[:] CWia_ Cisco_profile CWia_ Cisco_profile
1 10 =

WLANZH CWA_Cisco_profileld, WLAN CWA_CiscoZZ B L £ 7,

O sows v|Name Y D T |ssp

O O CWA_Cisco_profile B 21 CWWA_Cisco

VR ALY K ACL RE

CWATE., URALORNTOEAONO—=ILJARNACLICK2T, WLCIZUA AL I KL T
ESICRBITDRIRTT1v 0, VDAALOVZIAVENANATDEIRTTAYINERENET
COERER. SSIDZEERL. 1RV NUDPSWLCEZ7OEDIZ I L EET, WLCICTY

1EhFET, ChEXRRTDICIE. Configuration > Security >ACLD JEICEE L £ 9, Catalyst
CenterA" VA 4L U NACLIZER T HACLO AR, Cisco DNA_ACL_WEBAUTH_REDIRECTT
ED

ACL Marme H ACL Type : ACE Count H Downloaded ACL &

| [0 ONAC_ACL_WEBAUTH_REDIRECT IPv4 Extended ] Mo |

1 10 v

BHIZVIYUTDE, RENRTENET, {EE. Catalyst Center®H 4 ROXY KD —UF%
EOXRY NTD—UREHNSEHBENET,

Sequence T Source Y Destination Y Destination Y Source Y Destination T

1 Action Y SourcelP T Wildcard P Wildcard Protocol T  Port Port DSCP Y Log °
O deny 8.8.5.8 any udp eq bootps  eq bootpe MNone Digable
O 2 deny any 8.8.8.8 udp eq bootne  eq bootps MNaone Disable
D 3 deny M1 11 any udp eq bootns eq bootpc Mone Dizable
D 4 deny any =155 udp eq bootpe  eq bootps MNone Disable
D 5 deny 9.9.9.9 any udp eq bootns eq bootpc Mone Disable
D 6 deny any 59.9.9.9 udp eq bootpe  eq bootps Mone Dizable
D 7 deny 10.88.244.180 any ip Hone MHone Mone Dizable
O = deny any 10.88.244.180 in MNone Hone MNaone Disable
O o permit any any cp 0- 65535  eq wwwy MNaone Disable

-
1 M =



E : IS DOfER, Catalyst CenterTRREENTVDRHARNORY ND—2

& h, DHCP/DNS{E[FWLANT

1 —

ax k&

RLAW, SSIDT7—770—ADAAARETSRENET T,

WLCCLITURAAL V>3 ACLZRTTABICIE, ROON REERITLET,

<#froot>

WLC#show i p access-lists G sco DNA ACL_WEBAUTH REDI RECT

Extended IP access Tist Cisco DNA_ACL_WEBAUTH_REDIRECT

OCooNOOUVIDA WNR

deny
deny
deny
deny
deny
deny
deny
deny

udp
udp
udp
udp
udp
udp

host 8.8.8.8 eq bootps
any eq bootpc host 8.8
host 1.1.1.1 eq bootps
any eq bootpc host 1.1
host 9.9.9.9 eq bootps
any eq bootpc host 9.9

ip host 10.88.244.180 any
ip any host 10.88.244.180
permit tcp any range 0 65535 any eq

any
.8.8
any
1.1
any
.9.9

€q
€q
€q
€q
€q
€q

www

bootpc
bootps
bootpc
bootps
bootpc
bootps

1 —

axX kB

A SHE

ENTVRT—IILASEEBENET, ISEPSNIPT



YA 4L 2 NACL%ZFlex ProfilelCI AL T, F9RARA NZEETEEXET, COONVRE
EITLT, COREEERELET

<#froot>

W.C#show runni ng-config | section flex

wireless profile flex default-flex-profile

acl - policy Gisco DNA ACL_WEBAUTH REDI RECT

central - webaut h

urlfilter list C sco DNA ACL_WEBAUTH REDI RECT

TIOEVARARNTOACLOVA AL TN

TOEARA 2 NTlE, permit&denyDENFEICHE>TVWET, permitlk RS 7 1 v J DExiE %
AU, denyl@VAALIKNZERLTVET, APEOUR ALY NACLOREZHERTDICIE, X
NDONV RZEEFTLET,

<{froot>

AP#sh ip access-lists

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
permit udp 8.8.8.8 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 8.8.8.8 0.0.0.0 eq 67
permit udp 1.1.1.1 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 1.1.1.1 0.0.0.0 eq 67
permit udp 9.9.9.9 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 9.9.9.9 0.0.0.0 eq 67
permit ip 10.88.244.180 0.0.0.0 any

permit ip any 10.88.244.180 0.0.0.0

deny tcp any range 0 65535 any eq 80

OooNOOUVIDA WN R



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



