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« 422—%v N7 ORLP)EIE
- O —Z/DZE7°0 N JL(LISP)
« Protocol Independent Multicast(PIM) A/N\—AE— R
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+ Cisco IOS® XE 17.12LAB&
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T,
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S—LLABIOZATNA—ZIVINAETT, 730—F A4 INRBILEND . TRV
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IZ—FVYARNY—KRIIAT7=ITR., IRXNTOT7ITIYOIYSHEEEREAEIOR
RAVKNDTF—RIDIAELTHEEL, IXTOFETRAILUS— NV IAIPEFERATS D,
DHCPIC X REAN BV ET, DHCPUL—NTY RO RTOREXTZELLEBEETSICE. FEF
LISP RLOCIEH®ZESODHCPA ' a>r8eTNH T AT IV EBATIMEN HYET, =
hik, 77709 90Iv>2DOT4F > NVLANEODHCPAX—E >V JICK > TEREINET,
DHCPAX—EJRF, COOAVTHFARNT2O0OENERELET, #7232 820F AR5
L, BEEHRELT, 7UY I RAA(VLANVND)EETOHODHCP7O—RF Y ARNNT Y
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WEST, NTYRNIEDT7TIVIIVIICR2TEIL—hBVEYD, R EXERETS
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DHCPINT Y RD7ZY REMXHDZAALAGERELENANAEIAET, chllkY, L27FYF
A% NLT, DHCP7O—RF Y AN ERKRBEICEETEDIRSICEYET, RKFEER
77TV Y O/ —RICEEERE NEDHCPY —/\A, DHCPU L —#EEZRHEITZL 1 V37
NAATTY,



EL128A7—IILAO TEHROIPHY SMAC, #eeEk, 7)Y VME— RODHCPAX—
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html

Fusion
(DHCP Relay) DHCP Server

. 192.168.0.202
BorderCP-1 m BorderCP-2

= L2 Handoff Enabled

wsnnsnenezereerere. L3 Handoff Disabled

192.168.0.102
Edge-2

192.168.0.101]
Edge-1

L2 ONLY
VLAN 1041
L2LISP IID 2240

aaaa.bbbb.dddd

Network Topology

CORRODTR, ROKSICKEYET,

192.168.0.201&192.168.0.202 & 7 7 7 Uy O A ROBREOIOT— N L2 08 TH V)
. BorderCP-1l&L 4 ¥2/\> RATHENBRICHZ>TVBIHE—DEFERTT,
192.168.0.101&192.168.0.102& 77 7 U v oI v> /—R
192.168.254.39(&DHCPH —/\

aaaa.bbbb.ddddlEDHCPRIEI > RIRA > N T

FusionZ*/N/ Alk, 777V vOH 7Y NODHCPUL—& L THEELET,

L2D & DVLANERE

Catalyst Centerh* 5 ML2MD & DVLANGD E A

INA : Catalyst Center/7’ A a2 J /777y O A4 NLAV2URERZY NDO—D/LAF
RBERY ND—U Dim&%E



Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes

LY
LAYER 2 VIRTUAL NETWORK e

L2ONLY_WIRED 1041 O Data

L2VNIDERE

L2OHDVLANSRE : 777 Vv oI v

TJ77UvOTvS /)—RICIE. CTSHAEM. IGMPEIPVE MLDAERN, & LU NBELKL2 LISPER
ETRESNLEVLANASH Y ET, COL2 Only7 =)Lk, DA4YLAT—ITRHYEEA, T
Di=®, L2 OnlyD A VL AT—IILICEBERS h3#EE (RAH— R, DHCPGuard, 75 Y RF7 ¥

AN ZRIILBE )RBEREENELEA. RDYIZ, ARPNTY RNDTZY T4 Tlood arp-
nd, THRWICBZICEYET,

777UV OITY(192.168.0.101)DERE
<#root>

cts role-based enforcement vlan-Tist

1041

vlan

1041

name L2ONLY_W RED

no i p ignp snooping vlan 1041 querier
no ip ignp snooping vlan 1041

no i pvé md snooping vlan 1041



router lisp
instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan

1041

broadcast-underlay

239.0.17.1

flood arp-nd

fl ood unknown-uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

L2\ RATVERE : 777 V)Y OR—F—

BERALEOBRNS, DHCPH—N (FERIL—ZF/VL—) Ik, BREIVO>OMEZED., X
DT777TIYYO /—RIZEHETEET,

BR/—REFEHLULEDHCPH —N\DOEHIFHREE NI FETTN, REFHCHELTREERICKR

NTRIBENHYYET, chlE, /1 VF—TIAAZELLLNRFTZRETILEN HBD -

HTT, chickV), 7770y 07—=)ILz2T777)Y IVRERBUVLANE L IEBIOVLANICE T
CENTEERS, 777V OIS ER—A—NEUL2LISPA VARZVADICYYE>TEh
B, 77TVYVOITVSER—A—RBOVLAN IDOFEMABMELET, L2/\> RA 7Y
R—BNE, SDPOEARZRY ND—=DORDOL A V2)—T7%2<7=HIC, BUVLANTREICERIC
LBEVWTLSEEW, TREEHFETSICIE, StackWise Virtual, FlexLink+, £HIEGFEEMAY U
N EDFENHETT,

—F. DHCPH—NEERT—RNIIAIIN—2%2Z 777DV OIVDICEGETZESR. BNO
BREFESLEHYFBA,



= Ii'lllslnl:lo“ Catalyst Center Pravision [ SD-#A 55 Q o ® - O admin  w

HTP I Wiew Site Hierarchy  Site Actions B{'erurcp - 1 DNAE ' |Ucal

4 Back
Fabric Infrastruciure Layer 3 Virtual Networks
A Mandatory updaies for this Fabric Site are availal
period of 89 day{s). Review the updates,
i VLAN Name = Enable Layer-2 Handaoli Exiemal VLAN

w1

Show Records: X5 n

L2\ RATEEE
777UV OR—A—(192.168.0.201)DERE
<#root>

cts role-based enforcement vlan-1ist

141

vlan

141

name L2ONLY_W RED

no ip ignp snooping vlan 141 querier

no ip ignp snooping vlan 141

no i pvé md snooping vlian 141

router lisp
instance-id



8240

remote-rloc-probe on-route-change
service ethernet

ei d-tabl e

vl an 141

broadcast - underl ay 239.0.17.1
flood arp-nd

fl ood unknown- uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

DHCPNZ 74 v o 70—

DHCPO#BHEER -Tv>



Client Onboarding and Packet Flow

DHCP Discover or Request Fusion
(DHCP Relay) DHCP Server

Border’!cp_z 1, Client sends DHCPREQ (Discover or Request) is a
broadcast packet
2. Edge-1 receives the packet, learns MAC
aaaa.dddd.bbbb on VLAN 1041,
3. Edge-1 registers MAC aaaa.dddd.bbbb in LZLISP 1D
ta both Control Planes
4. Edge-1 flopds the DHCP broadcast using L2 Flooding
[Muilticast Encapsulation) with VNI
5. Both Borders receive the DHCP packet but only BCP-1
maps the VNI to VLAN141
6. BCP-1 bridges and floods the packet across all STP-
forwarding ports for VLAN141
Edge-z 7. The packet reaches the DHCP Relay or External GW
an VLAN 141, which then inserts the options
required for relay
B. DHCP Discover/Request is sent to the DHCP Server as
relay/unicast.

Border/CP-1

L2 ONLY
VLAN 1041
L2LISP IID 8240

— |7 Handotf Enabled

aaaa.dddd.bbbb

s L2 Handoff Disabled

RS74Y 29 70—-DHCPIZ&BL20HDEHB LVOER
MACT—Z_>2>J0B LTI RRA NEE

T> RKRA > bhaaaa.dddd.bbbbA'DHCP  Discover® = lkRequest ( 7O— RF ¥ ARNNT Y K
) ZEFEITREHEE. IV /—REIVRRANOMACT RLAZZEEULTMACT RLAT—
ZILIZEML =%, L2IMAC  SISFF—7I)LIZEBMML, &REICL2LISPA 2 AX > A8240ICX v E
I ENTVLAN 1041 DL2LISPT— AR —AICEBMT B HLENHVYET,

<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb
DYNAMIC

Tel/ 0/ 2

Edge-1#

show vlan id 1041



VLAN Name Status Ports

1041 L2ONLY_W RED

active
L2LIO:
8240

, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol

Edge-1#
show devi ce-tracki ng database mac | i aaaa. dddd. bbbb| vl an

MAC Interface vlan privl state Time left
aaaa.dddd.bbbb Tel/0/2 1041 NO TRUST  MAC-REACHABLE 123 s
Edge-1#
show |isp instance-id 8240 dynanmic-eid sunmary | i Nane|aaaa.dddd. bbbb

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Auto-L2-group-

8240

aaaa. dddd. bbbb

N/A 6d04h never

Edge-1#

show i sp instance-id 8240 ethernet database aaaa. dddd. bbbb

LISP ETR MAC Mapping Database for LISP 0O EID-table
WVl an 1041 (11D 8240)

, LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 0

aaaa. dddd. bbbb/ 48

dynami c-ei d Aut o-L2-group-8240

, inherited from default locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
Uptime: 6d04h, Last-change: 6d04h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168.0. 101

Policy
IPDT_POLICY



10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID

192.168. 0. 201
6d04h
Yes
0
192. 168. 0. 202
6d04h
Yes

0

IV RRANOMACT RLANELLEBEh, 7770y 20> NO—II7L—2DACKT
SN "Yes) EX—VENTVWBBEAR. COBRBATTLEERBENET,

L2722y F42ITT )Yy IENIDHCP7O— RE ¥ Ak

DHCPAX—EVINFF1—7IIDOHE. DHCP7O—RFvYANF7OVI&ENT, KbV)
CLANV27SYTFA4TDEDIZRILFFYANTHTEILLENE T, FIZ, DHCPAX—FE
DOEBWMICTRE, ChSeOTJO—RFYARNNTYRNDTISYVTFA T RBLETEET,

<tfroot>
Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i s enabl ed

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snooping is operational on following VLANs:

12-13, 50, 52- 53, 333, 1021- 1026

<- -

VLAN1041 shoul d not be listed, as DHCP snooping nust be disabled in L2 Only pool s.

Proxy bridge 1is configured on following VLANs:
1024

Proxy bridge 1is operational on following VLANs:
1024
<snip>

DHCPAX—EVIHFF1—TITHD =, DHCPT 1 AA/NV/ERIEL2LISPOA > Z—7



IAREFERALT, RIZYTFAVITENLTINT T4y 0&T VYT LET, Catalyst
CenterO/N—2 3B LCBEREND 777 VY INF—ICK 2Tk, L2LISPOA X —T I 4
ACHFBTT IV EAVARMBEENTVREENBYVET, TDLH, DHCPRZ 714V D
(UDPHK— R678 & 068 ) #7212 ZA T RO—ILI> hJ(ACE) & » THRMICESE ni
WESICTBUENFNHYET,

<tfroot>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-1i st SDA- FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny 1ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny ip any host 224.0.0.1

40 permt ip any any

L2LISPA VARV ARICHREECNETO—RFYARNT A —LATIN=TET7TIVOTY
< MLoopback0ODIP7 RLAZRALT, CONTY NEMOT7TIV O /—RICTIYST
312759749 6S,G) I M) EBRBLET, mouteT—7 L eEmfibT—7IILE2SRBL T, &
BAVER—TIAR, BREAVEA—TIAAVAN, BEAIVEBEODNTX—RZRFELE
E

<#root>
Edge-1#

show i p interface | oopback 0 | i Internet

Internet address is

192. 168. 0. 101/ 32

Edge-1#



show runni ng-config | se 8240

interface L2LISP0.8240

instance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

broadcast - underl ay 239.0.17.1

Edge-1#
show ip nroute 239.0.17.1 192.168.0.101 | be \(

(192.168.0.101, 239.0.17.1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

RPF nbr 0.0.0.0

<--

Local S,GIIF nust be NullO
Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<--

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1
For war d
/Sparse, 00:00:19/00:03:13, flags:

<--



2nd O F = Tel/1/1 = Borderl Uplink

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 8



EZRSGIVRIFRINSBWVWEER, REAEZ—T T4 RAJANOIL)ICHKE
A22=T7IAAOQIFABERTVWEVWEERE., PO —LAINLTFFYANDRER
ERBRECEEN &2 RLTVET,

NTysFvTFY

IVRRARASODBEEDHCPNT Y RNE, 27TV TFA4TJICRBTRHANTY NOFEA
ZREBIDELSOIC, AMYVFLTABEKMAKNTY RFYTFYERELET, NTYRFY
TFYTR, 220RBBINTY N 2HBIZIHLBENHY LT, 12 TODHCP
Discover/RequestT, £S5 12 EVXLANTAHZ EIL{btEh, 72X —L 14T )L—7(239.0.17.1)3E
TT9,

777)YOITvYv(192.168.0.10) N Y RF ¥ T F ¥



<tfroot>

noni t or

noni t or

monitor
monitor
monitor
monitor
monitor

Edge-1#

capture

capture

capture
capture
capture
capture
capture

cap

cap

cap
cap
cap
cap
cap

interface TenG gabitEthernet1/0/2 IN <-- Endpoint Interface

interface TenG gabitEthernet1l/1/1 OUT <-- One of the OFs fromthe multicast

match any
buffer size 100
Timit pps 1000

start
stop

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

<-- aaaa. dddd. bbbb is the endpoint MAC

Starting the packet display
2.486991

22

356 DHCP Di scover

Press Ctrl + Shift + 6 to exit

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

356 is the Length of the origina

23

2.487037

406 DHCP Di scover

packet

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

406 is the Length of the VXLAN encapsul ated packet

Edge-1#

rout

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr ==aaaa. dddd. bbbb and vxI an”

Starting the packet display
2.487037

23

406 DHCP Di scover

Press Ctrl + Shift + 6 to exit

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and vxl an" de



Internet Protocol Version 4, Src:

192.168.0. 101, Dst: 239.0.17.1 <-- DHCP Discover is encapsul ated for Layer 2 Flooding

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

DHCPO#H & ER - L27R—F —

TIYSHLAY275YF 4> %/NLTDHCP Discoverdd &K U'Request/N\7 ¥ R &EREEL %
(7O—RFYARNTUOA—LATIN—7239.0171THT I ). ShsD/NT Y NEL2/)
VRATER, IO F ) A TEBorder/CP-1TEEENET,

CDi=HIZiE. Border/CP-1A" LY 2 M(S,G) &>V ILFF ¥ ANIL—MNMROUTE)ZFTEL.,
TOREAVRER—TIAAVARNIL2/\Y RATVLANDL2LISPAS VARV ANBENTV S 44
BENfoYVET, NRFTHICEBSBVLANZFERTSHEESTE, L2\ RATEREREL
L2LISPA VARV AIDEHRETD CEICEBEL TS EE L,

<#root>
BorderCP-1#

show vlan id 141

VLAN Name Status Ports

141 L2ONLY_W RED

active
L2LI0:

8240

, Tel/0/44

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.101 | be \(

(192.168.0.101, 239.0.17.1)

, 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et her net 1/ 0/ 42

, RPF nbr 192.168.98.3



Incomng Interface Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)

Outgoing interface Tist:
TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:
L2LISPO.

8240

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3
/0/317/0, Other: 0/0/0

<-- HW Forwarding counters (First counter = Pkt Count) must increase

Totals - Source count: 1, Packet count: 4



EZRSGIVRNIFRINSBWVWEERE., PTUOH—LAILTFEFYANORERLER
RECEAENBDEZRLTVRT, BEBA AR ADL2LISPHFOIFE L THEL
BWEE, L2LISPH T 422 —7 T4 AOUP/DOWNEIMER T —R AE - IFL2LISPA
VE—TILADIGMPL Z—T XY NAT—RAICEBEN D& ZRLTVET,

7770y 0TIy /—RERKIC, POEAD> MAO—IL I MNJ(ACE)IZ & 2 TL2LISPOA >~
B—T I A ADAHADHCPNT Y RHFERENBEVELSICLET,

<ffroot>

BorderCP-1#

show access-1i st SDA- FABRI C- LI SP



Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

INTY ROAT LN @EBRE N, VNI 8240l —HTAVLANICE BT hadE, TO7O—RF
YARNBHEICKRY, N RATVLAN 14O FTXTORANZV TV U—7"OKJ(STP)ERXR—

RASINTY KBTSV T4 TEhh&ET,

<#root>
BorderCP-1#

show spanning-tree vlan 141 | be Interface

Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56  P2p

FNAARSYFIT—=TIIC&LY, =TT ADHCPUL—ICEHTRAIVR—TI(A

Te1/0/44 ' STPEHIER— R TR ITNEBRS BV ENFBREENE T,

<#root>
BorderCP-1#

show devi ce-tracki ng dat abase address 172.16. 141. 254 | be Network

Network Layer Address Link Layer Address Interface vlan
ARP

172.16. 141. 254

f87b. 2003. 7f cO

Tell/ 0/ 44

141

privl

age



0005 133s REACHABLE 112 s try O

NTYNFYTFv
L1275V T4 (S, GEEAVE—T7IAR)HNSOEFDHCP/NT Y K&, DHCPU L —A
DOXRBETHIHAINTY NOEEERRITDELDIC, AAMYFTCRABEMAKZNT Y NF¥TF+

(EPC)ZRELET. NTYRFYTFYEICK, 200EASD/NT Y N (Edge-1h5 0
VXLANAZ EJLLNTY R&, DHCPUL —ICEA DS AT EILLBEERINT Y N ) FEREhET

o

777 1Y 9R—F—|CP(192.168.0.201)/NT Y RF ¥+ 7 F +

<tfroot>

noni tor capture cap interface TenG gabitEthernet1/0/42 IN <-- Inconing interface for Edge's S, G M out

nonitor capture cap interface TenG gabit Et hernet1/0/44 OUT <-- Interface that connects to the DHCP Re

moni tor capture cap match any

nonitor capture cap buffer size 100

moni tor capture cap start

moni tor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
427 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
406

DHCP Discover - Transaction ID 0x2030

<-- 406 is the Lenght of the VXLAN encapsul ated packet

428 16.695053 0.0.0.0 -> 255.255.255.255 DHCP
364
DHCP Discover - Transaction ID 0x2030

<-- 364 is the Lenght of the VXLAN encapsul ated packet



Packet 427: VXLAN Encapsul at ed

BorderCP-1#

show noni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 428: Plain (dotl1lQ cannot be captured at egress direction)

BorderCP-1#

show noni tor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr ==aaaa. dddd. bbbb and not

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

DHCPA7 7 —8&LUVUACK-7O—RF¥ AN - L27R—& —

Client Onboarding and Packet Flow
DHCP Offer and ACK (Broadcast Flag) Fusion

Border/CP-1

*Ta all active portd in
VLANLD4L

VLAN 1041
L2LISP IID 8240

aaaa.dddd.bbbb

RS74Y970O—-DHCPA77—N7O—RF¥ARNEL2ODHDACK

- DHCP Discover/Request is sent to the DHCP Server as

relayy/unicast.

. DHCP Server replies with Offer/ACK honoring the

flag, in this case Broadcast.

. DHCP Relay receives the packet, remaves DHCP Relay

optiens, Broadcast Flag instructs the Relay to send
the DHCP Offer as 2 Broadcast packet.

. DHCP Relay sends the Offer/ACK to BCP-1
. BCP-1 receives the Offer/ACK and registers VLAN141

GW MAC in L2LISP ID to both Contral Planes

. BCP-1 floods the DHCP Offer/ACK using L2 Fiooding

{Multicast Encapsulation] with VNI

. Both Edges receive the DHCP packet, map the VNI

to VLAN1041

. Both Edges bridge and flood the packet across all

STPforwarding ports for VLAN1D41

L2 Handaff Enabled

AL LY LILAIA A AL LT L2 Handoft Dizabled

vx| ar



DHCP Discoverh'SD-Access 77 7Y U &K TLIcfs, DHCPUL —E{¢RMDDHCP L —
Z7> 3> (GiAddr/GatewaylPAddressz & ) 28 AL, IZF v ARNEEELTNTY %
DHCPH—NICEE#ELE T, CO7O—Tk. SD7I AT 77 UY V34 51DHCPA 7S 3
CEMAMUERAS

DHCPT 1 AANV/BERHFH—NICEETRIE, ¥ —NRBEAHRAEOTO—RFYANT ST F
ERIZFYARNTZTZARLET. cDT7ZTE, DHCPUL—I—2 12 MA'DHCPH 7
T—&AIVARNI—LTFNARA(BER)ICTO-RFFYARNTIL—LAFERIZFYANTL
—LELTEHRETRIHNESHEBEELET, COTFEVAMNL—>3 TR, 7O0—-KRF T AN
SFI)AEBELTVWET,

MACZ—Z2JHBLTT—RNI T A BR

DHCP'Y L —A'DHCP Offer&=(ZACKZ#EETS &, L2BN/—RES— KT I A OMACT RL
AEZEL, ThEMACT RLAT—7ILIZEBMLTA S, L2/IMAC SISFF—7ILIZEML., &
BICL2LISPA AR A8240I1CX Y B> J & NzVLAN 141DL2LISPF—AXR—AICBINT % 4%
ENFHYET,

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44

Mac Address Table

141

f87b. 2003. 7f c0O

DYNAMIC

Tell/ 0/ 44

Bor der CP- 1#

show vlan id 141

VLAN Name Status Ports

141



L2ONLY_W RED
active L2LIO:

8240

Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fcO|vlan

MAC Interface vlan privil state

f87b. 2003. 7f cO

Tel/ 0/ 44 141
NO TRUST
MAC- REACHABLE
61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show i sp ins 8240 dynamic-eid sumary | i Nane|f87b. 2003. 7f c0

Dyn-EID Name Dynamic-EID Interface Uptime

Aut o- L2- gr oup- 8240

f87b. 2003. 7f cO

N/A 6d06h never

0

BorderCP-1#

show |isp instance-id 8240 ethernet database f87b.2003. 7fcO

LISP ETR MAC Mapping Database for LISP O EID-table Vlan

141

(IID

8240

), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f cO/ 48

Time left

Pending

Policy



, dynamic-eid Auto-L2-group-8240, inherited from default Tlocator-set rloc_0f43c5d8-f48d-48a5-a5a8-094b8
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State
192. 168. 0. 201
10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID
192.168. 0. 201
6d06h

Yes

0

192. 168. 0. 202

6d06h

Yes

0

F—=KRIDIADOMACT RLANELLEZEATHY, 7770y o> NO-IL7L—20
ACKZ TN TYes) EX—VENTVWBEER. CORBATTLEERBEENET,

L27ZYF42ITT )Yy IENIDHCP7O— RE ¥ Ak

DHCPAX—E>JZEBMICLAVE, DHCP7O—RFvyARNK7OVI&ENT, LA4V275
YFATDEDIZIILTFFYANCATEIMLENAET, FEIZ, DHCPAX—E I EME
B4, DHCP7O—RFYARNNTYNODTSYF A4 T@EBILEENRET,

<tfroot>
BorderCP-1#

show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN141 shoul d not be listed, as DHCP snoopi ng nust be disabled in L2 Only pools.

Proxy bridge 1is configured on following VLANs:
none
Proxy bridge 1is operational on following VLANs:



none

E> N:DHCPAX—E > EL2BorderTlEB®ICE > TLWAEWES®H, DHCPAX—E>
JEEREEMBEHY)EBA,

COERMBET, L2LISP ACLORRREFH I DT /NA ATITICITOIATVERT,

L2LISPA VARV ABICREREE N7 O—RFYARNT A —L /4T )L—7" & L2Border
Loopback0 IP7 RLAZFALT, CONTY REMOTFTTIY O /—RIZTVYSTBL27
SYFAUIS,G)I NI ZEELET, mouteT—7 I EmfibT—7ILESBRL T, BEA>



B—TIARA, REAVE—TIAAVAN, BENTVEBEODNTA—RZHEELET,

<#root>
BorderCP-1#

show i p int |oopback O | i Internet

Internet address is

192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8240
interface L2LISP0.8240
instance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underl ay 239.0.17.1

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 10
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downli nk

TenG gabi t Et her net 1/ 0/ 43



, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071
/0/102/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 92071



EZRSGIVRIFRINSBWVWEER, REAEZ—T T4 RAJANOIL)ICHKE
A22=T7IAAOQIFABERTVWEVWEERE., PO —LAINLTFFYANDRER
ERBRECEEN &2 RLTVET,

CNSORIEEICKY), BIROARATY T ERERIC, NTYRFYTFvI(CR2T, DHCPH 77—
NREAVE—TIAAVANOAR (ZDFEEFAZ—T I 14 ATenGig1/0/42& & T
TenGig1/0/435\ ) Z2FEALTIXNTDTI 77UV IOIVvSANTO—RFYANELTEEES L
BrEH, CcOEVAVEFRTULET,

DHCPH 77 —8&LTACK-7JO—RFYAN-TIT V>

HO7O0—¢CE2E=<@EHIC. 777UvH2IT Y DOL2Border S,GEMIBELET, ——T. BE
A8 —T7IAARLBNOAEZEL., OILIZEFVLAN 1041ICY Y E T ENL2LISPA VAR
VANEBENTLVET,



<ffroot>
Edge-1#

show vl an id 1041

VLAN Name Status Ports

1041

L2ONLY_W RED

active

L2LIO:

8240

Tel/ 0/ 2
, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: IT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2

, RPF nbr 192.168.98.2

<-- IIF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)

Outgoing interface Tlist:

L2LI1 SPO. 8240

Forward/Sparse-Dense

1w3d/00:02:23, flags:

Edge-1#

show ip nfib 239.0.17.1 192.168.0.201 count



Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:
192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



EZRSGIVRNIFRINSBWVWEERE., PTUOH—LAILTFEFYANORERLER
RECEAENBDEZRLTVRT, BEBA AR ADL2LISPHFOIFE L THEL
BWEE, L2LISPH T 422 —7 T4 AOUP/DOWNEIMER T —R AE - IFL2LISPA
VE—TILADIGMPL Z—T XY NAT—RAICEBEN D& ZRLTVET,

L2LISP ACLO#REEE, WA DTFT/NA AT TICITHONTVERT,

INTY NOAT LK EBREN, VNI 8240l —FHTBAVLANICEEEhaE, TOJO—RF
TARNFEICKY, NTY MEVLANI041DOIXNTORANZ> IV ) =708 J)L(STP)EriE R —
NCT7ZYTFa400&EhhhET,

<#root>

Edge-1#



show spanning-tree vlan 1041 | be Interface

Interface Role Sts Cost Prio.Nbr Type

Tel/ 0/ 2
Desg

FWD

20000 128.2 P2p Edge
Tel/0/17 Desg

FWD

2000 128.17 P2p
Tel/0/18 Back

BLK

2000 128.18 P2p
Tel/0/19 Desg

FWD

2000 128.19 P2p
Tel/0/20 Back

BLK

2000 128.20 P2p

MACZ RLAF—7 )k, R—KTe1/0R2ZT RRARNR—KRELTHBILET, ZOR—
NIESTPIC &k 2 TFWDIREEIZHE 2 THY . NTYRGEIVRARAVINCTSVFaA9&EnET

o

<tfroot>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb

DYNAMIC

Tel/ 0/ 2



DHCP#H 7 7 —8 K UACKZTOEARF—BL TWE T, DHCPAX—EVIHF A Z—TIIICEh
TWEWE, DHCPARX—EVIFTF—TIICIV MR EREhEL A, TORER, DHCPXIS
IVRERANOTFINAARNSYFOTTINIIEE, ARPANTY NOWREICK > TERENET
o £, DHCPAX—EVIN T4 E—TIICBE>TVWB®H, Tshow platform dhcpsnooping

clientstats; DEKDIBEIANY RTRETF—ENRRENBZVEN FRENET,

<tfroot>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network
Network Layer Address Link Layer Address Interface vlan

ARP

172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041
0005 45s REACHABLE 207 s try O
Edge-1#
show i p dhcp snoopi ng binding vlan 1041
MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

DHCPA 77— KVACK-1="F ¥ AN - L27/R—&F —

privl

ag



Client Onboarding and Packet Flow
DHCP Offer and ACK (Unicast Flag) Fusio

Border/CP-1
BOFdEI’f‘C p-2 1 DHCP Discover/Request is sent to the DHOP Server as

relayfunicast.

2. DHCP Server replies with Offer/ACK honoring the
flag, in this case Unicast.

3. DHLCP Relay receives the packet, remaves DHCP Relay
options, Unicast Flag Instructs the Relay to send the
DHCP Offer as Unicast, destination aaaa,dddd. bbbb

4. DHCP Relay sends the Offer/ACK to BOP-1

5. BCP-1 receives the Offerf/ACK and registers VLAN141
GW MAC in LZLISE 11D to both Contrel Planes

6. BCP-1 queries the CP (itself) to find the RLOC for
aaaa.dddd.bbbb, resolves to Edge-1 RLDC.

Edge-z 7. BCR.1 encapsulates the DHCP Offer/ACK using the
LI5P Map-Cache to Edge-1 RLOC with VNI

8. Edge-1 receives the DHCP packet, maps the VNI

to VLAN1041

9. Edge-1 consults the CAM table for anaa,dddd bbbb,
forwards the packet out to the physical port mapped
to the CAM entry

VLAN 1041

aaaa.dddd.bbbb L2LISP 1ID 8240

L2 Handaff Enabled

s LY Mandoff Disabled

NZ74v070—-1Z2F % ARDHCPZH 7 7 —8H RUVL2MD K DACK

COYFIVFBRDPLERBYET, IV RRAY MNFDHCP7O—RF+ ANT 5T ZunsetF 113
04 ICRRELET,

DHCP! L —(&DHCP Offer’/ACKZ 7 O— RF+ ARNE L TEFLET. KDWIZIZF v ANNT
YRELTEBLET, IZF ¥ ARNT Y NI, DHCPRAO—RADIZA T MN\—R
DITTRLADSKEL EREMACT RLANERAETNE T, chiZkt), SDPIEAT7
TVYIOTONTY NORBHFENKBICEEEN, LAV2T7SYTFAVIINFFYARNAT
EIMEFRTREELS, L2LISPRY 7F+ v 2 1Z2FEALTRT 74 Y ONEEETIET,

7 7 71) v ©Border/CP(192.168.0.201)/3% ¥ hCatPURE : A ZJDHCP#7 7 —

<{froot>

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr ==aaaa. dddd. bbbb"

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)

det ¢



0... .... .... .... = Broadcast flag: Unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
0.0.0.0
0.0.0.0

Client MAC address: aa:aa: dd: dd: bb: bb (aa: aa: dd: dd: bb: bb)

COIFVATR, LT7FZYTFAVTRIBREB/EROKICFEHEN, F7 7 —/ACKIEL2LISPY ¥
T7X¥YVIIRBRHATEHEEIAD LS, BEL2ENIEREILENET, IZF Y ANGEOFRBICH
2T, L2BRIFTEEMACT RL A(aaaa.dddd.bbbb)Z 1> RO—IL7L—ICBBALET, 77
TV OIvIT 'TMACT—Z_VJ LTIV RRAVRNER MERBICITOhD ERELT, OV
RAO=IL7TL—2ICE DI RKRA MIDEDNFBEFRENRTVET,

<#root>
BorderCP-1#
show

lisp instance-id 8240 ethernet server aaaa.dddd. bbbb

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured locators: any
Requested EID-prefix:
EID-prefix:

aaaa. dddd. bbbb/ 48

instance-id

8240
First registered: 00:36:37
Last registered: 00:36:37
Routing table tag: 0
Origin: Dynamic, more specific of any-mac
Merge active: No
Proxy reply: Yes
Skip Publication: No
Force Withdraw: No
TTL: 1d00h
State: complete
Extranet IID: Unspecified

Regi stration errors:

Aut henti cation failures: 0



Al l owed | ocators msmatch: 0

ETR 192. 168. 0. 101: 51328

, last registered 00:36:37, proxy-reply, map-notify
TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce Ox1BF33879-0x707E9307
XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BFOD
site-ID unspecified
Domain-ID 1712573701
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

192.168. 0. 101 yes up 10/ 10 | Pv4 none

O>hO=L7L—=2 (A—=HAILFEEEVE—HN ) LT BBorder®V T —nN#., LISPHERIE
ITVRERANOMACT RLADIY Y 7F ¥ v 2T RN ERBILET,

<tfroot>
BorderCP-1#

show i sp instance-id 8240 ethernet map-cache aaaa. dddd. bbbb

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
141
(11D

8240

), 1 entries

aaaa. dddd. bbbb/ 48
, uptime: 4d07h, expires: 16:33:09,
via nap-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, Tast modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101



4d07h up 10/10 -

RLOCH'#REND &, DHCPA 7 7 —(Offe\ ¥ 1ZF ¥ ANCHTEIL{LE h, VNI

L T192.168.0.101 MEdge-1IC BIFEEEFEENET,

<#root>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

141

aaaa. dddd. bbbb

CP_LEARN

L2LI O

BorderCP-1#

show platform software fed switch active matm nacTabl e vl an 141 mac aaaa. dddd. bbbb

VLAN  MAC Type Seq# EC_Bi

Flags machandle siHandle

8240% &£

141 aaaa. dddd. bbbb
0x1000001 0 0 64 0x718eb5271228
RLCC 192.168. 0. 101

adj_id 747 No

BorderCP-1#

show i p route 192.168.0. 101

Routing entry for 192.168.0.101/32
Known via "

0x718eb52b4d68 0x718eb52be578

0x0

10



isis

", distance 115, metric 20, type Tlevel-2
Redistributing via 1isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

vi a TenG gabi t Et hernet 1/ 0/ 42

Route metric 1is 20, traffic share count is 1
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<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb

DYNAMIC

Tel/ 0/ 2
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<#root>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan privi

ARP

172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041

0005 45s REACHABLE 207 s try O

Edge-1#

show i p dhcp snooping binding vlian 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O
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