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YEILET (ZOXYYEVITEFSDARTO—AILOF/NA ATEKRZIFES, /—REBTERX
BVLANZRILUL2 VNIILYYEVTTEEFET )., _ORFENFEAFITE, ChsO/—RTZh
SOVLANIZSVINRREENTVER A, D2FVY, IBEITBL3IVNIRBY EE A,

L2 & DVLANT ODHCPEIMENZE

IZ—FVYARNS—RIIAT=ITR, IXRTOT777TVYIOIYSHNEEERENEZIR
RAVKNDTF—RIDIAELTHEEL, IXTOFETRILYS— NV IAIPEFERATS D,
DHCPICIFHREBENHYET, DHCPUL—NTY NOTORETEZELLSEBET DI, FEERE
LISP RLOCIEH®ZESODHCPA 7' 3> 8ETNH T AT IV E/BATIMREN HYET, =
hig, 727709y 9Iv20U5 4T NNLANEODHCPARXR—E T ICE>»TEREhE T,
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DHCPINT Y RD 75 Y REIMEX A ZAXALREREENANARETNET, ChickY, L2753V TF
420 NLT, DHCP7O—RF Y AN ERKRBEICEETEDIRSICEYET, RKFEER
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Catalyst Centerh* 5 ML2MD & DVLAND E A

INA : Catalyst Center/7’ A a_>J /77T )Y O A NLAV2UREZY KDO—T/LAF
2RERY ND—U DiR&E

R stllusnlns y - . Er avar 2 Virtual Networks
= ciseo Catalyst Center Edit Layer 2 Virtual Network:

Configuration Attributes

LAYER 2 VIRTUAL NETWORK

O Data

@ Fabric-Enabled Wireless J

@) Advanced Attribute

T77VYOREIDAVYLAZEAL EL2VNIERE
L2OHKDVLANSRE : 777 Vv oI v

T777VYO0IvS /—RIZIE. CTSAER. IGMPEIPV6 MLDA &R, & KA ERL2 LISPER
ETHREENEVLANABYET, COL2 Only7—IILEDAVYLAT=ILTT, T, L2
OnyJAVLAZ7—=I)ICEBERS 388 (RAH—R, DHCPGuard, 7Y R7UVEAR X
WBE)NBREENET, ARPFTYFAVIN DA VLAT—=ITEMCE2TLIEL,

777Uy oI Y(192.168.0.101)DRE

<#root>
ipv6 nd raguard policy

dnac- sda- permt - nd-raguar dv6

device-role router
ipv6e dhcp guard policy

dnac- sda- perm t - dhcpv6

device-role server

vlan configuration

1031

ipv6 nd raguard attach-policy



dnac- sda- permt - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- permt - dhcpv6

cts role-based enforcement vlan-1ist

1031

vlan

1031

name L2_Only_Wrel ess

ip ignp snooping querier
no ip ignp snooping vlan 1031 querier

no i p ignp snooping vlan 1031

no i pvé md snooping vlan 1031

router lisp

instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 1031

broadcast - underl ay 239.0.17.1

fl ood unknown- uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet



flood-access tunneldN > RENXILFEFYARNERNVI—232TEREESN, IXTOBUMB
574990l BUMNS 74 Y OREETDIEHIZIGMPARX—E>JIC&>TaAVYILT—
32ENBVLANE U TINFRA-VNT7 7 EARA > RVLANZERA L T, Source Specific
Multicast(SSM)Z L —7°(232.255.255. 1) & A L TAPIZ AT LIt hET,

L2D A DVLANRRE : 74 YL ALANO> hO—7

WLC (A4 VYLALANO> NO—=F ) flIT, 777UV IOFOARA > NCBEEN TS nEY
4 RN2TE, 7OFARPEEEZ EMIZT S IZ Tno fabric ap-arp-caching, ZH L TRE
TRDYBENBHYET, Kz, Tfabric ap-dhcp-broadcasts ZBMICTIXEN HYET, DK
ElCKY, DHCP7O—RF Y ARNNTY RZAPASTA VL AT RRAVNIEETERT

o

777 1)Y JWLC(192.168.254.69) D E&E

<tfroot>

wireless tag site RTP-Site-Tag-3
description "Site Tag RTP-Site-Tag-3"

no fabric ap-arp-caching
fabric ap-dhcp- broadcast



ER i DAVLANLTFHE Y ARNT I —77232.255.255.1lF, IXNTOH A NETTHE
RAEhaF72)ILKNITIL—T7TT,

<tfroot>

WLC#

show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP-Si te- Tag- 3

Description : Site Tag RTP-Site-Tag-3

AP Profile : default-ap-profile



Local-site : Yes
Image Download Profile: default
Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1

RTP-Site-Tag-3 Load : O

L2\ RATERE(T77TVY OR=F—)

ERALEOBSANS, DHCPH—N (FERIL—ZF/VL—) Ik, BREIVZ>OMEZED., FE
NDT777TVYO /)—RIZEHTEET,

BR/—REZFEALUEDHCPHY —NANQOEHKEFHRE D FETTHN, JREFICELTREEICHK
NITBRIBENHYET, chld, 1 VF—TIAARAZEWLLN RATZRETILEN HB /-
HTT, Chicky), 777Uv 07— )LE2T777)YyIRERUVLANE = IEBIOVLANICE T
CENTEERS, 777UV IOITVDER—F—NFELUL2LISPA VAR AIDICYYE>YTEh
B, 777UV 0TV ER—F—BOVLAN IDOFHEN M ELET, L2/\> RATYE
R—KEE, SDPI7EARAZRY ND—VROLAV2I—7"%2<iESHIC, BUVLANTREICHZRIC
LEVWTLEEVW, TREEERTSICIE. StackWise Virtual, FlexLink+, E£IGFEEMAO U S
N EODTENBETT,

—%. DHCPH—NELER T —RIIAIIN—2ET7 77TV OIYDICERTZIHEE. BN
REFLEHWER A

BorderCP-1.DMNAZ.loca
Back

[

¥ naratil Devices (13)
C
F

VLAN Name = Enable Layer-I Handof! Extemal VLAN

L2\ RATRE



7771y JERICP(192.168.0.201)DEEE

<#root>

ipv6 nd raguard policy

dnac- sda- permt - nd-raguar dv6
device-role router

ipv6 dhcp guard policy

dnac- sda- permt - dhcpv6

device-role server

vlan configuration
3

1

ipv6 nd raguard attach-policy

dnac- sda- perm t - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- perm t - dhcpv6

cts role-based enforcement vlan-Tist

31

vlan

nane L2_Only_Wrel ess

ip ignp snhooping querier
no ip ignp snooping vlan 1031 querier

no ip ignp snooping vlian 1031

no i pv6 md snooping vlan 1031



router lisp

instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 31

br oadcast -underlay 239.0.17.1

fl ood unknown-uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

<- -

DHCP Rel ay/ Server interface

DAVLANLFF ¥ ANDOBERL

TJ777Vv0Tv2, 7Y RTFICLARNZIMXAZALENLTITIVEARA > NITO
—RFYARNNTY NZEETDIESICEREETNET, cnsD/NT Y ME, INFRA-VN

VLAN E®232.255.255 AR FF ¥y AN TN —FICATIbtehEx T, FIOEARA M.
CORNFFYARNTIIN—T2FERAITDEISICEFICHREETNTVD LD, CONIILFFr¥ AL
TIL—=7ICBEBNICS ML E T,

<#root>
WLC#

show ap nanme APl config general | i Site

Site Tag Name



RTP- Si t e- Tag- 3

WLC#

show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP- Si t e- Tag- 3

Description : Site Tag RTP-Site-Tag-3
AP Profile : default-ap-profile
Local-site :

Yes

Image Download Profile: default
Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1

RTP-Site-Tag-3 Load : 0

TOBRBARA DS, 77T IVVYIODALVYLALIY RRA NOBEEMSFICEIWVT,

VXLANR Y ZIIAFERENET (APRITREN., 777V 0Ty RITREICEN ). <0
R>ZIATIE, CAPWAPZ 77U Y ORIILFEYARNTIL—TI&, APIREKELASOIN R%E
FEAL THERENET,

<{froot>
AP1#

show i p tunnel fabric

Fabric GWs Information:

Tunnel-Id Gw-IP GW-MAC Adj-Status Encap-Type Packet-I
n Bytes-In Packet-Out Bytes-out
1

192.168. 0. 101

00:00:0C:9F:F2:BC

For war d

VXLAN



111706302

6 1019814432 1116587492 980205146

AP APP Fabric Information:

GW_ADDR ENCAP_TYPE VNID SGT FEATURE_FLAG GW_SRC_MAC GW_DST_MAC

AP1#

show capwap ntast

IPv4 Multicast:
Vlan Group IP Version Query Timer Sent QRV Teft Port
0

232.255.255.1

2 972789.691334200 140626 2 0

7770y O0TvZHIAS, IGMPAX—E>Z J#INFRA-VN AP VLANICRH UL TEMICAE 2 TH
W, TORARARFTOEARN D RINAVE—TIARAZER L, NAFFYARNITIL—T
232.255.2551ICZ ML TVWB L ZHRABLET

<#root>

Edge-1#

show i p ignmp snooping vlian 1021 | i |GW
Global IGMP Snooping configuration:

IGMP snooping :

Enabl ed

IGMPv3 snooping

Enabl ed

IGMP snooping

Enabl ed

IGMPv2 immediate Teave : Disabled
CGMP interoperability mode : IGMP_ONLY
Edge-1#

show i p ignmp snoopi ng groups vl an

1021 232.255.255.1

Vlan Group Type Version Port List

1021 232.255.255.1



igmp v2

Tel/0/12  ----- Access Point Port

Edge-1#

show devi ce-tracki ng database interface tel/0/12 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
DH4 172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12 1021

0024 1s REACHABLE 251 s(76444 s)
Edge-1#

show access-tunnel sunmary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels =1
Name RLOC IP(Source) AP IP(Destination) VRF ID Source Port Destination Port

Ac2
192. 168. 0. 101

172.16.1. 7

0 N/A 4789
<snip>

CNSORIEICKY), FUOERARAN, 777UV 0TIV, BXUOITAVYLALANI O
— S TOAVLANILFF Y AN EERICBIMELENTVD CENERETIAET,

DHCPNZ 74y O 70—
DHCPO#®BHEER - D1 v L Afll



Client Onboarding and Packet Flow Fusion
DHCP Discover or Request (DHCP Relay) DHCP Server

L2 Handoff Enabled

rCP-
BorderCi-2 1. Client associates and authenticates to the Fabric S5/D using 802.11

and CAPWAR

2. WLC registers client MAC 4822.54dc.6a15 to the Fabric CPs in
L2LISF D

3. CP performs a LISP WLC Notification te Edge-1, Edge-1 learns
MAC 4822 54de.Ba15 using the AccessTunnel interface of the AP

4. Client sends DHCPREQ (Discover or Request), it is a broadcast packet
aver the wireless 5510

5. AP receives the packet, encapsulates it to Edge-1 Loopbackl in

Edge-d VXLAN using VNID
6. Edge-1 maps the VNI 8232, de-encapsulates the packet and bridges
L2 ONLY it in VLAN1O21

VLAN 1031 7. Edge-1 floods the DHCP broadcast wsing L2 Flooding (Multicast

Encapsulation) with VI
L2LISP IID 8232 8. Both Borders receive the DHCP packet but only BCP-1 maps the VNI

to VLAN3L
9. BCP-1 bridges and floods the packet across all STP-forwarding ports
for VLAN31

10. The packet reaches the DHCP Relay or Extermal GW on VLAN31,
which then inserts the options required for relay
11. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.

4822.54dc.6a15

RS74Y %9 70— -DHCPIC&BL20HDEES LTER

DTAVYLAIY RRAY NORE, BHRENATVWBTIELARSI N, BRCBEETED 77T
YOTJONTAZHELET,

<#root>

WLC#

show wireless client sumary | i MAC -| 4822. 54dc. 6al5

MAC Address AP Name Type ID State Protocol Meth

4822. 54dc. 6al5

AP1
WLAN
17
Run
11n(2.4) MAB Local
WLC#
show wirel ess client mac 4822.54dc. 6al5 detail | se AP Nanme|Policy Profile|Fabric

AP Name:



AP1

Policy Profile :

RTP_PCD1_SSI D _profile

Fabric status :

Enabl ed

RLOC

192.168. 0. 101

VNID

8232

SGT : 0
Control plane name

def aul t - control - pl ane

RRAAY FIHMEEE PRDHCPEEEDH AN RIS —7O7 7/ I TEMCE>TWE L
ZHRRDIDENEETT, AV R Tno central dhcps & KT Tno central switchings .,
SSIDORVZ—7O7F7AIILTRETIHBEN HVET,

<#root>
WLC#
show wi rel ess profile policy detailed RTP_POD1_SSID profile | i Centra
Flex Central Switching : DI SABLED
Flex Central Authentication : ENABLED
Fl ex Central DHCP : DI SABLED
VLAN based Central Switching : DISABLED

CNSOBREEICKY), TV RKRAKID TAP, ICEHEENTVD LN ERENET, chid
. 777 Uv Ty RLOC 192.168.0.101ICBEEMNSITSNTVET, TOHER, TORT T 1V
DRETIOEARARNDASTFPTUYOIYSADEERICYNID 8232% A L TVXLANERH T
W7 eItEhET,

[)f1(:F)0)1ﬁEtH &:;Eg:iz -7 :f JwHTw



WLCEHZFERAL EMACT—Z29

IVRRAZNOFYR=FT 142 THIC, WLCRTAVYLAIY RKRAZ NOMACT RLAZT
POV OO RO-LTL—=2VIEBELET, BRIC. O MNO—-LTL—2E, (TI7ER
RAVRKDEREATVS ) 777UV 0TIV /—RICBHALT, POEARAINOT O
ARNDZNABZ—T IAAZEITHHE "CP_LEARNS MACZ—ZJ IV N ZERLET

o

<tfroot>
Edge-1#

show |'i sp session

Sessions for VRF default, total: 2, established: 2
Peer State Up/Down In/Out Users

192. 168. 0. 201: 4342 Up

2w2d 806/553 44

192. 168. 0. 202: 4342 Up
2w2d 654/442 44
Edge-1#

show i sp instance-id 8232 ethernet database w c 4822. 54dc. 6al5

WLC cTients/access-points information for LISP O EID-table Vlan
1031
(11D

8232

)

Hardware Address:

4822. 54dc. 6al5

Type: client
Sources: 2

Tunnel Update: Signalled
Source MS:

192. 168. 0. 201

RLOC:

192.168. 0. 101

Up time: 1lwéd
Metadata length: 34



Metadata Chex): 00 01 00 22 00 01 00 OC AC 10 01 07 00 00 10 01
00 02 00 06 00 00 00 03 00 OC 00 00O 00 00 68 99
6A D2

Edge-1#

show mac address-tabl e address 4822. 54dc. 6al5

Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac2

I RARAZNOMACT RLAY, BEENTVWRTIEARSA VNIRRT BITIEARN X
WAV E=TILARAZNLTELLKEFBERATLVAEF, COBRBETETLEERBEIET,

L2753V F429TTI)YSDENEDHCP7O—RF ¥ AN

DHCPAX—EVIHFF1—7IIDOHE. DHCP7O—RF v ANF7OVYIENT, KbV)
CLAY27 Y T4 0DEHICIILFFYARNTAHTEIMLENETT, FIZ. DHCPAX—E
VIOERBWMICTRE, CheOT7O—RFYARNNTYRNDTISYTFA T RBLETEET,
<ftroot>

Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i senabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snoopi ng i soperational on foll owi ng VLANs:

12-13, 50, 52- 53, 333, 1021- 1026
<- -

VLAN1031 shoul d not be listed, as DHCP snoopi ng nust be disabled in L2 Only pool s.



Proxy bridge is configured on following VLANs:
1024

Proxy bridge is operational on following VLANs:
1024
<snip>

DHCPAX—EVIHFF4 =TI TH B, DHCPF 14 AA/NJ/EREL2LISPOA > & —7
IAAREZFERALT, R2TVZYVFAVTENLTINT T4V 02T IV LET, Catalyst
CenterO/N—>a VB LVCBARENZ 777UV IONF—IZ&Kk2 Tk, L2LISPOA/ & —T I 4
ACHBFETT VLAV AR BEENTVERHEEN N HYVET, TOLH, DHCPRSZ 714 v D
(UDPAR—KRG7HXV68 ) A" 7IVLARAIMO—IIY MNJACE)IZ & > THRNICERE N
WERSICTBDHENBYET,

<tfroot>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-1i st SDA- FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

L2LISPA VARV ARAICEREENE7O—REFYARNT A —LATIN—=TET77TIVOTY
< MLoopback0ODIP7 RLAZRALT, CONTY NEMOT7TIY O /—RICTUYST
BL27TYFA4VISG)I N EBRELET, mrouteT—7ILeEmfibT—7IILESRBL T, &
BAVER—TIAR, BEAVER—TIAAVAN, BEAIVVRBEODNTXA—RZRAELE
E

<tfroot>

Edge-1#



show i p interface |oopback O | i Internet

Internet address is

192. 168. 0. 101/ 32

Edge-1#

show runni ng-config | se 8232

interface L2LISP0.8232

instance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1031

broadcast - underl ay 239.0.17.1

Edge-1#
show ip nroute 239.0.17.1 192.168.0.101 | be \(

(192.168.0.101, 239.0.17.1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0

<- -

Local S,GIIF nmust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<- -

1st OF = Tel/1/2 = Border2 Uplink



TenG gabitEthernet1/1/1
For war d
/Sparse, 00:00:19/00:03:13, flags:

<- -

2nd O F = Tel/1/1 = Borderl Uplink

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 8



EZRSGIVRIFRINSBWVWEER, REAEZ—T T4 RAJANOIL)ICHKE
A22=T7IAAOQIFABERTVWEVWEERE., PO —LAINLTFFYANDRER
ERBRECEEN &2 RLTVET,

NTysFvTFY

APA SO AHNDHCPINT Y NE, 27 ZY T4 TJICRISTAHEDNTY NOmFZ2RHTEIT D&
S0, A4V FTRBEMMAKXMNTY NFYTFrERELET,

7770)vOITv(192.168.0.10) N Y RF ¥ T F ¥

<ffroot>

nonitor capture cap interface TenG gabitEthernet1/0/12 IN <-- Access Point Port



nonitor capture cap interface TenG gabitEthernet1/1/1 OQUT <-- Milticast Route (L2 Flooding) OF

nonitor capture cap match any

nonitor capture cap buffer size 100

nonitor capture cap linmt pps 1000

moni tor capture cap start

moni tor capture cap stop

NTYRFYTFY TR, ADIDOEBDINTY NEZBRITDIVBENHYET,

« DHCPF 1 AA/X) —=VXLAN - AP ST YD
« DHCPF 1 A#/\1) - CAPWAP - APA*'SWLC
« DHCPF 1 AH/NYJ - VXLAN-TVYIASYILFF Y+ ARNTIL—T

<#root>
Edge-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==4822. 54dc. 6al5"

<-- 4822.54dc. 6al5 is the endpoint MAC

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129 4.865410 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to Edge

130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP

420

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to W.C



131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From Edge to L2 Fl oodi ng G oup

Edge-1#

show nmoni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==4822. 54dc. 6al5

and vxl| an"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129  4.865410 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394
DHCP Discover - Transaction ID 0x824bdf45
Edge-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr==4822. 54dc. 6al5

and udp. port==5247"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP
420

DHCP Discover - Transaction ID 0x824bdf45

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr==4822. 54dc. 6al5 and vxl an"

det ai

| i Internet

Internet Protocol Version 4, Src:
172.16.1.7
, Dst:

192. 168. 0. 101 <-- From AP to Edge

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
Internet Protocol Version 4, Src:

192.168. 0. 101



, Dst:

239.0.17.1 <-- From Edge to Upstream (Layer 2 Fl oodi ng)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

ERN: 77TV IORBIAVYLATIE., VXLANAZ EILILNT Y MZk2T
DHCPRZ 74 Y IR DTAT U RELGFET—NICEBHEENET, L., CAPWAPF
—Z(UDP 5247)TH7EILILE hi=/NT Y Ni&, IP LearniREEX° Wireless Device-
TrackingZ ENEBHEHN D =H K FICWLCIZEEENhET,

DHCPOBH EER - L27R—X —



ITYvSHITO—RFYARNTUORA—LATIN—7239.0171THT LT LA V2T75YF
1> %N LTDHCP Discover$s kU'Request/\7TY REZEETDE, CnsO/NT Y NEL2/\
RATVER, HBIZZDO>F ) FTEBorder/CP-1TEEENET,

CDE=HIZIE, Border/CP-1A"TY 2 M(S,G)&2HO2VILFF ¥ AM)IL—BMMROUTE)ZFEL .
FOREBEAER—TIAAVANIL2ZN\Y RFTVLANDL2LISPA VARV AN EENA TV D &%
ENfFHpNET. N RATRALCELZDVLANZFERATRHETE, L2\ RATZERFRU
L2LISPA 2 AR AIDEHBETZH ZEITEBELTSEZT W,

<tfroot>
BorderCP-1#

show vlan id 31

VLAN Name Status Ports

31

L2_ Only_Wrel ess

active

L2LIO:

8232

Tel/ 0/ 44

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(
192.168. 0. 101

239.0.17.1

), 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et her net 1/ 0/ 42
, RPF nbr 192.168.98.3

<-- IIF Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLCC

Outgoing interface Tist:



TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:

L2LI SPO. 8232

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101,
SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3

/0/317/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 4



EZRSGIVRNIFRINSBWVWEERE., PTUOH—LAILTFEFYANORERLER
RECEAENBDEZRLTVRT, BEBA AR ADL2LISPHFOIFE L THEL
BWEE, L2LISPH T 422 —7 T4 AOUP/DOWNEIMER T —R AE - IFL2LISPA
VE—TILADIGMPL Z—T XY NAT—RAICEBEN D& ZRLTVET,

7770y 0TIy /—RERKIC, POEAD> MAO—IL I MNJ(ACE)IZ & 2 TL2LISPOA >~
B—T I A ADAHADHCPNT Y RHFERENBEVELSICLET,

<ffroot>

BorderCP-1#

show i p access-lists SDA-FABRI C- LI SP



Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

INTY ROAT LN @EBRE N, VNI 8240l —HTAVLANICE BT hadE, TO7O—RF
vARNSRICKY, N\ RATVLAN 141OIXRTOANZIY ) =70 (STP)ERIXR—
RASINTY NN T7SYFa0T0EnET,

<#root>
BorderCP-1#

show spanning-tree vian 31 | be Interface

Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56  P2p

FNAARSYFIT—=TIIC&LY, =TT ADHCPUL—ICEHTRAIVR—TI(A
Te1/0/44 ' STPEHIER— R TR ITNEBRS BV ENFBREENE T,

<#root>
BorderCP-1#

show devi ce-tracki ng dat abase address 172.16. 141. 254 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft
ARP

172.16. 131. 254
87b.2003.7fd5

Tell/ 0/ 44

31

0005 34s REACHABLE 112 s try O



NTYRNFYTF¥
127 5YF42T (S, GEEAVR—T7IARA)HMSDEEDHCP/NTY K&, DHCPUL—A
OXISTBDEANTY NORBFZERBZETEDRSIC, A4 Y FTRAKEMAKNTY hF ¥ TF ¥

(EPC)ZRELET, NTYRFYTFrHEICE,. 220EAS/NT Y N (Edge-1H 50D
VXLANAZEILILNTY R&, DHCPUL —IZ@AS AT EILLEBEBRINT Y N ) AHERENET

o
777 )Y OR—F—/CP(192.168.0.201)/N\7 Y RF ¥ I F ¥
<#root>
nonitor capture cap interface TenG gabitEthernet1/0/42 I N
<- -
Ingress interface for Edge's S, G Moute (192.168.0.101, 239.0.17.1)

nonitor capture cap interface TenG gabit Et hernet1/0/44 OUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

nmoni tor capture cap buffer size 100

noni tor capture cap start

noni tor capture cap stop

BorderCP-1#

show noni tor capture cap buffer display-filter "bootp and dhcp. hw. nmac_addr ==4822. 54dc. 6a15"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
324 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
<-- 394 is the Lenght of the VXLAN encapsul ated packet
325 10.834141 0.0.0.0 -> 255.255.255.255 DHCP
420
DHCP Discover - Transaction ID 0x168bd882

<-- 420 is the Lenght of the CAPWAP encapsul at ed packet

326 16.695053 0.0.0.0 -> 255.255.255.255 DHCP



352

DHCP Discover - Transaction ID 0x824bdf45

<-- 352 is the Lenght of the VXLAN encapsul ated packet

Packet 324: VXLAN Encapsul at ed

BorderCP-1#
show nonitor capture cap buffer display-filter "frane. nunber==324" detail | i I|nternet
Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 326: Plain (dotl1lQ cannot be captured at egress due to EPC |initations)

BorderCP-1#
show nonitor capture cap buffer display-filter "frane. nunber==326" detailed | i Internet

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

Z DR T, Discover/Request/\T Y NC &k 2 TSD-Access7 77U Y OFERTL, ZotEI>

IVRERTLTVET, L., SIT9%0Il, BEEBZNTA—F (I RRANBEICK

TREENDDHCP7O—RFYARNT TV ) IC& 2T, #EDOffer/NT Y NEIFACK/NT Y

NOEESF VAN REENET, COT7FZTEZRETS1HIC, Discover/NTY ND1DZH/N
BLENTEET,

<#root>
BorderCP-1#
show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr==4822. 54dc. 6al5

' detailed | sect Dynamc

Dynami ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O



Transaction ID: 0x00002030
Seconds elapsed: 3

Bootp flags: 0x8000, Broadcast flag (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast <-- Broadcast Flag set by the Endpoint

.000 0000 0000 0000 = Reserved flags: 0x0000

B> b: bootp.type==1ZFEH T % &, Discover/\7T Y N &ERequest/N\TY KDdhET 1)L
RI)ITEET,



DHCPA 7 7 —8&KUVUACK-7O—RFE+¥ AN - L27IR—& —

Client Onboarding and Packet Flow Fusion
DHCP Offer and ACK (Broadcast Flag (DHCP Relay)

DHCP Server

—— L2 Handoff Enabled

L2 Handoff Disabled

BorderCP-2

1. DHCP Discower/Request is sent to the DHCP Server as relayfunicast.

2. DHCP Server replies with OfferfACK honoring the flag, in this case
Broadcast.

3. DHCP Relay receives the packet, removes DHCP Relay options, Broadcast
Flag instructs the Relay to send the DHCP Offer as a Broadeast packet.

4. DHCP Relay sends the OfferfACK to BCP-1

5. BCP-1 receives the Offer/aCK and registers VLANIL GW MAC in LZLISP

Edge-2 no te both Contral Planes

6. BCP-1 floods the DHCP Offer/ACK using L2 Flooding (Multicast

Encapsulation) with VI

L2 ONLY

7. Both Edges receive the DHCP packel, map the VNI to VLANLO3L,
VLAN 1031 then bridge and flood the packet across all wired STR-forwarding ports
for VLANL0Z1

L2LISP IID 8232

6. Edges configured with “flood access-tunmel™ will forwand the
broadcast packet using 232.255.255.1 1 all ports where the IGMP
snooping table has received @ Membearship Report (sent from Access

A 4 Paints).

8, Access Points de-encapsulate the packet and forwards it to the
wirgless endpaoints.

4822.54dc.6a15

RS74Y 9 70O—-DHCPA77—N7O—RFvAREL2ODHDACK

DHCP Discoverh'SD-Access 77 7Y U &K T L DT, DHCPU L —E#¢RMDDHCPY L —
Z7> 3> ( GiAddr/GatewaylPAddressZ & ) 28 AL, IZF v ARNEEELTNTY M E
DHCPH—NICEEIELET. cOT7O—TE, SDPIEARATZ 77U Y VIE4EI%DHCPA 7S 3
vaRfAMULER A,

DHCPF 4 AANV/BRAG—NIZEETD &, Y—NBEMAKZOTO—RFYARNTZTE
ERIZFYARNTZTZARELET, COT7FT, DHCPUL—I—2 12 MA'DHCPFH 7
T—2AIDVARN)—LTFNARA(BR)ICTO-RFYARNTIL—LAFLERIZFYANTL
—LELTEETRINESHZEBELET. COTFEVANL—232 TR, 7O0—-KRFr¥ AL
SFI)AZBELTVET,

MACZ—Z2JBRTT—R VI AER

DHCP!) L —A'DHCP Offer&i=IdACKZ*EET S &, L2BN/—RE@EFES— NI A DOMACT RL
AEEBL, THhEMACT RLAF—7ILIZEMLTA S, L2IMAC SISFTF—7ILICEEBIL, &
BIZL2LISPA > AR A8232IcX v E T EnN=VLAN 141DL2LISPTF—2ZXR—AICEMULET

o

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44



Mac Address Table

31

f87b. 2003. 7fd5
DYNAMIC

Tel/ 0/ 44

BorderCP-1#

show vlan id 31

VLAN Name Status Ports
31

L2_Only_Wireless active L2LIO:
8232
Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fd5| vl an

MAC Interface vlan privl state

f87b. 2003. 7f d5

Tel/ 0/ 44 31

NO TRUST

MAC- REACHABLE

61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show |isp ins 8232 dynamic-eid sunmary | i Nane|f87b.2003. 7fd5

Dyn-EID Name Dynamic-EID Interface Uptime

Aut o- L2- gr oup- 8232

Time left

Pending

Policy



f87b. 2003. 7f d5

N/A 6d06h never

0

BorderCP-1#
show |isp instance-id 8232 ethernet database

f87b. 2003. 7fd5

LISP ETR MAC Mapping Database for LISP O EID-table Vlan

31

(IID
8232
), LSBs: 0Ox1

Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f d5/ 48

dynamic-eid Auto-L2-group-8240, inherited from default locator-set
rlfoc_0f43c5d8-f48d-48a5-a5a8-094b87f3a5f7, auto-discover-rlocs
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tocal
Service-Insertion: N/A
Locator Pri/Wgt Source State
192.168. 0. 201
10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID
192.168. 0. 201
6d06h

Yes

0

192. 168. 0. 202

6d06h

Yes

0

F—=KRIDIADOMACT RLANELLEZEATHY, 7770y o> NO-IL7L—>0
ACKZ7 TN TYes) EX—VENTVWBEER. CORBATTLEERBEENET,



L2753y T4 TTT )Yy D& nizDHCP7O— RF ¥+ A K

DHCPAX—E>JZ#EMICLAVE, DHCP7O—RFvARNK7OV &N, LA4V275
YFAVTDEHIZIILFFYANZATEIILENT T, FIZ, DHCPAX—E TN EME
B4, DHCP7O—RFFYARNNTYNDTSYFA4 TG BHIEENET,

<#root>
BorderCP-1#

show i p dhcp snoopi ng

Swi t ch DHCP snooping i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on foll ow ng VLANs:

1001 <-- VLAN31 should not be listed, as DHCP snoopi ng nmust be disabled in L2 Only pools.

Proxy bridge is configured on following VLANs:
none

Proxy bridge is operational on following VLANs:
none

L2BorderTIEDHCPAX—E > IAEMICE > TWEWES, DHCPAX—E >V JEHERKREF S
EHhVFREA

COERMBET, L2LISP ACLORRREFH I DT /NA ATITICITOIATVERT,

L2LISPA VARV ARICHREENETO—RFYARNT A —L 4L —7 &£ L2Border
Loopback0 IP7 RLAZFAL T, CONTYREMOTFTTIY O /—RIZTVYSTBL27
SYFAUIS,G)I N ZEELET, mouteT—7 I EmfibT—7 I ESBL T, BEA>
R—=T IR, BEAVE—TIAAJAN, BEAVEZBEODNTXA—XZBRBLET,

<#root>
BorderCP-1#

show ip int |oopback 0 | i Internet

Internet address s



192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8232

interface L2LISP0.8232

instance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan

1031

br oadcast -underl ay 239.0.17.1

BorderCP-1#

show ip nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168. 0. 201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 10
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downl i nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second



Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071
/0/102/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 92071



EZRSGIVRIFRINSBWVWEER, REAEZ—T T4 RAJANOIL)ICHKE
A22=T7IAAOQIFABERTVWEVWEERE., PO —LAINLTFFYANDRER
ERBRECEEN &2 RLTVET,

CNSORKREEICKY), BIROATY ZERBRIC, NTY RFYTFriCB2>T0EI>aAV%E
BRTITLET, BREAVEZ—TIAAVANDOAR(CDZIERF AR —7 T4 ATenGig1/0/428 &
U'TenGig1/0/435M) &2 FERALTIXRTOTI 7TV OIVSADTO—RF+ ANE L TDHCPH
T7—HNEEEhDEHTT,

DHCPH 77 —8&LTACK-7JO—RFYAN-TIT V>

HO7O0—CEz2E=<@EHIC. 777Uv I Y HOL2Border SGEHMIBELET, T, &
BAVR—T I A ARL2BNO S EZIEL. OILIZIEVLAN 10312 Y EY T &E n=L2LISPA >V A
RUANEENTVET,



<ffroot>

Edge- 1#show vl an id 1031

VLAN Name Status Ports

1031

L2_ Only_Wrel ess
active L2LIO0:
8232
, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20,
Ac?2
, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(

192. 168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: IT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2

, RPF nbr 192.168.98.2

<-- IIF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)a

Outgoing interface Tist:

L2LI SPO. 8232

, Forward/Sparse-Dense, 1w3d/00:02:23, flags:

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1



Source:

192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 4

EZRSGIVRIFRINSBVWEERE, TOA—LAINLFEYANORERLRE



BRECEAEBENHBBDEZRLTVET, DEBA AR ADL2LISPAOIFEL THEEL
BWEEE, L2LISPHY T A48 —7 T 4 AOUP/DOWNEIMEAT —R AL 1= IEL2LISPA
VBR—TIALADIGMPA Z—T X NAT—RAICEEN B2 RLTVET,

L2LISP ACLD &AL . A DT /NA ATI TICITONATVERT,

INTY NOATEILED #BERE 1, VNI

82321 —HTBVLANICEEBEE hd &, TO7/O—RF

v ARNEHEICKY), NTY NMEVLAN1031D IR TOEBRANZ Y U—70KNJL(STP)ERiE

R=NCT7ZYTFA42TENFET,

<tfroot>

Edge-1#

show spanni ng-tree vlan 1041 | be Interface

Interface

Role Sts Cost

Prio.Nbr Type

Tel/ 0/ 2

FWD

20000
Tel/0/17

FWD

2000
Tel/0/18

BLK

2000
Tel/0/19

FWD

2000
Tel/0/20

BLK

2000

Desg

128.2

128.17

128.18

128.19

128.20

P2p Edge
Desg

P2p
Back

P2p
Desg

P2p
Back

P2p

2L, DHCPA7 7—%7O—RFYARNTBDLEHIZELTWVWDR A E2—TIM AR, 7O+
ARAVNCBEENFShETIORAN ZILA DV Z—TIALAATY, CchNTREZDE, "7
ZYRFTUVEARNYZI L HL2LISP IID 8232 TEMICE2TVRHTT, ThIUADIBE, C
DINT Y Ni&kAccessTunnelf V Z—T7 I/ AICEEENhD20ETOYVENET,

<ffroot>



Edge-1#

show | isp instance-id 8232 ethernet | se Milticast Flood

Multicast Flood Access-Tunnel:

enabl ed

Multicast Address:

232.255.255.1

Vlan ID:

1021

Edge-1#

show i p ignp snooping groups vlan 1021 232.255.255.1

Vlan Group Type Version Port List
1021 232.255.255. 1
igmp V2

Tel/ 0/ 12 <-- APl Port

NVFFYANT SV FATITN—TDIGMPARX—E2 T T NIk, DHCPAT7 7 —¢&
ACKAAPDYIER— N CEHEEThET,

DHCP# 7 7 —8 KUACKZTOE ARG —BLTVWET, DHCPAX—EVIN A Z—TI)ICEh
TWEWE, DHCPARX—EVIT—TILICIV NI EREhELA. TOFER, DHCPXHG
IVRRAVNODFNAARNSYFITIT NI, WEENEARPNT Y NMIKR2TEKE O
£9, £k, DHCPRAX—EVINFF1E—TNICE>TWVWSEH, Mshow platform
dhcpsnooping client statsy DR SBIN Y RTCRETF—RARRENBVEN FREIET,

<#root>
Edge-1#

show devi ce-tracki ng database interface Ac2 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft

ARP

172.16.131. 4



4822. 54dc. 6al5

Ac2

1031

0005 45s REACHABLE 207 s try O
Edge- 1#show i p dhcp snooping binding vlan 1041
MacAddress IpAddress Lease(sec) Type VLAN Interface

Total number of bindings: O

DHCPA 7 7 —8HKVPACK-1="F ¥ AN - L27R—&F —

Client Onboarding and Packet Flow Fusion
DHCP Offer and ACK (Unicast Flag [DHCP RELEIV) DHCP Server

DHCP Offer [U]- UTicast-FIEE @

—— 3 Handoff Enabled

L2 Handoff Disabled

1. DHCP Discover/Request is sent to the DHOP Server as relay/unicast,
2. DHCP Server replies with Offer/aCK honoring the flag, in this case
Unicast.,
3. DHCP Relay receives the packet, removes DHCP Relay options, Unicast
Flag instructs the Relay to send the DHCP Offer as Unicast, destination
4822.54dc.Bal15
4. DHCP Relay sends the Offer/ACK to BCP-1
Edge-2 3 BCP-1 receives the Offer/ACK and registers VLANZ1 GW MAC in L2LISP
no to both Control Planes
6. BCP-1 queries the CP (itselfl) to find the RLOC for 4822 54dc.Bal5,
resolves to Edge-1 ALOC.
VLAN 1031 7. BCP-1 encapsulates the DHCP Offer/ACK using the LISP Map-Cache to
- Edge-1 RLOC with VNI
L2LISP IID 8232 . Edge-1 receives the DHCP packet, maps the VNI to VLAN1031
. Edge-1 consults the CAM table for 4822.54de.6a15, entry is a CP_LEARM
entry to the AccessTunnel interface associated with the AP
then encapsulates the DHCPE Offer/ACK in VXLAN with VNI o the
AP
10.Access Points de-encapsulate the packet and ferward it to the
wireless endpoint

o

4822.54dc.6a15

NZ74v070—-12F ¥ ARDHCPH 7 7 —H KUVL2MD A DACK

COFIVARDPLERBYET, IV RRA2 NFDHCP7O— RF+ A N7 5T ZunsetF 1=
0y ICRRELERT,

DHCP!) L —ZDHCP Offer/ACKZ 7 O— RF+ ARNELTEELET. ROWICIZF+ANNYT
YRNELTEELET, IZFYARNNTY MZWEE. DHCPRAO—RAD IS4 T > RN\—R



JITTRLANSIREL ERAMACT RLANERAEhET, ChickY), SDPIVEART7
TVYOTONTY NORBEENRIBIZEEE N, LAV2T7SYF142I9XNFFYANAT
LI ARTEAEL, L2LISPRYY 7+ v 21 2FHALTRNRS 71 Y I BEENET,

7 7 71) v 2Border/CP(192.168.0.201)/\" ¥ ~CatPURE : AAIDHCPF# 7 7 —

<#root>
BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and
dhcp. hw. mac_addr ==4822. 54dc. 6al5" detailed | sect Dynamic

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)

O... ... ... ... = Broadcast flag: Unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

0

Client MAC address: 48:22:54:dc:6a: 15 (48:22:54: dc: 6a: 15)

COIFIVATR, L27TZYTFA VT RBREB/EROKIIFEHE N, 7 7 —/ACKIEL2LISPY ¥
TRy VI IRATEESND LY, BESEIERLEET, I-F v ANEEOFRAICHR
2T, RERFBWAMACT RLRAZIINO—LTL—VICBELET, 777UV OI VST
TMACS—Z2 U8B LUWLCEHA, MNEEICITPhDERELT, O NO-ILTL—2ICKT
DI RKRA> NDEDHNFEFEENATVET,

<tfroot>
BorderCP-1#

show | isp instance-id 8232 ethernet server 4822.54dc. 6al5

LISP Site Registration Information
Site name: site_uci



Description: map-server configured from Catalyst Center
Allowed configured locators: any
Requested EID-prefix:

EID-prefix:

4822. 54dc. 6al5/ 48

instance-id 8232

First registered: 00:53:30
Last registered: 00:53:30
Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h
State: conpl ete
Extranet IID: Unspecified

Regi stration errors:

Aut hentication failures: 0

Al l owed | ocators msmatch: 0

ETR 192.168.0.101:51328, last registered 00:53:30, proxy-reply, map-notify

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce O0xBB7A4AC0-0x46676094
XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BF0OD
site-ID unspecified
Domain-ID 1712573701
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

192.168.0.101 vyes up 10/10 IPv4 none

ETR 192. 168. 254. 69: 58507

, last registered 00:53:30, no proxy-reply, no map-notify

<-- Registered by the Wreless LAN Controller

TTL 1d0Oh, no merge, hash-function sha2

state conplete

, ho security-capability
nonce 0x00000000-0x00000000
XTR-ID N/A
site-ID N/A



sourced by reliable transport
Affinity-id: 0 , 0

W.C AP bit: dear

Locator Local State Pri/Wgt Scope

192. 168. 0. 101
yes
up
0/0 IPv4 none

<-- RLOC of Fabric Edge with the Access Point where the endpoint is connected

O>hO=L7L—=2 (OA—=HBILFEEEVE—HN ) LT BBorder® UV T —nN#., LISPHERIE
ITVRERANOMACT RLADIY Y 7F ¥ v 2T RNJERBILET,

<tfroot>
BorderCP-1#

show i sp instance-id 8232 ethernet map-cache 4822. 54dc. 6al5

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
31

(I1ID
8232

), 1 entries

4822. 54dc. 6al5/ 48

, uptime: 4d07h, expires: 16:33:09,
via nap-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, Tast modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101

4d07h up 10/10 -



RLOCH#REhD &, DHCPAH 7 7 —(OffeN K 1ZF v AN THT EIL{LE h,
192.168.0.101 MEdge-1ICVNI 8240 CEEEEE N E T,

<#root>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

31

4822. 54dc. 6al5

CP_LEARN

L2LI O

BorderCP-1#

show platform software fed switch active matm nacTabl e vl an 141 mac aaaa. dddd. bbbb

VLAN
MAC Type Seq# EC_Bi Flags machandle
siHandle riHandle diHandle *a_time “*e_time ports

Con

31 4822. 54dc. 6al5
0x1000001 0 0 64 0x718eb52c48e8 0x718eb52c8b68 0x718eb44c6cl8 0x0 0
RLOC 192. 168. 0. 101

adj_id 1044 No

BorderCP-1#

show i p route 192.168.0. 101

Routing entry for 192.168.0.101/32
Known via "



isis

", distance 115, metric 20, type Tlevel-2
Redistributing via 1isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

vi a TenG gabi t Et hernet 1/ 0/ 42

Route metric 1is 20, traffic share count is 1

BOtEY> a3 ERUBAET,. DHCPUL—AS5OABDERLOCHEOA R —T T4 ANDAN
ODEAEDRNS 71V 0&FYT7FvL, TYZRLOCADIZF v+ ANDVXLANA T )L %
wmlLET,

DHCPH 7 7—8BrUTACK-1ZF¥YAN-TITV>
TYDRFERASIZF ¥ ARNDHCP Offer’lACKZZEL. NS 71 v 00h7T It EREEKRL
. MACZPRLAT—7IL%#SBLTELLVHAR—RNERELET, 7O0—RF¥ AL
Offer’/ACKE EE&Y), TvP /—RiE, IV RRA UM EBHGENATVIEEDTIVEAN X
WCOHRNTY NEEGEL, IXNTOR—KNCNTYRNETSYVF420LFRA.

MAC7 RLAT—7 )Lk, "— NAccessTunnel2Z AP1ICBhHE( T s ni-{REAR— N E L TEEB
LET,

<{froot>

Edge- 1#show mac address-tabl e address 4822.54dc. 6al5

Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac2

Edge- 1#show i nterfaces accessTunnel 2 description



Interface Status Protocol Description

Ac2

up up
Radio MAC: dc8c.37ce.58a0,

P 172.16.1.7

Edge- 1#show devi ce-tracki ng dat abase address 172.16.1.7 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
DH4

172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12

1021 0024 6s REACHABLE 241 s try 0(86353 s)

Edge- 1#show cdp nei ghbors tenG gabit Et hernet 1/0/12 | be Device

Device ID Local Intrfce Holdtme Capability Platform Port ID
AP1 Ten 1/0/ 12
119 R T AIR-AP480 Gig O

DHCPH 7 7 —8 KTACKZ7OtE AR —BELTVWET, DHCPAX—EVINF 1 Z—TIIICEh
TWAEWE, DHCPAX—EYITF—7ILNICIV NUAERENEE A, TOFR. DHCPXIS
TIVRRAVNOTFNAARNTZYFOTT M), DHCPTRR &L, IREETNIZARPNT Y K
LR P2TERENETET, £, DHCPARX—EVIANFF42—TIICB>TVS 18, Mshow

platform dhcpsnooping client stats; DX S B INY RTREF—EXNRRENBVENF FEEH
9,

<tfroot>

Edge- 1#show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft

ARP



172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041
0005 45s REACHABLE 207 s try O

Edge- 1#show i p dhcp snooping binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

SDP7OEAT777TIYIRIVRRAVNOBEOXKTHD D, I-FvANFLEFE7/O—K
FYANTZTDERICEEZEZARBRVWCEILFETDHDENEETY, COMEEFEDHCPY L
—FR@FDHCPHY —NBEICE > TLEEZTNDTEMEN DY ETH, I2EARETOI—ALL
ADHCPERAICIE, MADAXAAZXALNFTAIRTT, 7O— RF ¥ A NOffer/ACKICR T BT >
A—LAXLFFY¥ANIKDI27TY T4, 1ZF ¥ ARNOffer/ACKICH T2 I NO—
LW7L—>ToHEYBEI RIRA MNEKRTT,

DHCPhZ #0232 : D4 YL ADt&AL

WLCH S, RARL—RAZERALTDHCPRZ U H U a > FERENET,

<tfroot>

WLC#debug wirel ess mac 48:22:54: DC. 6A: 15 to-file bootflash:client6alb

RA tracing start event,
conditioned on MAC address: 48:22:54:dc:6a:15
Trace condition will be automatically stopped in 1800 seconds.
Execute 'no debug wireless mac 48:22:54:dc:6a:15" to manually stop RA tracing on this condition.

WLC#Nno debug wirel ess nac 48:22:54: dc: 6a: 15
RA tracing stop event,

conditioned on MAC address: 48:22:54:dc:6a:15

W.C#nore flash:client6al5 | i DHCP

2025/08/11 06:13:48.600929726 {wncd_x_R0-03}{1}: [sisf-packet] [15981]: (info): RX: DHCPv4 from interfac

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5
2025/08/11 06:13:50.606037404 {wncd_x_R0-03}{1}: [sisf-packet] [15981]: (info): RX: DHCPv4 from interfac

SI SF_DHCPOFFER



, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5
2025/08/11 06:13:50.609855406 {wncd_x_R0-0}{1}: [sisf-packet] [15981]: (info): RX: DHCPv4 from interfac

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5
2025/08/11 06:13:50.613054692 {wncd_x_R0-0}{1}: [sisf-packet] [15981]: (info): RX: DHCPv4 from interfac

SI SF_DHCPACK

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5

NZ2HO2a2VORTHEIC, IVRRANEDTAVLALANIY NO—ZOFNAART Y
FUOITF—ER—-ALCEMENTT,

<ffroot>

WLC#show wi rel ess devi ce-tracki ng dat abase mac 4822. 54dc. 6al5

MAC VLAN IF-HDL IP ZONE-ID/VRF-NAME

4822. 54dc. 6al5
1 0x90000006
172.16.131. 4

0x00000000
fe80::b070:b7el:cc52:69ed 0x80000001

DHCPRZ ¥ U a2 2ih, TUORARAZ NEHRTTNY TENET,

<#froot>

APl#debug client 48:22:54:DC:. 6A: 15

AP1#t er m non

AP1#
Aug 11 05:37:47 AP1 kernel: [*08/11/2025 05:37:47.3530] [1754890667:353058] [AP1l] [48:22:54:dc:6a:15] <

[uw

DHCP_DI SCOVER

: TransId 0x76281006
Aug 11 05:37:47 AP1 kernel: [*08/11/2025 05:37:47.3531] chatter: dhcp_reqg_local_sw_nonat: 1754890667.35
Aug 11 05:37:47 AP1 kernel: [*08/11/2025 05:37:47.3533] chatter: dhcp_from_inet: 1754890667.353287600:
Aug 11 05:37:47 AP1 kernel: [*08/11/2025 05:37:47.3533] chatter: dhcp_reply_nonat: 1754890667.353287600



Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3587] chatter: dhcp_from_inet: 1754890669.358709760:
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3588] chatter: dhcp_reply_nonat: 1754890669.358709760
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3589] [1754890669:358910] [AP1] [48:22:54:dc:6a:15]

[D:W

DHCP_OFFER

: TransId 0x76281006 tag:534

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3671] [1754890669:367110] [AP1] [48:22:54:dc:6a:15] <
[U W DHCP_REQUEST

: TransId 0x76281006
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3671] chatter: dhcp_reg_local_sw_nonat: 1754890669.36
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3709] [1754890669:370945] [AP1] [48:22:54:dc:6a:15]

[D:W

DHCP_ACK

: TransId 0x76281006 tag:536

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3733] [1754890669:373312] [AP1] [48:22:54:dc:6a:15] <
[DA] DHCP_OFFER

: TransId 0x76281006 [
Tx Success

] tag:534
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3983] [1754890669:398318] [AP1] [48:22:54:dc:6a:15] <

[D:Al

DHCP_ACK
: TransId 0x76281006 [

Tx Success



] tag:53

* U W= Uplink Packet fromCient to Wreless Driver

* DW= Downlink Packet fromCient to dick Mdule

* D:A = Downlink Packet fromdCient sent over the air
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