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* Remote Authentication Dial-In User Service ( RADIUS )
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COBITIE, WLANRRRD LS ICEBHNICREETNATVET,

. L2VNID = 8198 / IP7—JL %= Pegasus_Read_Only —> VLAN 1030(10.10.10.x)
- SGTHL
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F9. BETHIWLANZHEL, TORELLZZHREITILEN HYET, cOBITR, T
TC2E-druedahe-802.1xy £ VWS SSIDAEFAENE T, CORFIX MNOHETRHRA T,
SDARCatCRE TN A Y R—hENTL B, RELRRTILEN BV EY, OB 3
IISDT OV ERITTTIY VHAN<BEDT T TVY DY A NSIRARNT Y R—=F 12 T1D
4 ¥LASSIDOT :

> Pegasus-3

Pegasus-3
Fabric Infrastructure Host Onboarding Mare Actions
Authentication Virtual Networks Wiraless 3510s Part Assignment
55 du
=Q 1c2d
Traffic
551D Name Type Security Type Addreszs Pool Scalable Group
NPAS Voica +
TC2E-druedahe-PSK Enterprise weaz . Pegasus_Read_Only
Paersonal Data
|
. WPAZ Voice + T
TC2E-druedahe-B021X Enterprise : Pegasus_Read_Only N
Enterprise Data

SSIDIZ . TPegasus_Read_Onlys EWVWSEBIDIPT—ILAYYETENTEY) ., SGTHE
HICE) ¥ TENTVWEEA, Chilk, SGT=0Z2EKRLET, DFVY . ISENFFA A FIv UE))
HETOLEHILEHERETDCEBL, DAVLARAIVZAT UM ERICEGES RURIME N
BE, DA1VLAVZATUROBRERCDOLSIZEYET,

BHCEYH TSN T -, WLICREDHIICFEL TVRIBEN BN ET, chZT5ICR’
. CatCLDREBERY ND—JICIPT—)%& "OA4VYLAT =) ELTEMLET,

VLAN Name =~ IP Address Pool VLAN ID Layer 2 VNID Traffic Type Security Group Wireless Pool

10_10...LY_VN _ 1031 8199 Data . Enabled

WLC M GUI®M Configuration/Wireless/Fabric® T Tlk, c DEERFADLS ICRBMRENET,



lyst 9800-CL Wireless Controller Nelcome dnacadmin

Configuration™ » Wireless ™ > Fabric
General Car z fil
Fabric Status ENABLED .|
Fabric VNID Mapping
|+
w
JB
Name Y L2VNID Y L3IVND
[) Pegasus_APs 8196 4097
[0 Pegasus_Read_Only 5198
[ 10_10_30_0-READONLY_VN 5199

"Pegasus_Read_Onlyy 7'—/LI&8198 L2ZVNIDERIU TH Y, 954 F7 > N%8199 L2VNID EIC
BELEXT. D2FV)., ISERWLCICRL T, 2OU54F> M2 T10_10_30_0-
READONLY VNJ 77— ZFEATRDLSICERIDMEN HYET, WLCTRTITTUY Y
VLANDRERFREZFENBVWIEISEELTLKEETV, L2UNDDO &K EZREBLET. ThENE,
SDA7 77 )Y JENHDHEEDVLANIZY YEV TEhET,
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BB RIFISET T, ISE GUIO Operation/RADIUS/Live Logs/ICBE L., DA VL AOVZAT RO
MACT RL A%ZEndpoint D7 1 —)LROT7 4 )LRZELTHEAL, Details 74 Z20 )Y ILE
ED

b dentity Services Engine

Home » Context Visibility = Dperations » Policy » Administration » Work Cenlers

=RADIUS | Threat-Centric NAC Live Logs  » TACACS  » Troubleshoat  » Adaptive Nehwork Control  Reports

Liwa Loge Live Sestions

Misconfigured Network Devices @

0

Misconfigured Supplicants €

0

& Rafrash © Resel Repeat Counts B Expord To=
Time Status Details Repeat Count Identity
x o /
Nowv 28, 2023 07:19:52.040 FM ] 7. 0 druedahe
Nev 28, 2023 07:19:52.009 PM 8 druedahe

RN

BEFEO>TVWET,

Click hera to do visibility

Client Stopped Responding @

0

RADIUS Drops @

1

Repeat Cou|

0

Refresh Every 10 seconds | Show | Latest 100 re|

Endpoint ID Endpoint P Authenticat Autharization Profiles
08BEAC1S:C4D9 x End F Authenticatior | Aulherization Profiles
08 BE:AC!18:C4:D9 Microsoft-W TC2E-Wirele TC2E-8021X
08:BE:AC:18:C4:D9 Microson-w TC2E-Wirele...  TC2E-2021X

RAEOFMSRRE N0 TAHETT, £IZ, BEEHERO2O0EIZ 3V ICEL

Overview

Event
Username
Endpoint Id
Endpoint Profile

Authentication Policy

Authonzation Policy

Authorization Result

Overviewld, DDA VLAV ZAT > NREEIC
hhERASELAZRLET, TS5 THRVIHEE
CORFIAIANTREREFEBALEREA,

5200 Authentication succeeded
druedahe

08-BE:AC:18:C4 D9
Microsoft-Workstation

TC2E-Wireless == Authentication Rule 1
TC2E-Wireless == Authorization Rule 1

TCZ2E-8021X

BERULERVY—FEZEHNORYS—OVT

VISERUY —REZRETHEN B KTAH



Resultld, ISEASWLCICIRENIEZRLET, BIERKSGTEL2VNIDZEHWICEIY) HTR &
THDEH, COT—RECICEDIHBENHVYET, XO2RIFELTLEETL,

1. L2VNID# & "Tunnel-Private-Group-ID, B & U TIEFENET, ISER. ID(B199)TRE&<
. &H(10_10_30_0-READONLY VN)EETHEH & V) £ T,

2. SGTlE Tcisco-av-pairy & U TEFENET, cts:security-group-tagE T, SGTEAN16ELK
(12) Tl <asci(18) THhD & lCEBLTLKEEY, L., chsERELUTT,
TC2E_Learnersld, FIEHIICIFISEDSGTE T,

WLC D f&E

WLCTI&. show wireless fabric client summary N> REFERALTISA T NDAT—2 A%
&2 L. show wireless fabric summaryZ AL T7 77U Y VDREL., BNICEY HTshi
L2ZVNIDD EEZ B TEE T,

<#root>
eWLC#
show wirel ess fabric client summary

Number of Fabric Clients : 1

MAC Address AP Name WLAN State Protocol Method L2 VNID
O8be.acls.cado DNAL2-AP-OL 19 R l1ac Dotk
8199

172.16.69.68
<#root>
eWLC4#

show wi rel ess fabric sunmary

Fabric Status : Enabled

Control-plane:
Name IP-address Key Status

default-control-plane 172.16.201.4 f9afal Up

Fabric VNID Mapping:

Name L2-VNID L3-VNID IP Address Subnet Control plane n
Pegasus_APs 8196 4097 10.10.99.0 255.255.255.0 default-cont
Pegasus_Extended 8207 0 0.0.0.0 default-con
Pegasus_Read_Only 8198 0 0.0.0.0 default-co

10_10_30_0- READONLY_VN



8199

0.0.0.0

default-control-pTlane

FRENDFEHBIRRENBZVIERRF, WLCTOIDAVYLAIZA4T7> ROMACT RLADRAK
L—RAZBMIILT, ISEASERELET—XZERICEFETETRT. BEDIZATMD
RARL—AHDZEBIZHECODVTR, KORFIXVREZZRLTSEZWL,

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-

quide/b wl 17 6 ca/m debug ra ewlc.html?bookSearch=true

DZA4T > RORARNL—AHATR, ISEN SEFEE hZEB A RADIUS Access-Accept/\N T v
NTEEEINET,

<tfroot>

{wncd_x_RO-0}{1}:

Access- Accept

, len 425

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

Tunnel - Pri vat e- G oup- | d[ 81]

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Cisco AVpair

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Cisco AVpair

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Ewncd_x_RO—O}{l}:
{wncd_x_R0-0}{1}:

Ewncd_x_RO—O}{l}:
{wncd_x_R0-0}{1}:

[radius]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[radius]
[radius]
[radius]

[1]

[radius]
[radius]

[1]

[radius]
[radius]
[radius]

[epm-misc] [21860]:
[epm-misc] [21860]:

[auth-mgr] [21860]: (info):
[client-auth] [21860]:

[21860] :

[21860] :
[21860] :
[21860] :
[21860] :
[21860] :
[21860] :
[21860] :
[21860] :
[21860] :
[21860] :
[21860] :

25

[21860] :
[21860] :
[21860] :

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):
(info):
(info):

RADIUS:

RADIUS:
RADIUS:
RADIUS:

01:

RADIUS:

01:

RADIUS:
RADIUS:
RADIUS:

01:

RADIUS:

RADIUS:
RADIUS:
RADIUS:

Received from id 1812/14 172.16.201.206:0,

authenticator c6 ac 95 5c 95 22 ea b6 - 21 7d 8a f

User-Name [1]
Class [25]
Tunnel-Type [64]

Tunnel-Medium-Type [65]
EAP-Message [79]
Message-Authenticator[80]

"10_10_30_0- READONLY_VN'

EAP-Key-Name [102]
Vendor, Cisco [26]

32 "cts:security-group-tag=0012-01"

[21860] :
[21860] :

(info):
(info):

RADIUS:
RADIUS:

Vendor, Cisco [26]

28 "cts:sgt-nane=TC2E_Lear ners"

[21860] :
[21860] :
[21860] :

(info):
(info):
(info):

(info):
(info):

RADIUS:
RADIUS:
RADIUS:

Vendor, Cisco [26]
Cisco AVpair [1]
Vendor, Microsoft [26]

10
53

67
38

34

26
20
58

"druedahe"

VLAN

ALL_802

"cts:vn=READONLY_V

[08be.acl18.c4d9:capwap_9000000a] Username druedahe receiv
[08be.acl18.c4d9: capwap_9000000a] VN READONLY_VN received

[08be.acl18.c4d9: capwap_9000000a] User Profile applied suc
(note): MAC: 08be.ac18.c4d9 ADD MOBILE sent. Client state fla


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b_wl_17_6_cg/m_debug_ra_ewlc.html?bookSearch=true

WLCIE., SGTHE LVL2VNIDEFHRZXDIEEIZIEEFELET,
1. CAPWAP(Control And Provisioning of Wireless Access Points)#&BH N 7 7 AR A > M(AP),
2.LISPIZ&BT7 77 1Jv UCP,

RIZ. 777UV HCPIRSGTHEZLISPEBETI 77 UY ZENICREELET, 777U Y YENT
FAPA EHENTVWET,

7771y OENDORSE

RDATY T T, 777UV JENIBNICZELEBRERMLTVRIAESHERIILET
o showvlandY > RZFEAL T, L2VNID 8199(CEAEF TS N -VLANEZRERLE T,

<#root>

EDGE-01#

show vlan | i 819

1028 Pegasus_APs active Tu0:8196, Gil/0/4, Gi1/0/5, Gi1/0/6, Gil/0/10, Gil/0/18
1030 Pegasus_Read_Only active Tu0:8198, Gil/0/15

1031 10_10_30_0- READONLY_ VN
active
TuO: 8199

, Gil/0/1, Gi1/0/2, Gil1/0/9

L2VNID 81994 VLAN 1031ICN Y E TJEhTWVWA Z ENFDAVET,

& 51C., show device-tracking database mac <mac address> AN > RZFERATD &, D4 VL A
DFAT 2 M BEHNOVLANLEICH B A ESHNRRENET,

<#root>
EDGE-O01#
show devi ce-tracki ng dat abase nac 08be. ac18. c4d9

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%

Time source is NTP, 15:16:09.219 UTC Thu Nov 23 2023

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access  0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state

macDB has 0 entries for mac 08be.acl18.c4d9,vlan 1028, 0 dynamic
macDB has 2 entries for mac 08be.acl18.c4d9,vlan 1030, 0 dynamic
DH4



10. 10. 30. 12 08be. ac18. c4d9

Acl
1031

0025 96s REACHABLE 147 s try 0(691033 s)

B#IZ. show cts role-based sgt-map vrf <vrf name> all X > Ri&, 94T NIE)HTS
NESGTEZRERHELET, COHITIE, VLAN 10311E "READONLY_VN, VRFO—ZTT,

<tfroot>

EDGE-01#

show cts rol e-based sgt-map vrf READONLY_VN al |

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 10:54:01.496 UTC Fri Dec 1 2023

Active IPv4-SGT Bindings Information

IP Address SGT Source

10. 10. 30. 12

18

LOCAL
10.10.30.14 4 LOCAL



EDAVLRIVZSATUON(BRIZATNEE ) DSDAT 77 1) v 2 TMHCisco
TrustSec(CTS)ZRU < —DEAE. APPWLCTIA&<, ENICK 2 TETEhET,

ChIZKY), ENFEEEENESCTICREENIERYS —ZBRATEEXT,

S OHINBEIICADEATVWEWESF., ENTdebug lisp control-plane all Y > RZ2fEH
LT, WLCHSIESNTLBLISPEHIZZELTVIHNESHERRETEEXT,

<#froot>

378879: Nov 28 18:49:51.376: [MS] LISP: Session VRF default, Local 172.16.69.68, Peer 172.16.201.4:434
w ¢ mappi ng-notification

for IID 8199 EID 08be.acl8.c4d9/48 (state: Up, RX 0, TX 0).
378880: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199 MAC: Map Server 172.16.201.4,

W.C Map-Notify for EID 08be.acl8.c4d9

has 0 Host IP records, TTL=1440.



378881: Nov 28 18:49:51.376: [XTR] LISP-0 IID 8199: WLC entry prefix 08be.acl8.c4d9/48 client, Created.
378888: Nov 28 18:49:51.377: [XTR] LISP-0 IID 8199 MAC:

S| SF event

scheduled Add of client MAC 08be.acl18.c4d9.
378889: Nov 28 18:49:51.377: [XTR] LISP: MAC,

SISF L2 table event CREATED for 08be.ac18.c4d9 in VIlan 1031

, IfNum 92, old IfNum O, tunnel ifNum 89.

LISPEHIE, mAICCPICI>TEF/EN, RICENICVL—ENBECEFBLTLKEZL,
SISFRERTFNAARNZYFUITIRNIRE, COLISPEMZZEIREERENET, OB
MF7OELAOEELZH D TT. CcOBHIE., XOFETERRTEET,

<#root>
EDGE-01#

show i sp instance-id 8199 ethernet database wc clients detai

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
Time source is NTP, 21:23:31.737 UTC Wed Nov 29 2023

WLC cTlients/access-points information for router Tisp O IID

8199

Hardware Address: 08be.acl8.c4d9

Type: client
Sources: 1

Tunnel Update: Signalled
Source MS: 172.16.201.4
RLOC: 172.16.69.68
Up time: 00:01:09

Metadata length: 34
Metadata C(hex): 00 01 00 22 00 01 00 OC OA OA 63 OB 00 00 10 01
00 02 00 06 00

12

00 03 00 OC 00 OO 00 00 65 67
AB 7B



FE I ARTF—B LI IVTEARRENTVREI2Z, HPBVWUEHTELSELESCT
18D16ER/N—2 32 TY, ChiCKY, Z7OERAZEAERICKT L L LR
nEXY,

INT Y NDWEE

REBEOERFIEE LT, ENAAM Y FTEmbedded Packet Capture(EPC)Y —IILZEAL T, <0
DFAT 2 RONT Y RHAPICE > TEDEDICEBENDIHNEERBITDLETEET,
EPCTEXRY 7/ FY 774N EZMBIBAEICODVTR, XREeSBLTLEEL,

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-
3/configuration guide/nmagmt/b 173 nmgmt 9300 cg/configuring packet capture.html

COBITE, T—RIDITANDpingH DA VYLAIZAT7> NEBRETHBEENATLERT,

| Time | Arrival Time | Source | Destination | VXLAN I Protocol | Identification | Length | Info
8 0.082365 2023-12-81 18:47:34.384734 16.18.30.12 16.18.30.1 8199 ICMP 8x@lel (481),0x- 124 Echo (ping) regquest
18 0.000028 2023-12-01 18:47:39.277504 10.18.30.12 10.10.30.1 8199 ICMP 8xBle3 (483),0x. 124 Echo (ping) request



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html

APEENR 77 7VYOIDANYLAISATY NBICAPBEOVXLANRN Y XL ZFERT B =8, /N
TY MZIEFAPA S OVXLANAY A —A BT D CEICT TICBEESNTVET,

> Frame 8: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
> Ethernet II, Src: Cisco_0c:2e:c@ (70:70:96:@c:2e:c@), Dst: Cisco_9f:ff:5f (00:00:0c:9f:ff:5f)
» Internet Protocol Version 4, Src: 10.10.99.11, Dst: 172.16.69.68

> User Datagram Protocol, Src Port: 49269, Dst Port: 4789

P Virtual eXtensible Local Area Network

> Ethernet II, Src: EdimaxTe_18:c4:d9 (@8:be:ac:18:c4:d9), Dst: Cisco 9f:fb:fd (@0:00:0c:9f:fb:fd)
» Internet Protocol Version 4, Src: 10.10.30.12, Dst: 10.10.30.1

& Internet Control Message Protocol

NI OREETEAPOIPF KL A(10.10.99.11) T, 385 IFEN Loopback0 IP7 KL &
(172.16.69.68) T ¥, VXLANAY A —DHBTIE, EROTA VL AISAFTURF—R (D
BEFICMPNT Y N ) 2HFETEET,

BEIC. VXLANAY A —ZFANET,

Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
leies sees ssss ssss = GBP Extension: Defined
cas snss snsss = VXLAN Network ID (VNI): True
sess asss a0us .aaa = Don't Learn: False

snss ssss ssss 0... = Policy Applied: False
.000 .000 0.00 .000 Reserved(R): @x0000
Group Policy ID: 18
VXLAN Network Identifier (VNI): 8199
Reserved: ©

SGTEZ I IN—TRIZ—IDELTXELET, CNDiFEFasciER T, L2VNIDEZVXLANZ
Y RD—=UFBBIF(VNDELTXELERT,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



