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BERAT EPG ( 7V TZAERSPANT®H 2 Z EN WA )

FEREPGEHEELY RIRA 2 M FEBENDTF > NAPEPG

FEIP: BRI RRAZ MOIP

EETIPEBDIPEZIEETERT., J7L7 1Y VAN EAThIES, REREY MIREY—-A
/—RO/—RIDAEAENET., X, node-101Dprefix: 192.168.254.0/24 => src IP
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Frame 1295 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface \Device\NPF_{487CC42E-2D34-: A
Ethernet IY, Src: Cisco f8:19:ff (@@:22:bd:T8:19:ff), Dst: VMware_b7:89:63 (88:508:56:b7:089:63) [
Internet Protocol Version 4, Src: 192.168.254.161, Dst: 192.168.254.1
Generic Routing Encapsulation (ERSPAN)

Flags and Versicn: @xla@e

Protocol Type: ERSPAN (8x88be)

Sequence Number: 387
Encapsulated Remote Switch Packet ANalysis Type II

L = Version: Type II (1)
. B@8l 1@8@ 1814 = \Wlan: 394
L = C05: 5
B = Encap: Originally 882.1Q encapsulated (2)
& = Truncated. Mot truncated (@)

.... .. @6 @EGE @8A1 = SpanID: 1

BEEE BEEE BEBE .... .... .... c.es saa. = Reserved: @

............ 6066 GO0 6BGA 81668 8116 = Index: 7@
IEEE 882.3 Ethernet ¥
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;¢ Create SPAN Source (%]
A SPANM Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned

to it, it will receive a filter group from its source group (if it exists).

Mame: SRCT

Description:
. I
Diraction: Bath Incoming Qutgoing ;’I
Filter Group:

Span Drop Packets: '_|

.
Type: EPG Bouted Qutside |
| A

Add Source Access Paths
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ER

Create SPAN Source

A SPAN Source can either be configurad for SPAN-on-drop or have a filter group
associated to it, but not both. Mote: If a source doesn not have a filter group assigned
Associate Source to Path o

Path Typea: Direct Port Channel Virtual Port Channel VPC Component PC

Mede: SITEZ-L101 (Node-101)

Path: | ¢thl
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* sPAN source Group(SRC_GRP1)Z4ER L. "SPAN Source Groupsy ZH2') Y 2 LT "Create
SPAN Source groupsy Zi&EIRL £ T,
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Admin State ( Bk ) :Enabled ( B%)
BHETIN—7 UaiER L =BHA %I I —7(DST_EPG)ZEIRL £ 9,
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mLEI,
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sc Create SPAN Source (]
A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both, Note: If a source doesn not have a filter group assigned

to it, it will receive a filter group from its source group (if it exists).

Name: | SRCIY
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~
Diraction ncoming | 0..tu;;:u:".g_j;

Fitter Group

Span Drop Packets: []

“
T-,-pe.m EPG | Routed Outside /'

Add Source Access Paths

Source Access Path
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« Create SPAN Source (]
A SPAN Source can either be configured for SPAN-on-drop or have a filter group
associated to it, but not both. Note: If a source doesn not have a filter group assigned
Associate Source to Path D

Path Type: Direct Port Channel Virtual Port Channa VPC Componant PC

Mode:  SITE2-L10 iMade-101)

Path: ethifl
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2 Create SPAN Destination Group [ ]

Mame:  DST_GRP

Darscription

s
-

Dastination EFG: | SPAN @ sPaM

Dastination ¥ 192.16B.254.1

S0 192 168.254.0/24
o
1
TTL: G4
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DSCP: | Uingpecified

Cancel Submit
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WBERNZFERALTEFY S FYy&E2TJAINRI)TILET,

* SPAN Source Group(SRC_GRP1)&Z4ER L. "SPAN Source Groupsy ZH %2 ') ¥ 2L T "Create
SPAN Source groupss Z&IRLF T,

Lk APIC o ~ QO 0%OOO0

SPAN Source Groups 0

= Mamsp Description Destination Label Sources Admin State

K19 : 75> RERSPANY —RT I —T=ZEXKTB/VA

RDEHREADLET,
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ur
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Admin State; | Disabled Enabled
.

Create Sources

Mamea Direction Source EPG

K20 : 73+ RERSPANY — AT )L —7 D1EH

CCT,

Admin State ( EIEIREE ) :Enabled ( B% )

BAIETIN—7 : LEER L EBHET )L —7(DST_EPG)ZEIRL E T,

s CORURYVART, T7ZAREZ(HEIDVYILT, DELSEE1IDNDSPANY —RA%ZE
L%,
+ sPAN Source(SRCN ZEK T B ICIE, KDNTA—REZRELET,



51 Create SPAN Source Group

Mama: | SRC_GHRPT

Description

Create SPAN Source

Mame:  SRCI

ur

Description

Creat Dirgction m nooming | ::-..!-gp-.:r;;?
¥ m

Mam Source EPG: | EPGT

D

K21 : 77> NERSPANY — RAEPGDER

C T,
FEEE. BE FLEmAEZERRLET,

V—AREPG:RILTF Y NADITXNTNDEPGH SBIRTEE T, ( FAROZOHIZKBEPGT)
7 7 71) v 2 SPAN(ERSPAN)
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i Create SPAN Destination Group [}

Description:

Destination EPG: | SPAN @ SPAM SEAN

I'.'-
SPAM Version: [ Version 1 m

Enforce SPAN Version: ||

Dastination 1P | 192.168.254.1

Fource IF/Prafi: | 1921682540724

Flow 1D: [1 -
T 6l
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24 : 777 1Y ZERSPANSE LT IL—7 DIER
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BWEEPGHEL RIRA N EZEBITETF M, AP, BLUVEPGZEEY NT7YTLET,
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i Create SPAN Source Group (]
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[ an;
L
_/'
Admin State: | Disabled
.,
Destination Group: | DST_GRP ['_:|
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K26 : 7771 Y JERSPANY —RAJ )L—7 DHER

C T,
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Mame: SRCI

Description;

L‘;'5:|;:.n_ ncoming [ Outgoing )

Span Drop Packens: []

o
| Association: | VRF Bridge Domain

Bridge Domain: | BD1
P

Add Source Fabric Paths

Sowurce Fabric Path

Cons X o X

K27 : 73+ RERSPANTZ 7 7 Uy )N ADER
T,
FmEc:EE BE, FEERARZRIRLET,
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c tREYHEIUYILT, Y=RTFTUYHNAEEMLET., ROBHEEANLET
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« €923 TO—=AISPANNDT VAL ICRENTVBRLSIC, REZMHEITLET,

REFIERF, COEFATERENTVERT,

https://video.cisco.com/detail/video/6389779606112
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« GX (TANLTVYD)
- GX2(P7Y RE—7)

« HX (75FYh)
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TOEASPANICIE, 7O EASPANY —ATACL7 1)L 2 2RI 2 HENHET,

COBREICKY), BEDT7O—FEEFSPANEETICABAETNZI NS 714y o0 70—
SPANZEBRATE XTI,

SPAN7O—RBEDORZ 71 v IUNMBEZFEEF. SPANACIZEETICERATEET,
7771V ISPANB KT TF > RSPANDY — AT IN—T1V—ATRYR—REhEH A,

JANBRTN—TRROEDICEERTRDENTEET,

-Span Source : 7 1)L RTI)I—T&, ZDSpan SourceD FTTEZRENTVERITNTDOA > X—
TJ7IAATRNT 74V 0T ANEIVITBRLEDIFERAETNET,
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SPAN Scurce - SRC D

K32: 7ORAV—AILT7 1IN RZEMTDFT 3>

-Span Source Group : 7 A I RTI—7" (xBxE ) &, ZDSpan Source Group® & Span
Source CEZEENLEINTDAVRE—TIAATRT T4V IR TAIINRIITTBEHICEA
ENhERT,

SPAN Source Group - SRC_GRP1 l:

K33 : POERAY—ARIIN—TIC7 1)\ 2&2EBMTDAT7>a>

BFEDSpan Source N T TIC 7 AIINRTIN—7 (yB &) CEERTSNTVWSRES, TD71)
BIIN—=T(y)B. ZOEEDSpan SourceD FICHBDIRXNTDA UV EZ—TIAADT1ILEZTI)
—7 IR >THEAETNET

—VY=RTIN=TCBRENIETAINEZTIL—TE, TOY—ARTIL—THAOIXNTOHOY—AIC
BENICERAEIhET,
~EERATERAECAZ 7L RTIL-TR. TOEERICOKXZMERAETLET,
—TANBRIN=THV—RATIN—TEZOV—ARTIN—THAOYV—-AOWHICERE N, V—
ACERAENLET7ANZTIN—THEBEENET,
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7L REEKTRICE, ROFTAa>aFEATEERT,
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SR SPAN Source Group - SRE_GRP

= Mo 10 LT

R35:GUITH Y > 3 > OREE

« CLIAPICTXDFIEZERTLET,

Sassion 1D Administratee State Oparationad State

=D

T77VYORTERENTVBITXNTOSPAN/EY >3 >R

show monitor summary

BATRC LYV ETALNETRDICE,. ROFIBELCHVET,

show monitor access session all
show monitor tenant session all

show monitor fabric session all

*« CLIV—RAARA Y F:

show monitor session all

Bl -

SITE2-L101# show monitor session all
session 11

name : SRC_GRP1

description : Span session 11
type : erspan

scale-mode : filter

version : 2

oper version : 2

state : up (active)

erspan-id : 1

granularity :



vrf-name : SPAN:SPAN

acl-name :

ip-ttl : 64

ip-dscp : ip-dscp not specified
destination-ip : 192.168.254.1/32
origin-ip : 192.168.254.101/24. >>>> node ID 101
mode : access

Filter Group : None

source intf :

rx : [Ethl/1]

tx : [Ethl/1]

both : [Ethl/1]

source VLANs :

rx :

tx :

both :

filter VLANs : filter not specified
filter L30uts : filter not specified

COEDE, BV IAVHFBUMTHINESH., BRVERFRX, BEAYH—, KEXTA 22—
TIAA(XBERFXICVARENTWVWSIBA, directionldbothiCEREENTVET ) 2RI
DICZIBEERT

ChHAEULKBREENTVWACEZAREICHERITSICIE, FHBAN Sspantzy > a3 VIDZEREBL.
ROIANY RZEZERITLET,

Bl -

SITE2-L101# show system internal span-mgr session 11

SSN id 11 name "infra_SRC_GRP1_DST_GRP_DST_GRP" ptr 0x562a21a24b70 Admin UP nSrcsUP 1 Dst ERSPAN UP
Scale mode FILTER
vrfName SPAN:SPAN vnid 2752515 SrcIP 192.168.254.101/24 DstIP 192.168.254.1/32 flowId 1 ttl 64
vrf_id 5 table_id Ox5 vrf_vnid 2752515 (0x2a0003) slot O urib_nh_reg 1 epm_registered 1
Spine Proxy NH: RESOLVED nh_is_fabric 1 nh_dtep_ip 0xa00e042 nh_flag 1 nh_if_idx 0x1a031009 nh
Local NH: NOT Resolved ep_valid O ep_mac 00:00:00:00:00:00 ep_vlan 0 ep_if_idx 0x0
ep_flags 0 ep_tun_if_idx Ox0 ep_nh_mac 00:00:00:00:00:00 ep_nh_dtep_ip 0x0 ep_nh_ifid
COOP NH: NOT Resolved coop_valid 0 coop_tep_ip 0x0
Span Offset 255
Filter Group ID: O
(src-name, flt-grp-id) associations:
Src name: "SRC" Filter Group ID: O
SRC: 1id 17 ptr 0x562a21a22170 ssn_id 11 mode Access type Port dir ING-EGR vlan 0 +if_idx
vlan_type INVALID hw_vlan O hw_vlan_up DOWN if_up UP is_fex 0 is_pc 0 sTot -1 pc_mb
Per SSN Summary: SSN 11 n_srcs_per_ssn 1 srcs UP 1

Summary: nSSNs: 1 nSSNs UP: 1 nSrcs 1 nSrcs UP 1



ERSPANT—X D& 7

ERSPAN Version ( 24 7")

ERSPANE, OAE—&nhizN\TY N Z2A7EILLT, VE—RMOREICEELET, COAHT
EIILIZFGRENEAENET, GREAY A —NOERSPANO 7’ ORI R A 7150x88be TT,

Internet Engineering Task Force ( IETF ; 4 > 2 —X% Y REMBFHAEZES ) DRFIXRNT
&, ERSPANDO/N—2 3 2, versionTlE&<typeLidiE N TWE T,

ERSPANIZE3DDERA THHYNET, I, I8V, ERSPANRA T ICDWT Ik, CTORFCRS
ZRTHBASTNATVET, £/, COGRE RFC1701F RERSPANR A 7 %# B33 1-HIE)
MOABEMENFBYET,

BERATONTY NERXZRIZRLUET,

ERSPANZ 4 7’| ( Broadcom Trident 2T )

Ethernet IP GRE Ethernet IP
header header | header header header

Payload

KI36:ERSPAN/N—2 3 VIDGREA Y & —

Bl RS i=HIC, wiresharklEXOZ7ORNINRATZ2RLTVET,


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

» Frame L: 186 bytes on wire (B48 bits), 186 bytes captured (B45 bits) ca interface \Device\NPF_({457CCAIE~IDE4-4878-
* Ethernet II, Src: Clsco fE:10:04 (00:22:bd:fB:19:0F), Dst: Viware b7:00:60 (80:50:56:07:00:60)

¥ Internet Protocol Version &, Src: 192.168.298.100, Dst: 192, 168.254.1

Generic Routing Encapsulation i[mh ]

¥ Flags amd Versiom: Swdooa
Protocol Type: ERSPAN (@xEBbe)
Encapiulated ﬂe-ﬂlb_: Switch Packet aMalysis Type I
» Ethernet II, Src: Cisco_foid8reB (I81acrSerfoid@ned), Ost: PVST+ (@1r@@18crociconcd)
¥ BBZ.10 Virtusl LAM, PRI: 5, DEI: @, ID: 362
* Legieal-Link Contral
+ Spanning Tree Protocel

RI37:Wireshark T M /N—= 3 2 #&EE

XA 71T, GREAYA—DI—5 AT 14— )LREFFEAENhELA. ERSPANZ A TIB KT
NDIFE. GREAYA —DEICELS BENHBDERSPANAY A —EFEAL £ A, Broadcom
Trident 2l& Z MERSPANZ A 71O & &2 R— KN L E T,

ERSPAN Type I1Z 7= (11|

Ethernet IP GRE ERSPAN Ethernet P Pavioad
header header header header header header ayon

12345678901234567829 12345678901

e e e T e e T T e fod o kbbb b=b=b=b=b=d=t=t=

0101011000000 | 000000000 | 00000| Protocol Type (OxBdbe=ERSPAN)
4=t

'

| S 1 EnITI Seasion ID
ket et T T e B e T Rt St T E T S

|

+

KI38:ERSPAN/N—< 3 VIIOGREA Y & —

Wireshark @ i :

» Framg 129: 134 bytes on wire (912 bits), 114 bytes captured (912 bits) om Emterface \Device\WPF {4B7CC42E-20B4-4
» Ethernet IT, Src: Cisco_fB:19:Ff (@8:22:bd:ifEz19:FF), Dst: Viware_bT 0868 (88:5:56:b7:08:68)

+ Imternet Protocol Version 4, Src: 192.168.254.101, Dst: 192.168.254.1

* Generic Routing Encapsulation [ERSPAN)

CE : ™
[v Encapsulated Remote Switch Packet AMalysis Type II ]

BBl ... ccuc scso ™ Verslon: Type II (1)

. L 1009 1918 = Wien: 304

i L=

wandl Base sman anas = Encap: Originally B882.10 encapsulated (2}

weve o@us vaae veae = Trancated: Mot truncated (@)

-s.s -.B@ POD 831 = SpanID: 1

OO B000 B ... sias srss sens smaas = Reserved: @

meee mees ... GOOD G000 ODOO 0109 2118 = Index: T
~ IEEE 882.3 Ethernet
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SPAN Destination Group - DST_GRP

Properties
Mame; DST_GRP

Description:

Destination EPG: uniftn-SPAMap-5PAN epg-SPAN
|/.

SPAN Version: |
N,

[ Enforce SPAN Version: ||

Destination IP: | 192168.254.1
Source IPfPrefix: | 192.168.254.0/24
Flow 10 | 1 3
TTL: 64
MTL: 1518

DSCP: | Unspecified

R40:SPANN—2 3>z BATR F 723>

« SPANN— 3> (N—2 3 1EERJ/IN—2322) ERSPANZ A FIEHRIEELET,

+ Enforce SPAN Version ( A Fk@EF7 ) : YV—A/—RO/N—RIJITT, RESNL
ERSPAN Type N R—RENTVWARWEEIC, SPANEYS A ZABMEBIMENHS
DNESHZERELET,

77 # )L N TIE. SPAN VersionldVersion 2T, Enforce SPAN Versionld A 7122 TVWE T,
DFEV), EER/— RHNERSPANZR A FNIZ HR— NTBE2MHRUBRDIZE., Z471D
ERSPANZARL £, EET/— KA. ERSPANRA T ( 777 1) v USPANE KL ) &HK
—NLUBEWEIHKRDIFS. Enforce SPAN Version S F TV Ve hTWEWES, XA TIZT #
—INYOLET, TORER. ERSPANDIEER. BEX A1 7 DERSPANZZFELET,

RDOTRIC, TOEASPANE T T RSPANDRBHAEDOLHEICDOVTHBALET,

SPAN/Y |SPAN/N—2 3

T ons s omm EAHRY —R/— R oMY — R/ — R
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48879%ZVXLANE U TRRET B &, iVXLANAY X —EVXLANAY B —Z BB TEEXT,

1. &AISIVXLANA 7L T Y RABIRENATVWB ZEZBBLTLEZ L,
2. Edit > Preferences > Protocols > VxLAND JEIC BB L £ 9,

3. R—NOHEEICKR—K48879ZEBML E T,

4. RIZApplyZEITLET,
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Ve VXLAN UDP port(s) |4789,8472,48879
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WNC
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VEIP
V55 Monitori =
VELAMN |
VXELAN (GPE) !
WASSP
WEXML
WCCP [}
Web5ocket .
WHQ i
WHOIS
Wi-Fi DPP
Wibdax (wrnx
WiliaX ASM
WilAX MAC
< >
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