ACIZ7 771y 2 TMHCallHomeDXE., SR,
NSTINa—F1429

2E

BUHIC

LA

BIfRH

EREFIE

hSTNI—F 1T EER

FL®IC

CHORFIXPNTIE, Cisco ACERETMOCall HomeNEREIZ DV TEAL £,

PN

VI

CallHome#gezEA TR E, 777 VY VBEICHTIEELBHAEZEFX—IITRETEXRT
o COBAIZE, PHERPREBRERLZANRV N EBENET, ChE5OT5—ME,
CallHomeZEX7O7 7 A )2 AL TEHROZEELEREENEI. COTO7 7ML, BE
DAY E—IEKXEDAVTOYATIUTRETEET,

B SAF
« TT7T7VYIR4A21N)UBTHIHENHV)ET,
« IRTOT7TVYIFNAAE., SMTPIEEX—)LY—NICZY ND—VEETEDHEN

HV)ET,
. TFTUYIFINA AESMTPEX— LY —/NOBTTCPR— N 25D BEEEH TS 5 HEHN
HV)ET,
REFIE

ATY71APICICOTAM > LET,
- BEBEILFOOVYIILEFERALUTAPICIC T VEALET,
AT Y 72:CallHomeRET I —7T%#ERL £,

+ APIC > Admin > External Data Collectors > Monitoring Destination® JEICEE L £ 9,



System Tenants Fabric Virtual Networking | Admin IOperations Apps Integrations

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export

External Data Collectors A (=0
OO Callhome
CP Quick Start
~ [@m Monitoring Destinations
~ Name Admin State

= callhome
> [l Smart Callhome
> [ SNMP
> [ Syslog
> [ TACACS
> [ Callhome Query Groups

- CallHomefolderz &2 ') ¥ 2 L., Create CallHome Destination GroupZi#iRL £ 9,

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations
AAA | Schedulers | Firmware | External Data Collectors | Ceonfig Rollbacks | Import/Export

External Data Collectors GIEI®Y calhome

L —
C» Quick Start
[l Monitoring Destinations
B callhc
Create Callhome Destination Group
> [l Smert Cannvine
> [ SNMP
> [ Syslog
> [ TACACS

~ Name Admin State

> [l Callhome Query Groups

ATV 73 BEZFHMBFHREADLET,
HEZFAFROELSYTTY

« Name:CallHome%E %7 IL—7 D& 8l

« Admin: COFT>a > EBRMICLET,

« R—KN :25, SMTPHBEETBHR—KES,

« SMTP Server:SMTPH—/NXODNSE X ZEIP7 RL A

« FromEmail: 77 7 VY O Xy =22 R ETRIEETNDEFA—ILT RLA

- EEEPG:SMTPH —/N\DEZEAREMA" B B oobFE 1z IEinb EPG

« ContactEmail (I BYEDNDEFX—I) ) : AVE—DOZELENDEFX—ITRLA



[Create Callhome Destination Group| ®

STEP 1> Profile 1. Profile 2. Destin:

Mame: Call_Home_Destination_Group

Description: optional

Admin State: enabled

Port Number: | 25 o
SMTP Server: | smtp.cisco.com
Management EPG: | default (Out-of-Band) =

Secure SMTP: []

From Email: frommail@cisco.com
Reply To Email: | replaytoemail@cisco.com
Customer Contact Email: | customercontactmail@cisco.com

Phone Contact:
)., +1-011-408-555-1212

Contact Information:
Street Address:
Contract Id:
Customer Id:

Site Id:

« ROR—TTlE, EEAEIEE (DFVY), CallHomeX vy E—DZREE ) 2ERTEET,
« +i85Z2 VY OLT, 71— REAHLET,

- Name - B8 DB HI

- EERE-EWCITRE, WERIXAYE—DZ2ZFELERA

- Level : BEICEFBENEDAYE—CNDEKRELARIL, cOEY NEerrorBAEICT S C
EEBEBOLET, EXELRILORIRODESY TT,

CBFX=N XV E—DOEBREBBIEBOEFX—ILT RLA

7A=Y BEXAYVE—DZEBNICHBT T FEN RVWEEIK, short-txtiZE&
ELET, MENEVEZRDLEOHICERLTADENTEET,

- Maximum Size (Bytes) : E—DEFX—IXYE—TPOHFERH A X, 74—V %
amELFxMIZEREL EBE, XVE—DRFA BV RELSBSTUEMENI DD T,
100-200KBO CRIED V EB A, DEBR YA XZRETHLOICCOBERAT L
FTEET, PIa— N TFTFAMNERDBEE., 10KBICRETSDICTIAKETHEITN
FEYEEA

- RFCE#L : ChZBMCLEVAENEYITY,



Create Callhome Destination Group

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft

Qutlook on OSX.
Name Admin State Level Email Format Maximum RFC

Size (Bytes) Compliant

Create Callhome Destination Group

STEP 2 > Destinations lyRreiile

If you enable the RFC Compliant flag, messages will not be backward compatible and might have issues with Microsoft
Outlook on OSX.

m +
Name Admin State  Level Email Format Maximum RFC
Size (Bytes) Compliant
Il Destination1 enabled alerts ~||actualmail@cisco.com xml ~[1000000 & | I

Cancel

s BREFIMSEBREFERTEET, £, CallHomeR%ETIN—T%2H50UY UL T,
Create CallHome DestinationZ 8IR3 2 &, ESICZ<DHBEEERTEET,



Severity levels

LEVEL KEYWORD LEVEL DESCRIPTION
emergencies 0 System unstable

alerts 1 Immediate action needed
critical 2 Critical conditions

errors 3 Error conditions

warning 4 Warning conditions
notifications 5 Normal but significant condition
informational 6 Informational messages only
debugging 7 Debugging messages

AT Y 74:CallhomeZ I J I —7 D4R

+ APIC > Admin > External Data Collectors > CallHome Query Groups® JEICBEL £ 3,

Fabric

System Tenants Virtual Networking Operations Integrations

Apps

AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks

Import/Export

P
External Data Collectors fD G © Callhome Query Group - Callhome_Query

(C» Quick Start

> [ Monitoring Destinations

~ [l Callhome Query Groups

- CallHome Query Groups7 # JLXZH ') Y U L., Create CallHome Query GroupZiEiR L



F9,

Create Callhome Query Group (%]
Mame: | Callhome_Query
Add Queries
[+]
Name Query Type DN or Class Name Query Target Response Subtree Response Subtree
Include

« VIVIJL—T0EFZERL, +RBB5ZIIUYILTIVIVEREERLET,

Name- 2T )&

: EE’EE**E?%>7.|'7/I'7 NEATDRAT LI R, Fld THBBIE, Z2EKRI D

herednselectedZ&F > TWVWE T,

- DNEERISAZE -EBRKATIIONDBH, TTEEZFEVELEDS I D

T7A4—=IRICBATIHVEN HDATIVRNBZOEBEPHNRICETZIHARKRE DA
WEEBA. APICON—=23 4K YBION—23 20Tl COT71—=)LREFEFETL
o N=23 24D 5 HB T, selecteddnforTypeZ i EL B, ZZIC T
Whole universe ( FE2M ) 1 FLESVEZ N(E TAll fabric objects (I XTDT 7
TUYOATDION), ZXNFREYVERLET,

- Target : VIVICK 2 TREND AT DI VNIV —RRESHIVENHD

AESHEIEIRL £, | have ubesubtreehere selected. C 1uldk, USBA"IBIRE TV
x£9,

CHTYY— STU—ASRIREN BB TV U—FTO IO NERBRLET,

CEBIRLEL I,

- Include- IV —ICK?2TRENDFATZSIIVONDEAT, IXNTBIRLEL 1=,



Create Query (X

Name: Callhome_Query

DN or Class Name: | uni

Target: ( children self
Response Subtree: children full

Response Subtree Include:

add-mo-list
audit-logs
config-only

count
custom-path-hop
deployment
deployment-records
ep-records
event-logs
fault-count
fault-records

faults
full-deployment
health
health-records
local-prefix
no-scoped
pending-deployment
port-deployment
record-subtree
relations
relations-with-parent
required

state

stats

tags

tasks

ATV T7TUYOEFEZRZUTR)S—%2FEAL, CallHomeY —AZERL T,
CallHomeMHEE VTN REENEDT, RIFETEZZRIV IRV —DIREICHEALET,



« APIC > Fabric > Fabric Policies > Policies > MonitoringD JEICEE L £,
«  "Monitoring Objecty ROY 7’HA U T{E "TALL, A #IREh., TSource Types A T
CallHome. ICRREENTVWAH L Z2HERLET,

RSN  Calhome/Smart Callhome/SNMP/Syslog

Mositoring o
Otject & T e

Lavel Destination Group

s HAIORAODERT+F A A ZIIVYILET,
Name- CallHome Y — A% (Callhome_Source)
- Include : ZETIBHOBEZERLET,
- Level : 7023 ERNIF—TBDARVRNDEKRE (BIRUELAXRILEL)
- BEIIN—T: 22T, LEICERE hi-CallHomeZE T I —7 %8R L £ 7,
- Query Group : < Z T, BHEICHERL =CallHomeV TV JII—7"%&IRL £,

e Submitz V)Y OLEY,



EEYRNTYTHARETLES, BRB2EZRVIATSIONIRLUTEBD
CallHomeV —A%Z#ER L. B OCalHomeBET I -7 0T #ERTHET, £
ZR)VIRVS —%BARTEET

AT Y 76:CallHomeVY —AANDRIS —DOT IVt A

COtY> 3T, CalHomeV —AZER TR OO TTTIVYITIORARI S —ZREL
£9,

APIC > Fabric > Access Policies > Policies > Monitoring® JEIC#EE L £ 7,

« Monitoring7 #)LZIZE. F7FIRNODEZRIV IRV —HFHYET, F7FI KRV
o —%F &, CallHome/Smart CallHome/SNMP/Syslog/TACACS7 # )X %O Y O L&

« Monitoring Object ROAY 7’A > TALLA BIRE N TH V), Source TypeH'CallHomel 5 E
ThTVWBEZHRLET,



Admin Operations Apps ntegrations

D8 Callhomessmart Callhome/SNMP/Syslog

Monitoring o, e S
Object Type:
i Level Destination Group Query Group

- BRIORA > OARET+signinz 7)Y IO LET,
Name ( &8I ) :CallHome Y — A% (Access_Cal | Home)2Z AL E T,
g Elbé - ZEITIBEHNOEHEERIRLET,
- Level : PO23ERNIH—TBARNOERE (BIRULELARILEL)
- BEIIN—T: 22Tk, BBIICHER L izCallHome%e £ J )L — 7 ZBIRLF T
- Query Group : < ZTlk, BABTIZHER L /=CallHome V7 TV J )L —7 & BIRL £ 7,



Create Callhome Source S

Name: Access_Callhome

Include:

Audit logs
Events
Faults
Session logs

Level: alerts
Destination Group: Call_Home e

Query Group: | Callhome_Query -

ATV TTCNSQOEEET> 1tk BEEHOA—LDIETIZEFX—LTS—FESET
BRENBUET,

NZTN21—FT 42T TR

1. SMTPH —/N#ZH D #ERE

APICTNA RE) =T FINA ADEAHNTCPR—K25Z /UL TSMTPH—/NICEETESD L%
BT BICIE, pingktelnetDTF AN ERITLET,

1.1 PingT A k

ROIXY RZEFEAL T, SMTPRARNDEERNERY ND—VFEF M ZH#ELERT,



APICL :

<{froot>

API C # ping X.X.X.X

V=T ALY F .

<tfroot>

Leaf# i ping Xx.X.X.X

1.2 TelnetF A~ (R—K25)
RNDIAR > RZEEITLT, SMTPAR—R25ABEVWTVWTERIETRETH D L ZHRLET,

APICL :

APIC # curl -v telnet://smtp_server_ip:port

Example :
APIC# curl -v telnet://X.x.x.x:25

V=T ALY F .

Leaf# icurl -v telnet://smtp_server_ip:port

Example:
Leaf#icurl -v telnet://X.x.X.X:25

2. CallHome?% & D #&AE

CallHome#APICE ) —T7 AA Y FOMATELLSBEENTVA I EZHAELET,
2.1 CallHomeZ7'O7 7 1 )L O#&AE
ZA77ANICEVLVR—RNENTX—EFBEENTVDEZHFELET,

APICL :

<{froot>



Api c# nmoquery -c cal | homePr of

J)—T ALY F:

<{froot>

Leaf # noquery -c cal | homePr of

2.2 CallHome1E#5%: 5t D #EE
BESMTPH—/NER—RMNELLKREENTVDREZHERBLET,

APIC L :

<tfroot>

Api c# moquery -c cal | homeDest

V=7 ALY F .

<#froot>

Leaf # noquery -c cal | homeDest

3. CallHomeEF X — LA {E DR

— R RACIZ7 77U Y U Tk, CallHomeX Y £—2 @3/ — RIS AXDAPIC2A SBRE hE
To APIC2AERATEBRVEE., CheDXYE—2RFU—TJTAAYFHASRETEET,
CallHomeX Y — NEAETEREZHETDICE., BETZ A X —T I 4 ATtcpdump’z A
L%Ed,

31APICAS (L—RTOEANBE)

AN REBIREENATVRIFEEE, bond0.330Z 4 /N REBIZEAETNBVLANICEE
BmAET,

Apic# tcpdump -i bond0.330 port 25

V=T RLYFHS



RESMTPRNT 71 v UV RERTBICIE, kpninbA 2 F—T I A AZFERALET,

Leaf# tcpdump -i kpm_inb port 25

4. BEICK > Tk, CallHome, SMTPH##i, BERRUS —OREERANEEICETTLEERTE
AVE—TIAADBET TR E2BFX-IITRETERVENHBYET,

RSTIND1—F14200%T35ICFk. ROFIEICHVET,
FT7SIORNANTISOYEERALTCEEZRAELET,
4.1CiscoACIGUIT, HE%ZZ(1DM 02— IAAICBEBLET,

424V B—TIARZHIVYIL, "FTDZIORNRARNTTZOHYTH< ) 28RLET
(ATOROU—22ay hesBLTLSEEY) ,

sbfustfus
asco APIC
System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations
Inventory | Fabric Policies | Access Policies
Inventor 1= o : " .
y © Layer 1Physical Interface Configuration - 101/eth1/1
C» Quick Start o " |
perationa
ﬂa Topology
@ Pod o 2
B bal eafl (Node-101) 101/eth1/1
- P Interfaces
. 1
Enable
B et
) _ Disable
e I
g / Turn @n Locator LED
2]
% ethl/5 Turn Off Locator LED Layer 1 Physical In
Q athl/6 Recat 101/ethifi

I
IE =iy Deploy Static EPG
- [ eth/s
3 g eth1/9
=

100

Save as .
Post ...

Share

Open In Object Store Browser

ABATITVORNARNTTZOHT, BEFATDIVMNCEENSF TSN TVREBEZDON)ZIRL F
9,



halie Opject Store

CIsSco

Class or DM or URL Property Operation Value

Select an Option

1 object found  Show URL and response of last query @

11 Physlf

dn { topology/pod-1/node-101/sys/phys-[eth1/1] > 1 nl A A

AADNZHEL LR, APICCLICT7VtEAL, KOOAXRV REZTLTA7T IV NOFEAZR
2LET,

Bl -

apic# moquery -d "topology/pod-1/node-101/sys/phys-[ethl/1]"

AS58IOAXR ROEAT, monPolbon 7 1 —J)LRZBDHFET,
Bl -

monPo1Dn : uni/infra/moninfra-default

COTA—IRIE, AVE—TIAAATS IO NCHEHAENBEZRU LIRS —BBE
(ODN)ZRLET,

46 DHEITIK, EZ&R TR S —(Funilinfra/moninfra-default T 9,

chik, Infra7 7> RO TOF7AINRDEZRV IRV =LA E—T T4 AICERE O
TWAEeZRLET,

4.7 CallHomeTA V2 —TJ I/ AT —DT7S— R 24ERBLVOPEETDICIE. ROFIEZEIT
LET,

Infra7F > MZCallHomef R ENBEET D & B RELF T,

EFEZRVIRI S —(ZDOBEA Emoninfra-defaul t )ABEICEREE hi-CallHomeZ7’O7 7 1)L
)20 nNTVWB e x2BRELET,



Systam

L TE

infra

Fabric

Virtual Metworking

CallhomesSmart Callhome/SNMP/Syslog

Monitoting
Object: 2

« Hama Include

Sowrce
Typar

Level

Destination Group

Quary Group



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



