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Apply L4-L7 Service Graph Template to EPG/ESG(s)

STEP 1> Contract

2. Graph
Endpoint Group Type
Group Type: Endpoint Security Group (ESG) \
Endpaint Group Configuration
Configure an intra-Endpoint
Caontract: a
Consumer EPG [ External Metwork: | 11_pbr_tenantfaplfepg-epgl @ Provider EPG [ Internal Natwork: | 1_pbr_tenant/apliepg-epg2 @
Contract Information
Contract Type: | Mew Contract
Existing Contracts with Subjects; |11_pbr_contract/I1_pbr_subjeet @
)
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STEP 2 = Graph
Service Graph Template: | 11_pbr_tenant/pbrl @
Consumer Provider
¢ u’ugc L3
pk_pbr

epg

pk_pbr Infermation
Pelicy-Based Redirect: true

Consumer Connector

Type: ml Route Peering

BD: | 11_pbr_tenant/cons_bdl @
Boh
L3 Destination (VIP) [

Redirect Palicy: | 1_pbr_tenantfingide

Service EPG Policy:

elect an option

Cluster Interface: consumer
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Apply L4-L7 Service Graph Template to EPG/ESG(s)

STEP 2 » Graph
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fabric 101, 104 show service redir info

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile

| HG: HealthGrp

| BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination HG-name

10 destgrp-10 dest-[476f:9be9:5aab:4454:a5d6:8c9e:7017:61eb]-[vx1an-2490369] 11_pbr_tenant: :HG2
dest-[8301:bb59:e940:4233:81c6:e007:437e:45f]-[vx1an-2490369] 11_pbr_tenant::HG1

2 destgrp-2 dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1eb4]-[vx1an-2490369] 11_pbr_tenant::HG1
dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369] 11_pbr_tenant: :HG2

List of destinations

Name bdVnid vMac vrf

dest-[8301:bb59:940:4233:81c6:e007:437e:45f]-[vx1an-2490369] vxlan-16252846 10:B3:D5:14:99:99 11_

dest-[476T:9be9:5aab:4454:a5d6:8c9e:7017:61leb]-[vx1an-2490369] vxlan-16252846 10:B3:D5:14:77:77 11_

dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1eb4]-[vx1an-2490369] vxlan-15794150 10:B3:D5:14:66:66 11_

dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369] vxlan-15794150 10:B3:D5:14:77:77 11_

List of Health Groups

HG-Name HG-OperSt HG-Dest

11_pbr_tenant: :HG1 enabled dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1eb4]-[v
dest-[8301:bb59:e940:4233:81c6:e007:437e:45Ff]-[vx

11_pbr_tenant: :HG2 enabled dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[v

dest-[476f:9be9:5aab:4454:a5d6:8c%e:7017:61leb]-[v

LEGEND

TL: Threshold(Low) | TH: Threshold(High)

HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination HG-name

3 destgrp-3 dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369] 11_pbr_tenant: :HG2
dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1eb4]-[vx1an-2490369] 11_pbr_tenant::HGL

4 destgrp-4 dest-[476f:9be9:5aab:4454:a5d6:8c9e:7017:61eb]-[vx1an-2490369] 11_pbr_tenant: :HG2
dest-[8301:bb59:e940:4233:81c6:e007:437e:45f]-[vx1an-2490369] 11_pbr_tenant::HG1

List of destinations

Name bdvnid vMac vrf

dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1eb4]-[vx1an-2490369] vxlan-15794150 10:B3:D5:14:66:66 11_

dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx1an-2490369] vxlan-15794150 10:B3:D5:14:77:77 11_

dest-[476T:9be9:5aab:4454:a5d6:8c9e:7017:61eb]-[vx1an-2490369] vxlan-16252846 10:B3:D5:14:77:77 11_

dest-[8301:bb59:940:4233:81c6:e007:437e:45f]-[vx1an-2490369] vxlan-16252846 10:B3:D5:14:99:99 11_



List of Health Groups

HG-Name HG-OperSt HG-Dest

11_pbr_tenant: :HG1 enabled dest-[2958:ddd3:6eda:4ede:8bb4:1b66:8b19:1ebd]-[v
dest-[8301:bb59:940:4233:81c6:e007:437e:45Ff]-[vx

11_pbr_tenant: :HG2 enabled dest-[476f:9be9:5aab:4454:a5d6:8c9%e:7017:61leb]-[v

dest-[d438:790d:6fdb:4485:bab7:197d:ef61:9a59]-[vx

ATYVT2: H—ERA/—R (1028 KT1M103) TRET A Y IMACNA T4 TN ERENT

WBAESHZRRBLET,

<#root>
apicOl#

fabric 102-103 show endpoint vrf |1_pbr_tenant:|1_pbr_vrf

Legend:

S - static s - arp L - Tocal 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy
E - shared-service m - svc-mgr

e mmm o oo

VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

e mmm o oo

23/11_pbr_tenant:11_pbr_vrf vlan-1310 10b3.d514.7777 LS ethl/6
24/11_pbr_tenant:11_pbr_vrf vlan-1301 10b3.d514.9999 LS ethl/5

Legend:

S - static s - arp L - Tocal 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy
E - shared-service m - svc-mgr

e mmm o oo

VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

e mmm o oo

40/11_pbr_tenant:11_pbr_vrf vlan-1310 10b3.d514.7777 LS ethl/6
1/11_pbr_tenant:11_pbr_vrf vlan-1301 10b3.d514.6666 LS ethl/5

RS T74Y 90T

o m e oo +
o m e oo +
o m e oo +
o m e oo +

1. EP14* SEP2IZ2000f®ICMP ping/S7 ¥ R ERE R, ChSRLIFNLRICUA ALY K
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switchl# ping 192.168.132.200 vrf 11l_pbrl count 2000 >>>>> sending 2000 packets
64 bytes from 192.168.132.200: icmp_seq=464 tt1=251 time=0.859 ms
64 bytes from 192.168.132.200: icmp_seq=465 tt1=251 time=0.872 ms
64 bytes from 192.168.132.200: icmp_seq=466 tt1=251 time=0.844 ms
64 bytes from 192.168.132.200: icmp_seq=467 tt1=251 time=0.821 ms
64 bytes from 192.168.132.200: icmp_seq=468 tt1=251 time=0.814 ms
64 bytes from 192.168.132.200: icmp_seq=469 tt1=251 time=0.846 ms
64 bytes from 192.168.132.200: icmp_seq=470 tt1=251 time=0.863 ms
64 bytes from 192.168.132.200: icmp_seq=471 tt1=251 time=0.819 ms
64 bytes from 192.168.132.200: icmp_seq=472 tt1=251 time=0.802 ms
64 bytes from 192.168.132.200: icmp_seq=473 tt1=251 time=0.851 ms
64 bytes from 192.168.132.200: icmp_seq=474 tt1=251 time=0.815 ms

2.L1TFINAACERENTVD /—R1I2BLTM0BDA 2 EB—T IAANI R ZHABLET,

apic01# fabric 102-103 show interface ethernet 1/5-6 | grep "Node\|Ethernet\|RX\|packets\|TX"
Node 102

Ethernetl/5 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: 10b3.d5c5.8f25 (bia 10b3.d5c5.8f25)

30 seconds input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec

RX

2008 unicast packets 2 multicast packets O broadcast packets >>>>>2000 packets recieved from L1 device
2010 1input packets 213180 bytes

0 jumbo packets O storm suppression bytes

TX

2009 unicast packets 1 multicast packets 0 broadcast packets >>>>> 2000 packets transmitted towards L1
2010 output packets 213003 bytes

0 jumbo packets

Ethernetl/6 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: 10b3.d5c5.8f26 (bia 10b3.d5c5.8f26)

30 seconds input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec

RX

9 unicast packets 2 multicast packets 0 broadcast packets

11 input packets 1286 bytes

0 jumbo packets O storm suppression bytes

TX

9 unicast packets 1 multicast packets 0 broadcast packets

10 output packets 1003 bytes

0 jumbo packets

Node 103

Ethernetl/5 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: a453.0e75.9a85 (bia a453.0e75.9a85)

30 seconds input rate 0 bits/sec, 0 packets/sec

30 seconds output rate 64 bits/sec, 0 packets/sec

RX

2009 unicast packets 1 multicast packets O broadcast packets >>>>> 2000 packets recieved from L1 device
2010 1input packets 213003 bytes

0 jumbo packets O storm suppression bytes

TX

2008 unicast packets 1 multicast packets 0 broadcast packets >>> 2000 packets transmitted towards L1 de
2009 output packets 212897 bytes

0 jumbo packets

Ethernetl/6 is up

Hardware: 100/1000/10000/25000/auto Ethernet, address: a453.0e75.9a86 (bia a453.0e75.9a86)

30 seconds input rate 0 bits/sec, 0 packets/sec



30 seconds output rate 64 bits/sec, 0 packets/sec

RX

9 unicast packets 1 multicast packets 0 broadcast packets
10 input packets 1003 bytes

0 jumbo packets O storm suppression bytes

X

9 unicast packets 1 multicast packets 0 broadcast packets
10 output packets 1003 bytes

0 jumbo packets
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